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Abstract

This article analyses contemporary approaches to combating organised crime, with a focus on ensuring the
resilience of the security system. It identifies key elements of resilience, adaptive mechanisms and strategic
priorities in the context of transformational threats. The integration of the concept of resilience into state
criminal policy and international cooperation is examined. The aim of the article was to study the theoretical,
legal and managerial foundations for implementing European experience in combating organised crime in
Ukraine through the prism of ensuring the resilience of national security. The research methodology was based
on the use of formal-logical, systemic and comparative legal analysis, as well as methods of content analysis
of international strategic documents and statistical data. The study summarises the approaches of leading
European countries to combating organised crime and identifies key directions for adapting this experience in
the context of contemporary challenges and threats. Particular attention was paid to the role of EU institutions
in shaping security policy and the possibilities for their integration into Ukraine’s legal system. This made
it possible to identify the distinctive features of European models for preventing and combating criminal
organisations, their interaction with state and civil society institutions, as well as mechanisms for ensuring
the resilience of the security system. It has been confirmed that effective counteraction to organised crime
requires a combination of legal, managerial, technological and social tools. It has been demonstrated that the
integration of EU experience into Ukrainian legislation is possible provided that the regulatory framework is
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harmonised, modern digital technologies are introduced into the field of criminal analytics, and the level of
inter-agency coordination is enhanced. The concept of a “resilient security system” has been formulated as
an adaptive institution capable of effectively responding to transnational threats and hybrid challenges. The
practical significance lies in the development of proposals for integrating territorial defence into Ukraine’s
national security architecture and the implementation of European standards into national legislation

Keywords:

resilience of the security system; organised crime; national security; European experience; territorial defence;

legal regulation

Introduction

Countering organised crime is regarded not merely as
a distinct area of criminal policy but as a component of
the state’s capacity to guarantee security, economic re-
silience, and institutional trust. For Ukraine, this issue
has been exacerbated by the full-scale war, population
displacement, the illicit arms trafficking, the shadowing
of logistics flows and the growing role of digital plat-
forms in criminal activity. An additional risk is posed
by the transformation of organised groups into flexible
network structures that combine illicit markets with
legitimate business, corrupt ties and cross-border co-
ordination. Under such conditions, the effectiveness of
the state’s response depends not only on the criminal-
isation of acts, but also on the quality of interagency
cooperation, analytical infrastructure, financial moni-
toring and international legal assistance. For a state si-
multaneously undergoing security transformation and
adaptation to the European Union’s acquis, the issue
of adopting European models for combating organised
crime has taken on both practical and theoretical-man-
agerial significance.

In contemporary literature, organised crime has in-
creasingly been interpreted as an adaptive network sys-
tem rather than as a collection of isolated, stable groups.
M. Bouchard (2020) examined the networked nature of
organised crime and concluded that effective state in-
tervention requires institutional flexibility and targeted
influence on coordination nodes, rather than merely in-
creasing repressive pressure. The author demonstrated
that criminal networks simultaneously combine coop-
eration and competition, so counter-crime policy must
take into account the internal volatility of criminal ties.
J. Ayling (2021), drawing on Australian practice, sub-
stantiated the advantages of shifting from a purely pu-
nitive model to a preventive one, focused on reducing
opportunities for criminal markets to operate.

Researchers examining the economic and institu-
tional dimensions of the problem emphasised the close
link between organised crime, legal markets and the
quality of governance. P. Campana & G.A. Antonopou-
los (2024) proposed arelational approach, within which
organised crime is viewed through the lens of configu-
rations of ties, intermediation and access to resources,
rather than solely through the formal characteristics
of a criminal organisation. The issues of digitalisation
and the cross-border nature of criminal practices were

actively explored in the research of R. Adel (2024), who
substantiated the concept of “digital organised crime”
and demonstrated that the digital environment alters
not only the ways in which crimes are committed, but
also the methods used to investigate and prevent them.
0. Farion et al. (2023), analysing cross-border crime
in border regions, demonstrated that the effective-
ness of strategies is enhanced when criminal analysis,
inter-agency data sharing and international cooper
ation are combined. A separate section of studies was
devoted to crisis, war and social prevention aspects.
Researchers M. Pardal et al. (2023) demonstrated that
during periods of crisis, illicit markets do not disappear
but rather reorient themselves, utilising new logistical
routes and distribution channels. According to R. Mug-
gah (2023), armed conflicts accelerate the interpene-
tration of organised crime, violence and shadow gov-
ernance. H.T. Luong (2024) demonstrated that, in the
context of weak control over the prison and local secu-
rity systems, criminal structures are capable of evolv-
ing from prison gangs into transnational networks.

Ukrainian researchers have focused primarily on
the security transformation of the state and the Euro-
pean adaptation of institutions. A. Murashko (2021)
analysed global trends in state policy in the field of
security and defence and concluded that the role of
integrated threat management is growing. Meanwhile,
H.T. Luong (2020), examining the dynamics of transna-
tional crime in South-East Asia, as well as A. Ofusori &
P. Hendradi (2023), analysing the spatial and commu-
nicative mechanisms of concealing criminal activity,
demonstrated that effective policy must go beyond for-
mal criminal law responses. Also important for public
perception of the issue is the study by Travaglino et
al. (2025), which showed that citizens’ perceptions of
organised crime significantly influence the legitimacy
of anti-crime policy.

Thus, the current state of scientific knowledge has
demonstrated significant progress in the study of the
networked, digital, preventive and security aspects of
organised crime; however, the issue of the compre-
hensive adaptation of European models to the Ukrain-
ian national security system in the context of war and
European integration remains insufficiently explored.
The limits of the permissible involvement of security
and defence institutions in countering criminal threats
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beyond the scope of traditional law enforcement juris-
diction also remain insufficiently defined.

The aim of the study was to define the theoretical,
managerial and legal foundations for implementing
European experience in combating organised crime in
Ukraine, taking into account the needs of national resil-
ience. To achieve this aim, three objectives were formu-
lated: to identify which features of modern organised
crime are of decisive importance for state regulation; to
ascertain which elements of European experience can
be adapted to the Ukrainian institutional model; and to
outline the regulatory and administrative changes nec-
essary for their practical implementation.

Materials and Methods

The object of the study was state regulation and insti-
tutional mechanisms for combating organised crime
in Ukraine, whilst the subject was the theoretical, legal
and managerial foundations for implementing Europe-
an experience within the national security system. The
conceptual framework of the study comprised three
interrelated approaches. The first was a network ap-
proach, which allowed organised crime to be analysed
as a configuration of connections, roles and resources,
rather than merely as a collection of formally defined
criminal organisations. The second was a resilience ap-
proach, within which the ability of state institutions to
adapt to complex criminal threats without losing key
functions was assessed. The third is the institution-
al-managerial approach, which focused the research
on analysing coordination, information exchange, the
responsibilities of actors, and strategic planning tools.

Methodologically, formal-legal, comparative-legal,
systemic-structural and content-analytical methods
were combined. The formal-legal method was applied
to analyse the content of the Law of Ukraine “On Organ-
isational Legal Principles of Struggle against the Organ-
ised Crime”?, Criminal Code of Ukraine?, as well as re-
lated legislation in the fields of cybersecurity, financial
monitoring and international legal assistance. The com-
parative legal method was used to compare Ukrainian
approaches with the EU Strategy to Tackle Organised
Crime 2021-20253. To verify the conclusions regarding
digitalisation and international cooperation, publicly
available analytical materials from the European Union
Agency for Law Enforcement Cooperation (2025) and
the Internet Organised Crime Threat Assessment (I0C-
TA) (2026) were also utilised.

The research process comprised four stages. In
the first stage, contemporary academic approaches
to understanding organised crime were summarised,

Kopan & Melnyk IS

and concepts suitable for analysis were identified: net-
worked criminality, governance approach, resilience
and dynamic decision-making. In the second stage, the
Ukrainian regulatory framework was analysed, and in-
stitutional nodes were identified where there are over-
laps in powers or gaps in coordination. In the third stage,
the Ukrainian model was compared with European
practices - criminal analytics, joint investigation teams,
financial investigations, preventive tools and digital in-
formation exchange. In the fourth stage, recommenda-
tions were formulated, the content of which correlated
with the results of the previous analysis and did not go
beyond the scope of the materials actually examined.

Results

The analysis carried out has shown that, for Ukraine,
the decisive factor is not so much the formal increase
in specific types of crime as the change in the way crim-
inal activity is organised. In Europol’s public reports,
notably those of the European Union Agency for Law
Enforcement Cooperation (2025) and the Internet Or-
ganised Crime Threat Assessment (I0CTA) (2026), it is
emphasised that modern criminal networks combine
violent, economic and digital forms of activity, actively
utilising legal business structures, anonymised com-
munication services, crypto-assets and instruments of
corruption. These conclusions are consistent with the
theoretical propositions of M. Bouchard (2020) and
P. Campana & G.A. Antonopoulos (2024), which allow
organised crime to be viewed as a system of flexible
connections capable of rapidly reconfiguring itself fol-
lowing external intervention. In the Ukrainian context,
this meant that a response model focused primarily on
detecting completed criminal offences proved insuffi-
cient without tools for the early detection of network ac-
tivity, financial analytics and inter-agency data sharing.

Materials from Ukrainian security and law enforce-
ment agencies for the years 2022-2024 showed that
martial law had heightened the risks of illicit arms traf-
ficking, smuggling channels, shadow logistics, fraud-
ulent schemes in the digital environment, and the ex-
ploitation of humanitarian or defence supply chains
for criminal enrichment. An analysis of official reports
from Ukraine’s law enforcement and security agencies
confirms that martial law has significantly increased
the risks of illicit arms trafficking, smuggling chan-
nels, shadow logistics, and fraudulent schemes in the
digital environment. Data from the National Police of
Ukraine (2023) show a significant increase in cases of
illicit trafficking in weapons and ammunition, linked to
the expansion of arsenals and illegal supply networks.

! Law of Ukraine No. 3341-XII “On Organisational Legal Principles of Struggle against the Organised Crime”. (1993, June). Retrieved from

https://zakon.rada.gov.ua/laws/show/3341-12?lang=en#Text.

% Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14?lang=en#Text.
? Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the
Committee of the Regions “On the EU Strategy to tackle Organised Crime 2021-2025". (2021, May). Retrieved from https://eur-lex.europa.

eu/legal-content/EN/TXT/HTML/?uri=CELEX:52021DC0170.
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Concurrently, the Centre for Security Studies (CEN-
SS) (2024) noted in its 2024 monitoring reports that
organised criminal groups are adapting their schemes
to current conditions and actively using digital channels
and postal services to move weapons and ammunition.

In the area of smuggling and illicit schemes involv-
ing humanitarian and defence cargo, the Economic
Security Bureau of Ukraine (2023) uncovered cases of
illegal imports of goods disguised as humanitarian aid,
which were subsequently misused or ended up on the
black market. Similarly, investigations by the National
Anti-Corruption Bureau of Ukraine (2024) uncovered
organised schemes to evade customs procedures at
the border, indicating abuse of the customs system for
the smuggling of goods. The excessive burden on law
enforcement agencies in wartime also creates a fertile
ground for the development of fraudulent schemes in
the digital environment, in particular fake platforms
and transactions that exploit citizens’ crisis-driven
sentiments and information uncertainty. All these fac-
tors point to a transformation of organised crime in
Ukraine, where traditional risks are exacerbated by
new forms of shadow economic activity during martial
law. In this regard, R. Muggah'’s (2023) conclusions re-
garding the convergence of organised crime and situ-
ations of armed violence have been particularly clear-
ly confirmed by the example of Ukraine. M. Pardal et
al. (2023) convincingly demonstrated that crises do not
destroy illegal markets, but rather alter routes, inter-
mediaries and forms of concealment, and it is precisely
this logic that has been observed in wartime conditions.
Consequently, the focus of state intervention should
have been not only on individual groups but also on in-
frastructure - financial, communications, transport and
corruption-related.

A comparative legal analysis has shown that the
European approach to combating organised crime has
not been limited to tightening criminal liability. The
EU Strategy to tackle Organised Crime 2021-2025!
guided Member States towards dismantling criminal
business models, strengthening digital investigative
tools, asset confiscation, coordinating financial inves-
tigations and building international cooperation. This
approach aligns with the findings of J. Ayling (2021),
according to which preventive and environmental
measures often prove more effective than a purely pu-
nitive response. Similarly, M. Pardal et al. (2023) con-
cluded that preventive tools are effective when they si-
multaneously reduce access to resources, recruitment
channels, and institutional “windows of opportunity”
for criminal groups.

A key feature of European approaches has been the
reliance on criminal analytics and robust information
sharing. A. Di Nicola et al. (2025) convincingly demon-
strated that, in a digital society, organised crime is shift-
ing to environments where traditional investigative
tools lose their effectiveness, and therefore new analyt-
ical methods, access to large datasets, and technologies
for detecting risk patterns are required. The conclusion
by J. Kerstholt et al. (2024) regarding the need for dy-
namic decision-making also had direct practical value:
in situations where criminal networks rapidly change
communication channels, financial instruments and
intermediaries, decisions by law enforcement agencies
must be made not as one-off actions, but as a continu-
ous cycle involving constant adjustment. This explained
why European institutions, including Europol and Eu-
rojust, place such emphasis on information-sharing
platforms, joint analytical products and cross-border
investigation teams.

Of particular interest to Ukraine was the example of
countries that have combined the fight against organ-
ised crime with policies on economic security and local
resilience. R. Leukfeldt et al. (2017), analysing the inter-
connection between organised, financial and property
crime, demonstrated that effective state policy must
focus on assets, beneficial ownership structures, real
estate and money laundering schemes, as it is precisely
there that criminal networks conceal their presence in
the legal economy. For Ukraine, this meant the need to
move from a narrow criminal procedural approach to
an integrated model combining law enforcement, finan-
cial, regulatory and local levels of governance.

An examination of the Ukrainian regulatory frame-
work revealed that current regulation remains frag-
mented. Law of Ukraine No. 3341-XII? etains its status
as a foundational act, but its structure is shaped by
the institutional architecture of the 1990s and does
not fully reflect contemporary digital, financial and
cross-border risks. The Criminal Code of Ukraine?
establishes liability for the creation of a criminal or-
ganisation, money laundering, terrorist activities
and related offences; however, this is insufficient for
the systematic regulation of issues concerning intel-
ligence sharing, risk management, the use of digital
evidence and the coordination of the work of various
authorities. It is precisely this problem that was high-
lighted by R. Adel (2024), O. Farion et al. (2023) and
H.T. Luong (2020): in a transnational and digital en-
vironment, the state requires not only punitive provi-
sions but also legal mechanisms that facilitate opera-
tional coordination and information gathering.

! Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the
Committee of the Regions “On the EU Strategy to tackle Organised Crime 2021-2025". (2021, May). Retrieved from https://eur-lex.europa.

eu/legal-content/EN/TXT/HTML/?uri=CELEX:52021DC0170.

2Law of Ukraine No. 3341-XII “On Organisational Legal Principles of Struggle against the Organised Crime”. (1993, June). Retrieved from

https://zakon.rada.gov.ua/laws/show/3341-12?lang=en#Text.

3 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14?lang=en#Text.
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It has also been established that there are three
key issues within the Ukrainian model. The first is
institutional duplication, whereby several bodies si-
multaneously hold overlapping powers in the areas
of anti-corruption, economic crime, terrorism and or-
ganised crime, yet lack a fully-fledged shared analyti-
cal platform. The second is the insufficient integration
of financial investigations into the logic of combating
organised groups, although European approaches are
based precisely on the “follow the money” concept. The
third is the limited access to international information
exchange in a manner commensurate with the needs
of wartime and cross-border investigations. In this re-
gard, the findings of R. Roks et al. (2021) and A. Ofusori
& P. Hendradi (2023) was instructive: criminal groups
actively exploit spatial gaps, local contacts and informal
codes of silence; thus, without combining operation-
al work, analysis and local prevention, the state’s re-
sponse remains belated.

Based on the analysis conducted, it was established
that the adaptation of European experience in Ukraine
should not take place through the mechanical copying
of individual institutions, but through the coordinated
modernisation of the law, governance and analytical in-
frastructure. Firstly, it is advisable to adopt a separate
strategic document - the National Strategy for Combat-
ing Organised Crime until 2030 - which would define
a unified conceptual framework, state policy priorities,
coordination mechanisms and performance indicators.
Secondly, a mechanism for inter-agency criminal intel-
ligence requires regulatory consolidation, with a clear
demarcation of data access, exchange standards and re-
sponsibility for their use. Thirdly, provisions of Ukraini-
an legislation in the areas of financial monitoring, asset
confiscation, digital evidence and joint investigations
with EU states require harmonisation.

These conclusions were consistent with the works
of J. Cubides-Cardenas et al. (2025), in which regional
cooperation was viewed as a prerequisite for the sus-
tainable deterrence of transnational crime, as well as
with the study by G.A. Travaglino et al. (2025), which
emphasised the importance of public legitimacy for an-
ti-crime policy. In practice, this meant that, alongside
purely law enforcement measures, it was necessary to
enhance the transparency of procedures, local preven-
tion programmes, and cooperation with the banking
sector, customs authorities, local government bodies
and international partners. The role of territorial de-
fence forces and other security structures within this
system was to be viewed as limited and supportive -
primarily in terms of protecting critical infrastructure,
strengthening security measures in border and front-
line areas, identifying risky logistical anomalies, and
supporting community resilience. Granting such enti-
ties independent law enforcement functions in the fight
against organised crime would not be consistent with
the principle of a clear division of jurisdictions.
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Discussion

The findings confirmed that the most productive ana-
lytical framework for understanding organised crime
in the Ukrainian context is a combination of network,
institutional and security approaches. In this respect,
the study’s conclusions align with the positions of
M. Bouchard (2020), N. Breuer & F. Varese (2023) and
P. Campana & G.A. Antonopoulos (2024), who proposed
basing analysis not on a formal classification of groups,
but on the nature of their connections, access to re-
sources and methods of embedding themselves in legal
markets. For Ukraine, this perspective was particularly
important, as martial law created numerous “friction
zones” between security, logistics, the economy and the
digital environment, within which criminal actors are
capable of operating in a hybrid manner. It is precisely
for this reason that the conclusion regarding the need
to transition to integrated governance, rather than
maintaining an exclusively criminal law model, should
be regarded not as a theoretical generalisation, but as a
practical requirement.

At the same time, the study has helped to clari-
fy exactly how resilience should be understood in the
context of combating organised crime. In contrast to a
simplistic approach, where resilience is interpreted as
a system'’s ability to withstand shocks without altering
its own structure, the study’s findings align with the
conclusions of ]. Ayling (2009): resilience means the
state’s ability to rapidly adapt procedures, coordination
channels and analytical tools in line with the dynamics
of threats. In this sense, P. Finkenbusch (2024) rightly
cautioned against the “naturalisation of danger”, where
references to resilience mask a lack of deep reforms.
For Ukrainian practice, this meant that the slogan of en-
hancing national resilience is not sufficient in itselfifitis
not accompanied by concrete changes in data architec-
ture, financial investigations, the separation of powers,
and the legal framework for international cooperation.

The findings also provided grounds for a critical as-
sessment of the idea of directly transplanting individual
foreign models without adapting them to the Ukrainian
institutional reality. ]. Ayling (2021) and M. Pardal et
al. (2023) have shown that preventive tools are effec-
tive only when they are embedded in a stable intera-
gency environment and supported by relevant data. In
EU countries, the prevention of organised crime relies
on mature registers, established information-sharing
practices, the role of local authorities, advanced finan-
cial investigations and constant liaison with European
agencies. In Ukraine, however, some of these elements
are either in the early stages of development or oper-
ate in a fragmented manner. Consequently, the practical
conclusion is that the primary priority should be capac-
ity-building rather than the declarative adoption of in-
dividual instruments.

This is confirmed by the digital dimension of the
problem. The work of A. Di Nicola et al. (2025) has
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convincingly demonstrated that the digital environ-
ment has transformed both organised crime itself and
the methodology used to study it. Within the scope of
the analysis conducted, this conclusion was further re-
fined: for Ukraine, the digitalisation of the fight against
organised crime cannot be limited to the development
of the cyber police or the investigation of individu-
al cybercrimes. What is required is the creation of an
analytical infrastructure capable of integrating data on
financial transactions, customs risks, telecommunica-
tions patterns, logistics chains and transnational con-
tacts. The conclusion by J. Kerstholt et al. (2024) proved
particularly relevant here: in the fight against adaptive
networks, it is not a one-off reaction that matters, but
a managed decision cycle that can change in line with
the adversary’s behaviour. Thus, digitalisation was in-
terpreted not as a technical add-on to law enforcement
activities, but as a new logic of risk management.

The discussion regarding the relationship between
the national and international levels required separate
attention. O. Farion et al. (2023) and ]. Cubides-Carde-
nas et al. (2025) emphasised that cross-border crime
cannot be effectively deterred by the forces of a single
state, especially if illicit markets utilise regional trans-
port corridors, financial hubs and differences in regu-
latory regimes. The present study confirmed this con-
clusion, but at the same time highlighted the limits of
its applicability: international cooperation works only
when the national system is capable of rapidly produc-
ing high-quality analytical outputs, properly document-
ing evidence and maintaining consistent channels of
communication with partners. Without domestic insti-
tutional capacity, even expanding formal participation
in Europol, Eurojust or joint investigation teams does
not yield the expected results. Thus, recommendations
regarding international integration were justified only
in light of the need for domestic administrative and reg-
ulatory modernisation.

The issue of the local dimension of security has
also proved contentious. R. Roks et al. (2021) demon-
strated that criminal markets are embedded in specif-
ic locations - ports, transport hubs, warehouses, and
border communities - while A. Ofusori & P. Hendra-
di (2023) showed how silence, social ties and local
loyalty complicate the detection of criminal activity.
For Ukraine, this had two consequences. Firstly, local
administrations, self-governing bodies, and border
and customs units must be regarded as participants in
anti-crime policy, rather than merely as recipients of
instructions from law enforcement agencies. Secondly,
the involvement of territorial defence forces and other
security institutions in maintaining community resil-
ience can only be useful as a supplementary, clearly
regulated mechanism that does not replace criminal
investigations or operational-search activities. It is
precisely this conclusion that distinguishes the pres-
ent study from more declarative approaches, where

any expansion of the security sector is automatically
regarded as positive.

A comparison with international cases has also
helped to clarify the significance of the social-preven-
tive component. H.T. Luong (2024) demonstrated that
organised crime can expand due to the weakness of
control institutions in places of confinement, whilst
H.T. Luong (2020) and R. Muggah (2023) showed that
prolonged crises open up new channels for recruitment,
logistics and the violent control of territories. It follows
that, for Ukraine, anti-crime policy must not be limited
to operational measures. It must include strengthening
integrity within the prison system, customs control, the
arms trade, defence procurement, as well as in areas
where funds are laundered through property and busi-
ness. This is precisely why the study’s findings align
with the arguments of R. Leukfeldt et al. (2017): with-
out focusing on the financial and property presence of
criminal networks, the dismantling of their organisa-
tional foundations remains incomplete.

Another aspect of the discussion concerned the
public legitimacy of anti-crime policy. G.A. Travaglino et
al. (2025) drew attention to the fact that citizens have
different understandings of “organised crime”, and this
influences support for state measures. In the Ukrain-
ian context, where the discourse on security often fo-
cuses on external threats, there is a risk of underesti-
mating those criminal practices that operate through
corruption, financial fraud or infiltration of legitimate
business. Consequently, state policy must be not only
effective but also communicatively clear: society needs
to be shown why the fight against organised crime is an
element of national security, economic stability and a
just post-war recovery.

The analysis also highlighted the issue of criminal
networks’ economic infiltration into legal markets.
R. Leukfeldt et al. (2017) specified this phenomenon
using examples of property and financial schemes. Fur-
thermore, the work by N. Breuer & F. Varese (2023)
provided grounds for distinguishing between groups
focused on the trade in illicit goods and groups that
effectively perform informal governance functions in
certain environments. For Ukraine, this distinction is
methodologically important, as the response to drug
trafficking, illegal arms, smuggling or money launder-
ing cannot be identical. Accordingly, the state strategy
must comprise separate components - law enforce-
ment, financial, digital and local prevention - each with
its own performance indicators.

Conclusions

The study found that European experience in combat-
ing organised crime is valuable to Ukraine not so much
as a set of isolated repressive measures, but rather as
a comprehensive model of integrated governance that
encompasses prevention, analysis, financial investi-
gations, international cooperation and inter-agency

Law Journal of the National Academy of Internal Affairs, 16(2), 9-17



coordination. The study confirmed that modern organ-
ised criminal structures operate as adaptive networked
systems, capable of rapidly changing their methods of
communication, channels for the illicit trafficking of
goods, digital platforms and financial schemes under
the influence of new technologies and crisis situations.
In this context, traditional repressive methods used by
law enforcement agencies prove insufficient, as they
often fail to ensure the timely identification of risks, do
not monitor digital and financial flows, and do not inte-
grate information across different agencies and levels
of management.

An analysis of European practices has shown that
the effectiveness of combating organised crime is
largely ensured through the application of compre-
hensive strategies that combine legal regulation with
coordination between the police, financial institutions,
judicial authorities and specialised analytical units.
For Ukraine, this means the need to modernise not
only criminal legislation but also procedures for in-
ter-agency data exchange, the collection and process-
ing of analytical information, as well as the introduc-
tion of uniform standards for financial monitoring and
the processing of digital evidence. In particular, it has
been established that effectively combining preventive
measures with active investigations helps to reduce
the scope for criminal organisations to infiltrate the
legal economy and lowers the risks of financial crime,
money laundering and smuggling.

The study also confirmed the need to adopt a na-
tional strategy to combat organised crime, which would
integrate the approaches of various agencies, establish
clear procedures for joint investigations and promote
the harmonisation of national legislation with interna-
tional standards. An important element of such a strat-
egy should be the strengthening of local prevention, the
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protection of critical infrastructure and digital security,
and raising public awareness of the risks of involvement
in criminal schemes. At the same time, it is necessary to
maintain a clear distinction between the functions of
law enforcement agencies and security forces, so as not
to create overlapping or conflicting competences.

The application of integrated approaches makes
it possible to enhance Ukraine’s national resilience in
the face of contemporary threats, reduce opportunities
for criminal groups to exert unlawful influence on the
economy, improve the effectiveness of legal and analyti-
cal mechanisms, and create the conditions for Ukraine’s
more successful integration into the European security
space. At the same time, the results obtained indicate
that the adaptation of European practices requires a
systematic approach, the incorporation of modern ana-
lytical technologies, the development of staff skills, and
the assurance of transparency and coordination among
all stakeholders. Thus, the comprehensive implementa-
tion of these recommendations can ensure an effective
fight against organised crime and enhance the overall
security of the state at national and international levels.
Prospects for further research lie in a comprehensive
study of the adaptive network structures of organised
crime in Ukraine, with a focus on digital platforms, fi-
nancial schemes and the inter-agency integration of
preventive and analytical mechanisms.
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AHoTauia

CTaTTIO MPUCBSAYEHO aHAJi3y CyYacCHUX MiAX0/iB /10 60pOTHOH 3 OPraHi30BaHOK 3JIOYMHHICTI0. AKI[eHTOBAaHO
Ha 3abe3meyeHHi CTiHKOCTi cucTeMu Oe3nekd. BU3HaueHO KJIIOYOBI e€JleMeHTH CTiHKOCTi, aJlanTHBHI
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KOHLenuil CTIMKOCTI B Jep>aBHY KPUMIiHa/bHY MNOJITHUKY Ta MDXHapoJHy B3aeMoJil. MeTow CTaTTi €
BUBYEHHS] TEOPETHUKO-NPAaBOBUX Ta YNpPaBJIiHCbKUX 3aca/] iMIlJieMeHTallil eBponeicbKoro ocBigy 60poThoU
3 OpraHi3oBaHOI0 3JIOYMHHICTIO B YKpaiHi Kpi3b Npu3sMy 3abe3nedyeHHs CTIMKOCTI HalioHAJbHOI Ge3MeKH.
MeToi0/IOTiYHY OCHOBY JOCTi/PKEHHSI CTAaHOBWIM (GOPMa/bHO-JOTIYHUNA, CHUCTEMHHUN, MNOPiBHAJIbHO-
MpaBOBUM aHaJIi3, a TAKOXX METO/M KOHTEHT-aHa/li3y M>)KHapOJAHHUX CTpaTeriYHUX JOKYMEHTIB | CTAaTUCTUYHUX
JaHUX. Y JOCHI[KeHHI y3araJbHeHO NiJX0JHU NPOBIJHUX €BPOINENCHKUX KpaiH A0 MPOTHUAIl opraHizoBaHin
3JIOUMHHOCTI, BU3HAYEHO KJIWOYOBI HalpsAMU ajanTtanii boro AOCBiZly B yMOBax Cy4YaCHUX BHUKJIMUKIB i
3arpos. [locuneHy yBary 3ocepe/>keHo Ha poJii iHcTuTyuii €C y dopmyBaHHI nosiTuku y cdepi 6e3neku ta
MOXJIMBOCTSAM ixX iHTerpauii y mpaBoBy cucTteMy YKpaiHu. lle HaZjasio MOXJIUBICTD 3’ICyBaTH 0COGJIUBOCTI
€BPONENCHKUX MOJieJIel 3aM06iraHHs Ta IPOTUAIl 3JIOUMHHUM OpraHi3allisiM, IXHIO B3aEMO/Ii10 3 IepKaBHUMU
Ta TPOMAJCBKUMHU IHCTUTYI[iIMH, a TaKOX MexXaHi3MH 3abe3ne4yeHHs CTiHKOCTI cucTeMH 6e3IeKHU.
[ligTBepaxeHo, 10 epeKTHBHA MPOTHJiS OpraHi3oBaHil 3/JI0Y4MHHOCTI NOTpebye MOEAHAHHS IPABOBHX,
yIpPaBJIHCbKHUX, TEXHOJIOTIYHUX i colliaJibHUX iHCTpyMeHTIB. BcTaHoBJieHO, o iHTerpauis mocBigy €C B
yKpaiHCbKe 3aKOHOJaBCTBO € MOKJIMBOIO 32 yMOBHY rapMoHi3allii HOpMaTUBHO-NIpaBoOBoOi 6a3H, yIpoBa/»KeHHs
Cy4JacHUX LMPPOBUX TEXHOJIOTIH ¥ chepy KpUMiHa/IbHOI aHaMITHKHY, a TAKOK MiJIBUIILEHHSA piBHA Mi>XBigoMuo1
koopauHarii. ChopMoOBaHO KOHIIEMNIiI0 «CTiHKOI cucTeMU 6e3neKu» siK aJalTUBHOTO iHCTUTYTY, 34aTHOTO
edeKTHBHO pearyBaTH Ha TpaHCHaL[iOHAJIbHI 3arpo3y Ta ri6puHi BUKIUKU. [[pakTU4YHA 3HAYYLIICTh MOJISATAE
B p03po6JIeHHI TPOMO3UIili 010 iHTerpariil TepuTopiabHOI 060POHM B apXiTEKTYPy HAI[iOHA/TBHOI 6€31eKH
YkpaiHu Ta BIpOBa/PKeHHs €EBPONENCbKUX CTaHJAPTIB y HallioHa/IbHe 3aKOHOAaBCTBO

Kniouosi cnoBa:

CTiMKicTh cucTeMH 6e3NeKH; opraHi3oBaHa 3JI0YMHHICTh; HalliOHa/bHA 0Oe3MeKa; €BPONENChbKHUUM [OCBif;
TepUuTOpiasibHa 060POHA; MPaBOBeE PETyJIBaHHSA
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Abstract

The purpose of the study was to examine legal constraints, procedural requirements, and practical challenges
arising during the recording, verification, and use of information from open sources in proceedings concerning
public office offences. Contextual, legal and regulatory, and problem-oriented analysis methods were employed
to achieve the purpose. Given the increasing trend in the number of such offences in 2024-2025, the use of
information from open sources is appropriate for the timely identification of criminal schemes, prevention
of losses, and strengthening of public trust in state institutions. The study drew on an examination of the
regulatory framework and contextual analysis to identify strengths and prospects of evidence collection from
open sources, including broad access to relevant information, rapid data acquisition, and the possibility of
investigating offences across different segments of state activity, including military, educational, medical, and
other domains. The analysis found a number of problems and risks with using open-source information, such
as the lack of standard procedures, limited technical skills, and possible ethical issues. Examination of these
challenges informed recommendations aimed at improving the effectiveness of using open sources in the
investigation of public office offences. Improvement of investigative effectiveness involved transformation
across multiple dimensions, particularly regulatory, procedural, institutional, staffing, methodological,
technical, ethical, and control-related aspects. The results of the study may be used by legislators to improve
the regulatory framework, by law enforcement bodies and investigators to enhance the effectiveness and
quality of investigations into public office offences, by researchers for further analysis of methodologies for
processing information from open sources, and by educational institutions for the development of training
programmes and courses on the use of digital evidence in criminal proceedings
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Introduction

The importance of analysing the legal and practical di-
mensions of implementing Open Source Intelligence
(OSINT) methodologies in the pre-trial investigation
of public office offences is underscored by the digital-
isation of social interactions and the increasing signifi-
cance of open information resources in public adminis-
tration. When someone commits a crime while in public
office, they leave digital traces in open state registers,
electronic declarations, public procurement systems,
social media, and other online platforms. This makes it
easier to find them. The lack of clear regulatory recog-
nition of OSINT as a separate tool in the Criminal Proce-
dure Code of Ukraine, the uncertainty surrounding the
evaluation of the admissibility and evidentiary value
of results derived from open-source analysis, and the
potential for infringing on human rights and freedoms
necessitate a thorough academic investigation into the
legal parameters and practical application of OSINT in
the operations of pre-trial investigation entities.

The potential for OSINT methodologies in criminal
investigations is evidenced in academic literature, nota-
bly the research conducted by S. Bocharov et al. (2025).
These researchers highlighted the validity of utilising
information from open sources, including social me-
dia, government registries, mass media, and satellite
imagery, for criminal investigations. According to S. Bo-
charov et al., the effectiveness of OSINT methodologies
increases through integration with other intelligence
disciplines, namely Human Intelligence, Signals Intelli-
gence, and Imagery Intelligence. Drawing on a review
of thematic studies, academic literature, and industry
reports, R. Sazibur (2025) examined the application
of OSINT in threat detection, incident response, and
forensic investigations. The researcher concluded that
the use of OSINT methodologies improved threat detec-
tion, reduced the risk of data breaches, and increased
analytical effectiveness. N. Breuer (2025) investigated
the use of OSINT technologies to obtain data from an
[talian pre-trial detention order and to analyse the Ital-
ian business register for the construction of networks
representing the “Ndrangheta” group involved in infil-
tration into the legal business sector. The researcher
concluded that OSINT offers several advantages over
conventional closed sources, as it functions as a proxy
for analysing local network structures. S. Szymoniak &
K. Foks (2024) examined the advantages of using OSINT
technologies in a case of the Federal Bureau of Inves-
tigation involving a woman who participated in mass
protests in Philadelphia in 2020 and prepared criminal
offences, including phishing attacks. The evidence ob-
tained in that case indicated that the use of OSINT meth-
odologies supports effective verification of the accuracy
and reliability of information for objective investigation.
0.Yu. Amelin et al. (2025) analysed the possibilities for
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implementing international experience in investigat-
ing criminal offences in the sphere of official activity to
assess its applicability to the legal system of Ukraine.
These researchers said that some analytical tools are
okay to use, but their effectiveness depends on things
like the independence of investigative bodies, clear
jurisdiction, and openness of evidentiary procedures.

Challenges associated with the use of OSINT meth-
odologies in criminal investigations have also been
addressed previously, in particular by ]. Rajamaki et
al. (2022). The researchers examined the use of OSI-
NT technologies in the context of investigating cases of
child abuse. ]. Rajamaki et al. concluded that a barrier
to the use of the OSINT approach lies in procedures
related to data storage for further investigation, since
the fact of abuse cannot be documented or examined
by anyone other than a law enforcement officer spe-
cifically assigned and trained for this purpose. Similar
barriers were identified by B.S. Kosokhatko (2025),
who focused on the use of OSINT methodologies in the
investigation of war crimes committed by the Russian
Federation against Ukraine. The researcher identified
a gap concerning the procedural status of OSINT spe-
cialists in criminal investigations in Ukraine. This gap
arises because, despite the importance of expertise re-
quired for collecting and analysing open-source data,
the Criminal Procedural Code of Ukraine' does not rec-
ognise the opinion of a specialist as an official source;
therefore, this legal inconsistency constrains the use of
OSINT methodologies in criminal investigations. Ethical
aspects of the use of OSINT technologies were analysed
by M. Van der Woude & G. Torres (2024), who consid-
ered the use of open sources in journalistic investiga-
tions in the Netherlands. Interview results indicated
that participants involved in investigations relied to a
significant extent on personal judgement and contin-
uous dialogue with colleagues when making decisions
regarding confidentiality, which raises concerns about
the objectivity of conclusions.

Analysis of previous studies indicates that, despite
extensive examination of the potential of OSINT meth-
odologies in criminal investigations, several issues re-
main unresolved. One such gap is the lack of a system-
atic account of the specific features of applying OSINT
technologies in pre-trial investigations of public office
offences. There is also a lack of systematic research on
the procedural status of OSINT analysis results as evi-
dence in criminal proceedings in Ukraine, particularly
with regard to the requirements of admissibility, rel-
evance, and reliability. In this context, the purpose of
the study is to examine the legal and practical problems
associated with the use of OSINT methodologies for ev-
idence collection during the pre-trial investigation of
public office offences. The objectives of the study are

I ! Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/en/4651-17#Text.
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to analyse the legal grounds and procedural possibili-
ties for the use of OSINT methodologies in pre-trial in-
vestigations of such offences, to identify key practical
challenges and risks associated with the use of OSINT
in investigative activities, and to propose directions for
improving national legislation and investigative prac-
tice with reference to international experience in the
use of OSINT methodologies.

Materials and Methods

To achieve the purpose of the study, contextual anal-
ysis was applied to identify trends in the commission
and investigation of public office offences in 2024 and
throughout 2025. The selection of this period reflects
changes in law enforcement practice and statistical
indicators of such offences under conditions of mar-
tial law and institutional transformations of law en-
forcement and anti-corruption bodies, as evidenced
by official statistical data for the respective periods.
Materials for the contextual analysis included offi-
cial reports of the National Anti-Corruption Bureau of
Ukraine (2024a; 2024b; 2025a; 2025b) and the Spe-
cialised Anti-Corruption Prosecutor’s Office for the
first half of 2024, the annual report for 2024, and re-
porting materials for the first half of 2025, which were
used to generalise statistical indicators relating to the
registration, investigation, and procedural progress of
criminal proceedings concerning public office offences.
The contextual analysis considered indicators such as
the number of initiated pre-trial investigations, notices
of suspicion, indictments submitted to court, as well as
the amounts of funds recovered for the state and the
value of prevented financial losses resulting from the
detection of such offences during 2024-2025. Given the
digitalisation of the evidentiary base in proceedings
concerning public office offences, the methodological
approach also encompassed an analysis of regulatory
and methodological documents governing the record-
ing, collection, and preservation of electronic (digital)
evidence, particularly in the context of OSINT use.

The task of the legal and regulatory analysis consist-
ed in examining the legal grounds for the use of OSINT
methodologies in the pre-trial investigation of public
office offences. The analysis was based on the following
regulations: the Constitution of Ukraine!, Criminal Code
of Ukraine?, Law of Ukraine No. 2297-VI “On Personal
Data Protection”?, Law of Ukraine No. 2135-XII “On Op-
erational and Investigative Activities”®. These legal in-
struments were examined in terms of their content and
key provisions, as well as their role in enabling the use of
OSINT methodologies in pre-trial investigations of such

offences. The classification of public office offences pre-
sented in this study was developed based on the Crimi-
nal Code of Ukraine and features the following articles:
364, 364-1, 365, 366, 367, 368, 368-3, 368-5, 369, 369-
2,and 370. This framework lists the name of each crime,
what it means, and how it relates to the use of OSINT.

The study utilised SWOT analysis to evaluate the
practical implications of employing OSINT technologies
in the investigation of public office offences. The recog-
nised benefits and obstacles of OSINT utilisation were
categorised through thematic grouping and allocated to
the classifications S, W, O, and T, reflecting the internal
attributes of the technologies, such as functional capa-
bilities and constraints, as well as the external circum-
stances of their implementation, encompassing legal,
institutional, and practical considerations. The results
were checked for consistency by comparing them to
other sources and doing the analysis again. Legal, tech-
nical, and ethical aspects of the use of open sources in
the investigation of such offences were examined using
the example of a case involving a judge suspected of il-
licit enrichment and submission of false declarations.
In this instance, open digital data, specifically electronic
declarations, open property registers, market listings,
and related sources, were used as part of the eviden-
tiary base to establish discrepancies between income
and assets (Ukrinfopress, 2025).

The study applied a problem-oriented analysis,
which involved step-by-step identification of key chal-
lenges associated with the use of OSINT technologies
in the investigation of public office offences based on
previously analysed material. Based on the synthesis
of identified challenges, recommendations were de-
veloped for improving OSINT strategies, including the
identification of responsible actors for implementation
and metrics for evaluating effectiveness, with consider-
ation of legal, technical, and ethical constraints associ-
ated with the application of such technologies.

Results

Legal basis for the use

of OSINT methodologies in pre-trial investigation
In this study, public office offences are defined as crimi-
nal offences committed by a public official in the course
of, or in connection with, the exercise of official duties,
through the use of granted authority or official position
(Amelin, 2024). The study indicates that Articles 364-
370 of the Criminal Code of Ukraine define, in different
ways, practical scenarios for the use of OSINT meth-
odologies in the investigation of public office offences.
For offences related to abuse of power and authority

! Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
2 Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
3 Law of Ukraine No. 2297-VI “On Personal Data Protection”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2297-

177?lang=en#Text.

*Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”. (1992, February). Retrieved from https://zakon.rada.gov.ua/

laws/show/en/2135-12?lang=en#Text.
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(Articles 364, 364-1, 365 of the Criminal Code of
Ukraine), OSINT is used primarily for the analysis of
open data on managerial decisions, public procure-
ment, corporate linkages, and digital traces of official
activity. For cases of official forgery and negligence
(Articles 366 and 367 of the Criminal Code of Ukraine),
open sources are used to check the accuracy of official
documents and find differences between public re-
cords and what actually happened. Corruption offences
related to undue advantage and bribery (Articles 368,
368-3, 369, 369-2 of the Criminal Code of Ukraine) are
characterised by the use of OSINT to establish links
between benefits, official decisions, and socio-eco-
nomic relationships of the actors involved. The highest
evidentiary relevance of OSINT arises in cases of illic-
it enrichment (Article 368-5 of the Criminal Code of
Ukraine), where open digital sources enable the identi-
fication of inconsistencies between income and assets.
At the same time, in proceedings under Article 370 of
the Criminal Code of Ukraine, the use of OSINT remains
limited due to the prohibition of provocation of bribery.

Conclusions regarding the dynamics of public office
offences were drawn based on reporting materials of the
National Anti-Corruption Bureau of Ukraine (2024b;
2025a) and the Specialised Anti-Corruption Prosecu-
tor’s Office. According to data for 2024-2025, during
this period detectives of the National Anti-Corruption
Bureau of Ukraine, in cooperation with prosecutors
of the Specialised Anti-Corruption Prosecutor’s Office,
notified 115 individuals of suspicion in cases related
to high-level corruption and public office offences, and
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submitted 69 indictments to court concerning 154 in-
dividuals out of a total of 370 initiated investigations,
which is nearly twice the figure recorded in the first
half of 2024. This comparison of quantitative indica-
tors over time demonstrates a substantial increase in
the activity of law enforcement bodies in the investiga-
tion of public office offences in 2025 compared with the
previous year, which may be associated both with an
increasing number of offences involving high-ranking
officials and with procedural or institutional changes in
the operation of the National Anti-Corruption Bureau
of Ukraine and the Specialised Anti-Corruption Prose-
cutor’s Office. The reporting period is also character-
ised by the exposure, for the first time in the history
of the National Anti-Corruption Bureau of Ukraine and
the Specialised Anti-Corruption Prosecutor’s Office,
of a sitting Deputy Prime Minister. During the same
period, two corruption schemes within the Ministry
of Defence were uncovered, with a total value of 733
million hryvnias. The reported data also indicate that
in the first half of 2025, the National Anti-Corruption
Bureau of Ukraine initiated 370 investigations and
submitted 69 indictments to court concerning official
offences. These figures emphasise that the problem of
public office offences in Ukraine remains unresolved
and requires attention already at the stage of investiga-
tion. The investigation of public office offences can be
strengthened through the use of OSINT methodologies,
which, although based on the analysis of open-source
data, remain subject to specific legal provisions, as pre-
sented in Table 1.

Table 1. Legal grounds for the use of OSINT in pre-trial investigations

Regulation/source

Content/provisions

Role in the use of OSINT

Constitution of Ukraine
(Articles 31, 32, 34)

Guarantees of the right to privacy, protection of personal
data, secrecy of correspondence, and non-interference in
private life; principle of openness of information

Defines the balance between the protection
of privacy and the collection of open-source
information for evidentiary purposes

Criminal Procedure Code of
Ukraine (Articles 87, 89, 94)

Defines the procedure for the collection of evidence,
including documents, public sources, and other factual
information

Permits the lawful documentation and use of
information from open sources as evidence

Law of Ukraine “On Personal
Data Protection”

Regulates the procedure for the processing of personal
data, including data obtained from open sources;
establishes the principles of legality, proportionality, and
minimisation

Restricts and directs the use of OSINT in
relation to the collection and analysis of
personal data

Law of Ukraine “On Operational
and Investigative Activities”

Defines the procedure for the application of overt and
covert investigative and counterintelligence measures
conducted through the use of operational and operational-
technical means

Plays an important role in distinguishing
between OSINT and covert measures,
particularly during the use of specialised
software tools

Source: compiled based on Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”?, Constitution
of Ukraine?, Law of Ukraine No. 2297-VI “On Personal Data Protection”?

The presented table demonstrates that the use
of OSINT methodologies in pre-trial investigation in

Ukraine is grounded in a set of regulations that cov-
er constitutional guarantees, procedural provisions,

! Law of Ukraine No. 2135-XII “On Operational and Investigative Activities”. (1992, February). Retrieved from https://zakon.rada.gov.ua/

laws/show/en/2135-12?lang=en#Text.

% Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
3 Law of Ukraine No. 2297-VI “On Personal Data Protection”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2297-

177?lang=en#Text.
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legislation on information, and personal data protec-
tion. The Constitution of Ukraine establishes funda-
mental principles of privacy protection and confiden-
tiality of personal life, while also securing the right of
access to open information, which forms the legal basis
for the lawful collection of data from open sources. Law
of Ukraine No. 2657-XII “On Information”! and Law of
Ukraine No. 2297-VI “On Personal Data Protection”?
further specify the framework for the use of open in-
formation and personal data. The former regulates
access to information and distinguishes between open
and restricted information, thereby providing legiti-
macy for OSINT methodologies when operating with
open sources. The Law of Ukraine No. 2297-VI “On
Personal Data Protection” emphasises the need to lim-
it the processing of personal data and to comply with
the principles of proportionality and minimisation of
interference, which is critical for preventing violations
of individual rights and ensuring the admissibility of
evidence in court.

Practical challenges and risks

of applying OSINT methodologies

The conducted SWOT analysis identifies key external
and internal factors that influence the effectiveness of
applying OSINT methodologies in the pre-trial investi-
gation of public office offences in Ukraine; the results
are presented in Table 2. OSINT methodologies in
Ukraine have internal strengths, including rapid access
to open sources and the ability to collect evidence in a
timely manner. Nevertheless, weaknesses are present,
including the lack of standardised procedures, limited
technical resources, and a shortage of qualified analysts.
Opportunities include the use of OSINT for document-
ing war-related and corruption offences and the de-
velopment of international cooperation, while threats
include the risk of disinformation, violations of privacy,
and the potential legal inadmissibility of evidence. Ef-
fective use of OSINT therefore requires a combination
of technical, methodological, and legal measures that
maximise advantages and minimise associated risks.

Table 2. SWOT analysis of the application of OSINT methodologies
in the investigation of public office offences in Ukraine

declared inadmissible because of improper documentation,
which complicated the advancement of particular proceedings
before the High Anti-Corruption Court

Component Internal factors External factors
Speed of data collection and verification: the OSINT analysis
of declarations and open registers assisted the National Establishment of judicial practice: the Supreme Court of
Anti-Corruption Bureau of Ukraine in identifying corruption | Ukraine confirms the admissibility of electronic evidence
Strengths schemes involving illicit enrichment and the embezzlement | when properly documented, which permits the inclusion
of assets (for example, cases concerning the illicit enrichment | of OSINT data in cases concerning corruption and public
of members of parliament and high-ranking officials, where office offences
declaration data differed substantially from actual assets)
Absence of standardised protocols: in several proceedings, Inconsistency in judicial approaches: certain courts
detectives of the National Anti-Corruption Bureau of Ukraine | impose increased requirements concerning metadata and
Weaknesses encountered situations in which data from open sources were the methods used for documenting OSINT data, which

complicates their use in cases concerning public office
offences (for example, cases involving evidence related to
embezzlement schemes in the defence sector)

Opportunities

Integration of OSINT into investigative algorithms: in major
proceedings, such as the exposure of schemes involving the
embezzlement of food supplies for the defence sector or fraud
related to land rights during Operation “Clean City” conducted
by the National Anti-Corruption Bureau of Ukraine, OSINT
enabled the rapid identification of networks of individuals
and the connections between them during the early stages of
investigations

International harmonisation: the use of the practice of
the European Court of Human Rights concerning digital
evidence and the positions of the Supreme Court of
Ukraine contributes to strengthening the evidentiary
value of OSINT in cases concerning public office offences

Threats

Incorrect interpretation of data: without appropriate analytical
training, OSINT conclusions may be interpreted incorrectly,
which leads to delays in investigations or the exclusion of data
from proceedings

Recognition of evidence as inadmissible: strict
requirements concerning procedural documentation
and privacy rights may result in the rejection of OSINT
materials in court, and practice has demonstrated
such situations in particular episodes of corruption
investigations involving officials participating in large-
scale schemes
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Source: compiled based on C. Adionyi (2024), S. Lehominova et al. (2024), National Anti-Corruption Bureau of
Ukraine (2024a; 2024b), A. Yadav et al. (2023), M.]. Yuthvek et al. (2024)

The analysis provides a basis for conclusions re-
garding the advantages and prospects of using OSI-
NT technologies in the investigation and prevention
of public office offences. According to the press ser-
vice of the Specialised Anti-Corruption Prosecutor’s

Office, a judge of one of the courts in Kyiv acquired as-
sets whose value exceeded his lawful income by more
than 16 million UAH, while declarations contained in-
accurate information regarding owned property and
its valuation, which formed the basis for notification of

! Law of Ukraine No. 2657-XII “On Information”. (1992, October). Retrieved from https://zakon.rada.gov.ua/laws/show/2657-12#Text.
2Law of Ukraine No. 2297-VI “On Personal Data Protection”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2297-

177?lang=en#Text.
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suspicion under Article 368-5 and Part 2 of Article 366-
2 of the Criminal Code of Ukraine, namely illicit enrich-
ment and declaration of false information (Ukrinfo-
press, 2025). This case is illustrative, as conventional
mechanisms of control over declarations and financial
reporting often do not allow the identification of con-
cealed assets or discrepancies between declared data
and actual circumstances without the use of additional
analytical methods. In this context, OSINT technologies
significantly expand investigative capabilities through
the systematic collection, verification, and analysis
of large volumes of data from public registers, social
media, open databases, and other accessible sources,
which enables identification of undisclosed assets, es-
tablishment of network relationships between individ-
uals and property, and development of digital evidence
applicable in criminal proceedings concerning public
office offences, which is supported by contemporary
OSINT research indicating that the development of
methodologies and automated tools increases the effi-
ciency and accuracy of open-source data analysis, mak-
ing OSINT an important element of modern intelligence
practice (Ivkova & Opirskyy, 2025). Legal positions of
the Supreme Court of Ukraine (2024; 2025), set out in
decisions of 2024-2025 concerning admissibility, rele-
vance, and evaluation of digital evidence and informa-
tion from open sources in criminal proceedings on pub-
lic office offences, indicate the gradual development of
judicial practice that recognises the evidentiary value
of open-source data subject to compliance with proce-
dures of verification and assessment, which expands
the prospects for wider use of OSINT in such investiga-
tions and strengthens the evidentiary base, increasing
the effectiveness of anti-corruption proceedings.
Improvement of the effectiveness of OSINT meth-
odologies in the investigation of public office offences
occurs through systematic analysis of problems and
risks, followed by the development of procedures and
response strategies. One of the key practical challenges
is the identification, verification, and proper documen-
tation of reliable information within large volumes of
open data, which is essential for establishing facts that
may influence the course of criminal proceedings and
the legal liability of public officials (National School of
Judges of Ukraine, 2025). For example, OSINT data from
electronic declarations, property registers, or public
procurement systems are used to confirm discrepancies
between declared income and actual assets in proceed-
ings concerning illicit enrichment and abuse of power,
particularly through integrated analysis of declarations
and digital traces, and these approaches are described
as key practical elements in the analysis of open sourc-
es in legal research and practice. Law enforcement
and the judicial system in Ukraine are also improving
their skills and knowledge about OSINT. For example,
they are holding seminars and webinars for judges and
investigators on the best ways to collect, verify, and
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document digital evidence, including how to present
OSINT data as part of electronic evidence in criminal
cases. These kinds of projects are meant to make the
use of open sources in real investigations of public of-
fice crimes, like corruption cases involving abuse of
office or illegal enrichment, better. For example, courts
need proper recording, validation, and legal justifica-
tion of OSINT materials for them to be accepted.

Another practical problem is that there is too much
open data because new digital tools and platforms are
becoming more common. The Ukrainian Helsinki Hu-
man Rights Union (2021) says that the digital footprint
keeps getting bigger, which makes it harder to analyse
OSINT data when looking into crimes committed by
public officials. Social media, forums, videos, open da-
tabases, and other sources create a constant stream of
digital information that police and analysts must sort
through, filter, and organise to find signs of crimes,
such as abuse of power, overstepping authority, or
getting an unfair advantage. When there is so much
data, there is a real risk of evidentiary overload, where
important information might be missed or misinter-
preted because there aren’t good ways to process and
classify it all. This problem isn’t just a problem during
war; it also happens in criminal cases involving official
actions, where it’s important to tell the difference be-
tween useful digital traces and wrong or unimportant
data. The Ukrainian Helsinki Human Rights Union’s re-
port also says that even big government agencies like
the National Anti-Corruption Bureau of Ukraine and
the Specialised Anti-Corruption Prosecutor’s Office
have trouble processing a lot of data, especially when
it comes in different formats and contexts. To analyse
big datasets from open sources, you need systems for
storing, sorting, and processing them automatical-
ly. This includes software that lets you filter data in
a structured way, find the right indicators, and make
sense of the results. Without these tools, investigators
might miss important digital clues or misread open
data, which could lead to wrong conclusions in crim-
inal cases involving public officials.

In addition to the challenges identified, there are
also significant constraints on the available resources
and competence to analyse open sources, especially
due to the need to use more advanced platforms, soft-
ware, geolocation, and satellite imagery in the process.
Training programmes and courses on OSINT are in the
initial stages of development in Ukraine, and the level
of training varies. International courses and training
programmes organised by the Council of Europe have
focused on training prosecutors and investigators in
the use of open sources in criminal investigations, in-
cluding war crimes investigations (Council of Europe
Office in Ukraine, 2022). Another international train-
ing of trainers’ programme for academic institutions
has aimed to train specialists in OSINT who will train
law enforcement agents of Ukraine in the techniques
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for verifying and analysing open-source information
(Kharkiv National University of Internal Affairs, 2025).
Basic online courses, such as the OSINT School on the
Diia.Education platform offer training in searching for
and verifying open-source data, geolocation, and the
use of reverse image search techniques but do not in-
clude training on using that data in court proceedings.
The difference in the focus of each of these training
programmes accounts for the differences in the compe-
tence of practitioners in the field of OSINT.

Within the investigation of offences committed by
public office, the issue of the protection of personal
data of the individuals encountered within the open
sources presents a problematic issue. Investigations
based on open sources often require the analysis of
content published to social media platforms, videos
published online, and the geolocation data of the indi-
viduals in those videos to determine their involvement
in the commission of the offences. Each of these data
elements may contain personally-sensitive data about
the individuals in those videos, such as their names,
places of residence, contact information, photographs
of themselves, or data regarding the relationships of
those individuals to the members of their own families
and their finances. In the lack of rules regarding the
ethical use of such data, the information can be used
against those individuals without a legal basis for such
use, potentially leading to the violation of their human
rights and the incorrect interpretation of the actions of
the public officials involved in the offences. According
to the Ukrainian Helsinki Human Rights Union (2021),
while the open sources from which investigation of the
public officials can be performed may contain informa-
tion that is to be useful to the investigation, that infor-
mation has the potential to be harmful to the rights of
those individuals if it is incorrectly processed. For in-
stance, social media platforms can be analysed to reveal
the personal data of civilians who have little relation to
the offences being investigated. Due to the lack of es-
tablished standards for documenting open sources of
evidence, as well as the analysis of such evidence in
criminal cases, many courts and investigators are scep-
tical of the use of such information within criminal

investigations (Radeiko, 2025). Furthermore, as H.-
W. Huang et al. (2025) state in their publication on is-
sues related to the investigation of public officials, open
sources of digital data cannot be documented properly
without the inclusion of features to record the metada-
ta of that digital data, to cryptographically secure that
data, and to document the digital data and its analysis
in the reports of the investigators. Without such prop-
er documentation, the digital data from open sources is
often rejected as admissible in the courts, as has hap-
pened in the prosecutions of individuals in various in-
ternational jurisdictions.

Considering the above, it is possible to conclude
that the methodology of OSINT can be used in the in-
vestigation of offences committed by public office. The
selection of the tools to be utilized in the investigation
and the implementation of those tools indicates the
challenges that might exist in the investigation of these
types of crimes, such as the difficulty in accessing and
reviewing the data, the need for ethical and impartial
handling of the data, and the limited resources avail-
able to the police investigation itself. Understanding
these challenges enables the development of appro-
priate responses and supports the planning of further
use of OSINT technologies in the investigation of public
office offences.

Improvement of the use of OSINT methodologies

in pre-trial investigation of public office offences
The analysis of legal foundations and judicial practice
and the SWOT assessment of the application of OSINT
methodologies in pre-trial investigation of public office
offences in Ukraine indicate the potential of this set of
tools, while also identifying several systemic issues that
reduce the effectiveness of its practical use. Key chal-
lenges include the absence of unified standards for the
collection and documentation of OSINT data, risks of
legal inadmissibility of digital evidence, a shortage of
qualified analysts, overload of investigators with large
volumes of open data, and risks related to violations of
privacy and personal data protection. Recommenda-
tions aimed at addressing these challenges are system-
atised in Table 3.

Table 3. Support for the use of OSINT methodologies in the pre-trial investigation of public office offences

Area Recommendation Responsible entities Performance metrics
Development of official OPG, MIA’. National Anti- Existence of an approved document; number of
Regulatory . S Corruption Bureau of . . !
methodological guidelines on OSINT Ukraine proceedings referring to it
Procedural Standardisation of requirements for OPG, Supreme Court Reduction in cases where evidence is declared

documenting OSINT evidence

inadmissible

Establishment of specialised OSINT

Institutional .
units

NABU, SBI, SSU

Number of units established; number of investigations
conducted

Human
resources

Systematic OSINT training for
investigators

MIA, international
partners

Number of trained specialists; assessment results

Implementation of data verification

Methodological standards

Law enforcement agencies

Share of verified data; reduction in erroneous
conclusions

Procurement and deployment of

Technical analytical platforms

MIA, MDT

Data processing time; number of automated processes
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Table 3, Continued
Area Recommendation Responsible entities Performance metrics
Ukrainian Parliament
Ethical Development (e)tf;ir;SOSINT code of Commissioner for Human | Number of complaints regarding privacy violations
Rights
Oversight Pros‘_ec_utorlal supervision and Prosecutor’s Office, courts Quality of judicial reasoning regarding OSINT
judicial control over OSINT evidence

Note: MIA - Ministry of Internal Affairs; MDT - Ministry of Digital Transformation of Ukraine; OPG - Office of the
Prosecutor General; SBI - State Bureau of Investigation; SSU - Security Service of Ukraine

Source: developed by the researcher

The analysis affirms that enhancing the application
of OSINT methodologies in the pre-trial investigation
of public office offences in Ukraine necessitates a ho-
listic and systematic approach that addresses the legal,
organisational, methodological, technical, and ethical
aspects of investigative practices. There needs to be
progress on both the legal and procedural fronts. The
lack of specific rules in the Criminal Procedure Code of
Ukraine and other laws about how to use OSINT makes
it unclear whether such evidence is acceptable in court.
It is therefore appropriate to develop and adopt unified
departmental methodological guidelines for investiga-
tors and prosecutors. These guidelines should set the
legal limits on how to gather information from open
sources, what makes it valid as evidence, and what
metadata needs to be recorded, including the source,
time of acquisition, publication context, and preserva-
tion. Standardisation like this helps create consistent
law enforcement practices and lowers the chance that
digital evidence will be thrown out of court.

One important area is making law enforcement
agencies better at open-source analysis. In practice,
the use of OSINT is often assigned directly to investi-
gators, who simultaneously conduct procedural actions
and analytical processing of data, which leads to over-
load and reduced quality of analysis. Institutionalisa-
tion of OSINT analytics through the establishment of
specialised units or inter-agency groups represents an
effective approach, as research has indicated that the
development and formalisation of OSINT methodolo-
gies increases the accuracy of collection and analysis
of open data and establishes OSINT as a key element
of modern intelligence and decision-making in the field
of national security (Ivkova & Opirskyy, 2025). Within
such a model, the investigator retains procedural re-
sponsibility for the use of information, while the ana-
lyst is responsible for its technical and analytical pro-
cessing, which contributes to improving the quality of
the evidentiary base in proceedings concerning public
office offences.

The methodological dimension of the use of OSINT
methodologies is also significant, as open sources are
characterised by high levels of informational noise, dis-
information, and manipulation. Minimisation of these
risks requires the implementation of standardised
approaches to assessing the reliability of information,
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including multi-level verification of data, analysis of
the context of dissemination, and critical evaluation of
sources; such approaches were described in interna-
tional OSINT research as a critical component of fact
verification and reduction of errors when working with
open data, particularly within models of multi-dimen-
sional truth verification and integration of contextual
information (Wang et al.,, 2022). The documentation of
the logic of the analytical conclusions that are made, the
tools used in the analysis, and the methods of verifying
the results of that analysis will become a mandatory el-
ement of OSINT investigations in order to ensure the
transparency of the investigation’s analytical processes.

The technical support of the OSINT analysis will
be a priority task due to the growing volume of digital
information and the increasing number of open digital
platforms from which that information can be obtained,
but which cannot be manually processed; automated
software analysis tools will improve the accuracy of in-
vestigations into corrupt and professional connections,
as well as reduce the amount of time that is required for
those investigations to be performed. The implementa-
tion of secure systems for the storage of OSINT data
with controlled access also remains important because
such systems will contribute to the preservation of the
confidentiality and integrity of information.

A separate set of recommendations concerns com-
pliance with standards for the protection of personal
data and the privacy of individuals whose information
appears in open sources. Although OSINT methodol-
ogies rely on the analysis of publicly available infor-
mation, this does not remove the obligation to adhere
to the principles of legality, proportionality, and the
minimisation of interference in private life. The use of
open-source data without appropriate ethical and pro-
cedural safeguards may lead to unjustified interference
with the rights of individuals who are not subjects of
criminal proceedings and may call into question the
legitimacy of the obtained evidence. For this reason,
the development of internal ethical standards for the
application of OSINT and the mandatory assessment of
risks to human rights during large-scale digital inves-
tigations remain important, similarly to internation-
al ethical codes and practices that require respect for
privacy, legality, and the minimisation of harm during
work with open-source data, which is widely discussed
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in academic research on OSINT and human rights, par-
ticularly in studies that examine the ethical limitations
of OSINT and the necessity of regulation for the protec-
tion of human rights during the use of open-source data
by E. Millett (2023).

Thus, the improvement of the use of OSINT meth-
odologies in the pre-trial investigation of public office
offences in Ukraine should occur through the combina-
tion of regulatory governance, institutional strength-
ening, methodological standardisation, technical mod-
ernisation, and adherence to ethical principles. The
implementation of such a comprehensive approach will
increase the effectiveness of the identification and doc-
umentation of official offences, ensure the admissibility
of digital evidence in court, and strengthen public trust
in the activities of law enforcement agencies under con-
ditions of the digitalisation of criminal justice.

Discussion

The study examined the prospects for the use of data
from open sources during the pre-trial investigation of
public office offences. These prospects were identified
through the analysis of the annual report of the Nation-
al Anti-Corruption Bureau of Ukraine and the SWOT
analysis. The conclusions regarding the application of
OSINT methodologies in investigations received full
or partial support in previous research, including the
study conducted by . Rajamaki & K. Tiitta (2024). After
examining international financial organisations, J. Ra-
jamaki & K. Tiitta concluded that the use of information
from open sources was advisable for the timely iden-
tification and prevention of threats. A similar position
appears in the present study, which emphasises that in-
vestigations conducted by the National Anti-Corruption
Bureau of Ukraine exposed schemes within the Minis-
try of Defence amounting to 733 million hryvnias. The
analysis nevertheless considered the different research
focuses, because the study conducted by J. Rajamaki &
K. Tiitta concentrated exclusively on the financial sec-
tor, whereas the present study examined public office
offences that may produce not only financial conse-
quences, but also broader forms of impact.

V. Bilous et al. (2024) supported the argument pre-
sented in this study that the use of information from
open sources contributes to situational awareness and
strategic planning. The present study considers this
issue, in particular, through the case of a judge whose
actual assets substantially exceeded declared income.
Despite the similarities between the current study and
the research of V. Bilous et al, the research of the au-
thors exclusively examined the use of OSINT methodol-
ogies within military contexts. In contrast, public office
offences may emerge in a variety of contexts. The re-
search of Z. Avrahami et al. (2025) investigated the use
of OSINT methodologies in the context of cybersecuri-
ty threats to organisations. The researchers analysed
the experiences of both public and private companies

to determine that the use of OSINT methodologies en-
abled those organisations to identify and respond to
cyber threats in a timely manner. Although there are
similarities between the study of Z. Avrahami et al. and
the present study, such similarities are only partial due
to the different focuses of the two studies. Whereas
Z. Avrahami et al. studied public and private organisa-
tions, the present study focused on public organisations.
Furthermore, the argument of the present study that
OSINT technologies can be applied to various sectors is
supported by the study conducted by V. Scuro (2025).
V. Scuro found that the use of information from open
sources enables organisations to identify the individu-
als who have committed offences in the digital space,
such as trafficking in cultural heritage. Though similar
to the present study, the research of V. Scuro relates to
the private sector only, whereas the majority of public
office offences occur within the public sector. Never-
theless, the ability of OSINT methodologies to assist in
the identification of and response to criminal activity
was recognised in the comparison of the research of the
present study to previous research studies on the topic.

Further analysis shows that, even though OSINT
methods have a lot of benefits, using data from open
sources also comes with a lot of risks and problems. The
study of how OSINT methods are used in investigations
of public office crimes found that it was hard to quickly
and fairly analyse large amounts of open-source data.
Similar conclusions appear in the study conducted by
D. Van Puyvelde & F. Tabarez Rienzi (2025), who exam-
ined the widespread perception of OSINT technologies
as a revolutionary approach to criminal investigations.
The researchers noted that the exponential growth of
data transforms the scale of intelligence activities and
encourages both state and non-state actors to seek
strategies for integrating OSINT methodologies and im-
proving digital literacy. In the present study, this issue
appears through the argument that one of the principal
practical problems associated with the use of informa-
tion from open sources is the high risk of disinforma-
tion, including the emergence of deepfakes. The study
also argued that the possibility of falsifying information
creates risks for individuals and legal entities that are
not connected with the commission of public office of-
fences. Issues concerning the protection of confidenti-
ality during criminal investigations also appear in the
study conducted by M. Konieczny & P. Wiecej (2025),
who emphasised that the use of information from open
sources involves a high risk of the unauthorised ac-
quisition and misuse of personal data on the Internet.
Unlike M. Konieczny & P. Wiecej, who opposed the use
of OSINT methodologies in criminal investigations cat-
egorically, the present study supports a more moder-
ate application of this technology. The idea of moderate
application also appeared in the study conducted by
G.P. Ramadhany (2024), who emphasised the potential
of research based on open sources while stressing the
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integration of such intelligence tools into the practice
of law enforcement agencies. The proposed approach-
es to integration included the development of policies
governing the application of OSINT methodologies, the
training and retraining of specialists, and the strength-
ening of the material and technical resources available
for investigations, strategies and recommendations
that received full or partial reflection in the present
study. The ethical application of OSINT methodolo-
gies also received attention in the study conducted by
A. Koenig (2024), who emphasised that, regardless of
the type of source used during an investigation, infor-
mation should be collected and analysed in accordance
with the principles of accuracy and respect for the
dignity of the involved parties. This position fully cor-
responds with the recommendation presented in the
present study concerning the development of a code
of ethics for OSINT, the implementation of which could
fall under the responsibility of the Commissioner for
Human Rights of the Verkhovna Rada of Ukraine. Thus,
the emphasis placed in the present study on adherence
to ethical standards during the use of open-source data
received strong support in previous research concern-
ing the application of OSINT methodologies.

The present study also examined the importance
of interdisciplinary cooperation for the effective ap-
plication of OSINT methodologies in investigations of
public office offences. The effectiveness of such cooper-
ation received more detailed consideration during the
development of recommendations aimed at improving
the effectiveness of the use of information from open
sources. The importance of interdisciplinary coop-
eration during criminal investigations also received
support in previous research, particularly in the study
conducted by A. Mukhopadhyay et al. (2024), who ex-
amined interdisciplinary cooperation in the context of
the continuously increasing volume of information. Ac-
cording to the researchers, the growing volume of data
and the complexity of investigative tasks indicate the
need to expand and accelerate OSINT investigations, in-
cluding through crowdsourcing practices involving ex-
perts. Such an approach may improve the effectiveness
of investigations within the national context, where
distinctions exist between specialists and experts who
possess different powers concerning the collection and
interpretation of obtained data. The importance of in-
terdisciplinary cooperation also appears in the study
conducted by A. Karakikes & K. Kotis (2025), who an-
alysed the prospects for the application of artificial in-
telligence tools in the analysis of open sources for the
protection of state borders. The researchers assert that
the execution of these strategies necessitates interdisci-
plinary collaboration among experts in machine learn-
ing, natural language processing, and computer vision.
The comparison between the current study and the
research by A. Karakikes & K. Kotis revealed only par-
tial alignment, as the studies examined distinct forms
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of interdisciplinary cooperation: the current study fo-
cused on collaboration among law enforcement agen-
cies, while their research concentrated on cooperation
within the realm of computer technologies.

The identified correspondences underscore the
significance of the current study and highlight the im-
perative for a more thorough investigation of the pro-
posed issue. The present study contributes to academic
discourse by delineating public office offences as a dis-
tinct category characterised by unique traits necessitat-
ing specialised investigative methodologies.

Conclusions

The study found that there was a trend toward more
public office crimes. In the first half of 2025, the Na-
tional Anti-Corruption Bureau of Ukraine informed 115
people of their suspicions in cases of high-level corrup-
tion. This is twice as many as the number reported in the
previous reporting period. The timely exposure of pub-
lic office offences helps to prevent losses and strength-
ens public trust in state authorities. The investigation
of public office offences benefits from the analysis of
open-source information, a practice that has proven
both advisable and effective across various contexts. In
Ukraine, the use of OSINT technologies in the pre-trial
investigation of public office offences is regulated by a
range of regulations that grant data from open sources
the status of admissible evidence, provided that such
data are properly documented and impartially verified
for authenticity.

The application of OSINT methodologies in the in-
vestigation of public office offences guarantees broad
access to open sources and rapid data collection. The
prospects of OSINT technologies include their use in the
investigation of public office offences across different
sectors, including the military, educational, and medi-
cal sectors, together with the development of a digital
evidence base. The analysis of the prospects for the
application of OSINT methodologies also considered
their weaknesses, including the lack of standardised
procedures and trained analysts, together with insuffi-
cient material and technical resources. The threats as-
sociated with the application of OSINT methodologies
include disinformation, fake content, and violations of
privacy. From a practical perspective, the obstacles to
the application of OSINT technologies in criminal in-
vestigations include difficulties related to the identi-
fication and processing of reliable information within
extensive volumes of open-source data, the overload
of open-source information and the impossibility of its
rapid processing, resource and competency limitations,
and the necessity of adhering to the ethical principles
of anonymity and confidentiality during investigations.

The identified problems require changes across
several areas, namely the regulatory, procedural, insti-
tutional, personnel, methodological, technical, ethical,
and supervisory dimensions. Changes in these areas
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include the development of official methodological rec-
ommendations concerning the application of OSINT
technologies, the unification of requirements for the
documentation of evidence obtained from open sourc-
es, the establishment of specialised OSINT units and
the organisation of systematic training programmes,
the implementation of unified standards for the verifi-
cation of obtained data, the development of a code for
the ethical use of OSINT approaches, and the provision
of prosecutorial supervision and judicial oversight re-
garding their application. The study proposed that such
state institutions as the Office of the Prosecutor Gener-
al, the Ministry of Internal Affairs of Ukraine, the Min-
istry of Digital Transformation of Ukraine, the National
Anti-Corruption Bureau of Ukraine, the Supreme Court
of Ukraine, the State Bureau of Investigation of Ukraine,
and the Security Service of Ukraine should bear respon-
sibility for the implementation of these recommenda-
tions. The study also developed metrics for evaluating
the effectiveness of the proposed strategies, includ-
ing the reduction in cases where evidence is declared

inadmissible, the number of established units, the num-
ber of trained specialists, the proportion of verified
data, the time required for data processing, the propor-
tion of automated processes, and the number of com-
plaints concerning violations of privacy.

Future studies should cover a broader sample of
cases, incorporating materials from open sources be-
ginning in 2020. The expansion of the sample will assist
in tracing the dynamics of public office offences, the use
of information from open sources during their investi-
gation, and strategies aimed at increasing the effective-
ness of such application.
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AHoTauia

MeTa Jocii/PkeHHs1 NoJisirajla y BUBYEHHI NpPaBOBUX OOMeXeHb, MPOLEAYPHUX BUMOT | MPAKTUYHUX
npo6JsieM, 110 BUHUKAIOTh Mmif 4ac ¢ikcanil, mepeBipkuM Ta BUKOPHUCTAHHS BijoMOCTEH 3 BiAKPUTHX
JOKepeJsl y TpoBa/pKeHHSX MpOo Cayk60Bi 3/7104MHU. [l LOCATHEHHS MeTH BUKOPHUCTOBYBAJIMCS METOAHU
KOHTEKCTYaJIbHOTO, HOPMAaTUBHO-IIPAaBOBOI'0 Ta MpPOGJEMHO-OPiEHTOBAHOIO aHaslizy. 3 oAy Ha
TeH/IeHIi0 J10 361/1blIeHHs KiJIbKOCTI CIy»K60BUX 3/104MHIB y 2024-2025 pokax, 6y/10 3p061€HO BUCHOBOK
PO AOLiJMbHICTh BUKOPUCTAHHA iHopMaLii 3 BiIKPUTHUX JpKepeJ1 /IS CBOEYACHOI'0 BUSIBJIEHHS 3JI0OYHNHHUX
cXeM, YHUKHEeHHs 30UTKIB i miZiBUIIleHHs PiBHS CyCNiJIbHOI OBipHU [0 Jlep>kaBHUX iHCTUTYTiB. Ha mifcTaBsi
JOC/Ti/PKeHHsT HOPMATUBHO-IIPaBOBOI 6a3M Ta KOHTEKCTYaJIbHOI'0 aHaJi3y BU3HAUYeHO MO3UTHBHI acleKTH
/i NepcrneKTUBH MOLIYKY JAOKasiB y BIAKPUTHUX JpKepesax, 30KpeMa IIMPOKHUU AOCTYN A0 pesieBaHTHOL
inpopmanii Ta I wWBUAKKUNA 36ip, a TAKOX MOMJIMUBICTb PO3CJiJyBaHHS 3JI0YMHIB Yy DPI3HUX CerMeHTax
Jlep>KaBHOI AiIJIbHOCTI — BINCbKOBOMY, OCBITHBOMY, MeJUUHOMY TOI110. 1K HeZj0J1iKY ¥ 3arpO3U BUKOPHUCTAHHSA
BizkpuTux [mxepes iHdopmanii BHOKpeMJIEHO HEJOCTATHICTb CTaHAApPTHU30BaHUX MPOLEAYp, CJIaOKy
MaTepia/JibHO-TeXHIUHY 6a3y, a TAaKOX MOTeHLifiHe MOpYLIeHHS eTUYHUX HOpM. BUBYeHHS MpPo6JIeMHHUX
aCMeKTiB Jajo 3MOry poO3poOUTH peKoMeHAalii MoJ0 migBUIeHHS e(peKTUBHOCTI BUKOPHUCTAHHSA
BiAKPUTHUX [pKepes y po3ciifyBaHHI CiayK60BUX 3/104MHIB. [lizBUIleHHs epeKTUBHOCTI po3c/iyBaHHSA
nepesnbayae TpaHchopMaliiiHi npolecu B pi3HUX HampsiMax, 30KpeMa HOPMaTUBHOMY, MpPOIECyaJbHOMY,
IHCTUTYL[IHHOMY, KaJlpOBOMY, METOJUYHOMY, TEXHIYHOMY, €TUYHOMY, a TaKOX y HaNpsAMi KOHTPOJIIO.
Pe3yabTaTy JOCHIX)KEHHSI MOXKYTh 6yTH BUKOPUCTAHI 3aKOHO/IABLSIMU [I/1s1 BIOCKOHAJIEHHSI HOPMaTHUBHO-
MpaBoBOi 6a3u, MPABOOXOPOHHUMMU OpraHAMH U CHAIAYUMH - O MifgBUIEeHHS ePEeKTHUBHOCTI Ta SIKOCTI
po3cililyBaHHSA C/lyKO0BUX 3JI0YMHIB, HAYKOBLSIMU — /ISl MOZAAJIBLIOTO aHaIi3y MeTOJUK ONpalloBaHHS
inpopmarii 3 BiAKpUTHX JiXKepeJ1, a OCBITHIMHU yCTaHOBAaMHU — /1J1s1 pO3pO6KH HaBUYaJIbHUX IPOTpaM i TpeHiHTriB
i3 3acTocyBaHHAM UPPOBUX I0KA3iB y NPAKTULi KpUMiHAJIbHOTO IPOBA/PKEHHS
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Abstract

The article examined the influence of russian information and psychological operations on the public
consciousness of Ukrainians with the aim of provoking criminal offences. russian narratives were analysed
on their intensity using the number of occurrences of the selected russian language words in the propaganda
materials. The number of specific crimes was based on the statistics of the Office of the Prosecutor General
of Ukraine. The study revealed that from 2013 to 2025, there were statistically significant co-movements
in the number of propaganda materials devoted to certain russian information and political psychological
operations and certain types of registered crimes in Ukraine. On the basis of the correlation analysis,
assumptions were made regarding the influence of particular propaganda narratives on statistics for selected
categories of criminal offences. The exploratory factor analysis revealed the existence of three distinct factors
of informational and criminogenic influence, which combine the dynamics of russian propaganda narratives
with the dynamics of indicators of criminal offences against the foundations of Ukraine’s national security,
statehood, defence capability and territorial integrity between 2013 and 2025. Establishing the presence of
an influence exerted by russian propaganda on criminal offence statistics, as well as the factors determining
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this influence, will make it possible to develop future strategies aimed at reducing the effectiveness of russian

propaganda and lowering the crime rate

Keywords:

information and psychological operations; information narratives; criminal offences; crime situation; rank

correlation; factor analysis

Introduction

As of 2026, five main domains of warfare are commonly
distinguished: land, sea, air, space and the information
environment, including cyberspace. In the informa-
tion environment, information and psychological
operations, hereinafter referred to as PSYOPs, are tradi-
tionally conducted during war in order to influence or
mislead military opponents or the civilian population.
russian PSYOPs justify and support the armed aggres-
sion and annexation of territories that the russian fed-
eration has carried out against Ukraine since 2014 and
that escalated into a full-scale war in February 2022.

Many publications have examined the impact of
russian information narratives on the public con-
sciousness of Ukrainians, addressing a broad range of
issues. In the study by O. Sviderska (2022), four levels
are identified at which information warfare operates
in Ukrainian realities, while the concept of information
warfare is equated with deliberate criminal acts aimed
at misinforming and demoralising the population and
creating its “silent submission”. The influence of russian
propaganda on young people in the temporarily occu-
pied territories of Ukraine is examined by S. Sidchen-
ko et al. (2024). The impact of russian propaganda on
social processes and state stability in Ukraine is con-
sidered by Y. Minenko (2023). N. Chaban et al. (2023)
analyse the mechanisms through which russian nar-
ratives about Ukraine are constructed, as well as the
factors that make them persuasive. The role of bots
in spreading pro-russian messages on social media in
order to form false public perceptions is examined by
D. Geissler et al. (2023). The mechanisms of dissemi-
nation of russian narratives and their influence on the
information environment during the war, together with
the counter-narratives of pro-Ukrainian actors based
on the use of social media platforms, are studied by
R. Marigliano et al. (2024).

The analysis of social survey data presented by
V. Kudinov et al. (2025), as well as the results of sur-
veys of the Ukrainian population concerning percep-
tions of disinformation and information manipulation
during the war presented by L. Alonso-Martin-Romo et
al. (2023), show that russian propaganda generally fails
to achieve its aim of influencing the public conscious-
ness of Ukraine’s population and its readiness for na-
tional resistance against russian aggression. Given that
social surveys are conducted among broad sections of
the population, whereas russian PSYOPs directly affect

certain limited categories of citizens, survey data may
be insensitive to the negative manifestations of russian
propaganda’s influence. At the same time, prolonged
armed aggression leads to psychological fatigue among
the population, a decline in social optimism and a loss
of belief in the prospect of a better future for Ukraine,
which “contributes to a lower level of critical thinking,
the normalisation of the russian federation’s aggressive
policy and the perception of political concessions as in-
evitable” (Rudnieva & Malovana, 2026).

International experience of military conflicts shows
that propaganda can dehumanise certain groups of the
civilian population and lower psychological barriers to
the commission of violent crimes (Rawnak, 2025). Mil-
itary hostilities, reinforced by aggressive russian prop-
aganda, have become powerful factors in the spread
of numerous acts of unlawful conduct among certain
sections of Ukraine’s population. Such acts often under-
mine the foundations of Ukraine’s national security and
defence capability and fall under specific articles of the
Criminal Code of Ukraine’. Criminal offences related to
the armed aggression against Ukraine have been ana-
lysed in scholarly publications, including collaboration
activities (Katorkin, 2024), aiding the aggressor state
(Kuksiuk, 2026), justification of the russian federation’s
armed aggression against Ukraine and the glorification
of its participants (Kopcha, 2025), as well as unauthor-
ised absence from a military unit and desertion.

The above-mentioned scholarly studies repeatedly
noted the existence of links between russian PSYOPs
and manifestations of unlawful acts committed by indi-
vidual citizens. They also analysed and generalised the
characteristics of citizens who commit certain types of
crimes provoked by military hostilities. However, no
quantitative assessment of the strength of these links
has been carried out. This study aimed to identify indi-
cators of consistency between changes in the number
of russianlanguage propaganda materials related to
specific russian information and psychological opera-
tions and changes in the number of particular types of
registered crimes in Ukraine from 2013 onwards. The
statistical relationship between changes in the number
of registered offences under a particular Article of the
Criminal Code of Ukraine and changes in the number of
russian-language anti-Ukrainian propaganda materials
in russian media was formulated as the following sta-
tistical hypothesis:

I ! Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/en/2341-14.
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m null hypothesis (H;): changes in the number
of registered crimes are not related to changes in the
number of russian-language propaganda materials;

Im alternative hypothesis (H,): changes in the num-
ber of registered crimes are statistically significantly
related to changes in the number of russian-language
propaganda materials.

Materials and Methods

The study examined the relationships between six quan-
titative indicators of russian narratives and 14 types of
criminal offences. This gave rise to the assumption that
hidden structural links exist between the dynamics of the
dissemination of particular propaganda narratives and
the dynamics of specific types of crime, and that these
links can be represented through a system of common
latent factors. This assumption can be formulated as
another research hypothesis: indicators of the intensity
of dissemination of particular russian propaganda nar-
ratives and indicators of specific types of crime share a
common latent structure, which is manifested through a
limited number of factors and reflects systemic relation-
ships between information influence and criminogenic
processes. To test this research hypothesis, the study an-
alysed the main factors that determine the consistency
of these changes. Establishing the presence of such fac-
tors will make it possible in future to identify targeted
preventive measures aimed at reducing the effective-
ness of russian propaganda and lowering the crime rate.

The dynamics of the intensity with which particular
russian propaganda narratives were used were assessed
through content analysis of the frequency with which
selected russian-language terms and phrases appeared
in the content of russian information and political tel-
evision over specific time intervals, namely one-year
periods, between 2013 and 2025. This methodological
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choice is explained by the fact that the dynamics of such
frequencies fairly accurately reflect the relative inten-
sity with which russian narratives were transmitted to
particular groups of Ukraine’s population. Strengthened
state control over the russian information space con-
tributed to a high degree of consistency between the
narratives of state television, pro-Kremlin online media
and a substantial part of the russian segment of Tele-
gram. Studies indicate intensive content exchange be-
tween russian television, russian media and Telegram
channels, as a result of which key Kremlin narratives
are reproduced across all communication environments
(Hanley & Durumeric, 2024). The methodological ba-
sis is also supported by statistical studies showing that
approximately 11% of Ukraine’s population consumed
russian media with some regularity in 2024, while rus-
sian television enjoyed the highest level of trust among
consumers, at 25% (Internews Network, 2024). At the
same time, it is evident that estimates of the intensity
with which russian narratives are transmitted, when
determined solely on the basis of television, are fairly
approximate and relative in nature. They indicate the
direction of change, namely whether use increased
or decreased, but they do not allow a precise assess-
ment of the extent to which the use of a particular term
in a russian propaganda narrative increased or de-
creased. This should be taken into account when se-
lecting methods for the statistical analysis of these data.

The frequency with which selected terms and
phrases appeared was determined using the online re-
source War of Words (2026). The terms and phrases
selected for analysis identify some of the main narra-
tives of russian PSYOPs (Zalkin et al., 2025). The search
results for selected russian-language terms from prop-
aganda narratives, beginning in 2013 and broken down
by annual periods, are presented in Table 1.

Table 1. Search results for selected russian-language terms from the narratives

Year Bandera* TCR Denazification | Demilitarisation Capitulation Novorossiya
2013 9 0 0 1 16 1
2014 290 0 0 17 81 552
2015 218 0 3 64 102 305
2016 196 0 3 14 74 107
2017 439 0 11 28 135 156
2018 486 0 4 49 187 113
2019 857 0 21 54 685 180
2020 345 0 9 28 262 54
2021 522 0 15 29 342 139
2022 1245 3 482 1486 1004 419
2023 827 49 152 541 705 517
2024 384 711 84 357 623 609
2025 363 854 110 543 1,005 379

Note: the term “Bandera*” makes it possible to cover the words “Bandera”, “Banderite”, “Banderites” and “Banderism”
Source: developed by the authors based on data from War of Words (2026)

The crime situation for the period from 2013 to
2025, broken down by year for selected articles of
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the Criminal Code of Ukraine and selected categories
of crimes, was determined on the basis of the uni-
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fied annual report on criminal offences published on
the website of the Office of the Prosecutor General
of Ukraine (2026). The following 14 types of crimes
were selected for the study, some of which were
grouped under several articles of the Criminal Code
of Ukraine (Table 2). The numerical indicators used
were the number of recorded criminal offences in the
reporting period. These numbers represent the num-
ber of registered proceedings, not convictions, nor
the number of persons involved. A single individual
can appear multiple times in multiple cases. Indica-
tors of crimes under Articles 335, 336 and 337 were
merged into one, No. 11 in Table 2. These are all re-
lated to evasion of military duty. Criminal offences
against the established procedure for military service,
under Articles 402-435, are also presented as a sin-
gle aggregated item, No. 13 in Table 2. More than 95%
of this category consists of crimes under Articles 407

and 408. It should be noted that, beginning in 2022,
Table 1.20 from the annual reporting of the Office of
the Prosecutor General, entitled “Criminal offences
against the established procedure for military service
(military criminal offences)”, was removed from the
general reporting files, as of 2026. However, for 2022-
2024, information on this category of crimes is avail-
able in publicly accessible archive files, links to which
are provided in the study by D. Hladchenko (2025).
The total number of registered crimes in this category
for 2025 and the first quarter of 2026 can be easily
calculated from the general reporting files published
on the website of the Office of the Prosecutor General
of Ukraine (2026). This made it possible to produce
forecast estimates for crimes under Articles 407 and
408 of the Criminal Code of Ukraine for the relevant
time intervals, which correlate with the data for the
first ten months of 2025 (Tatarenko, 2026).

Table 2. Types of crimes analysed in the study

No Articles of the Criminal Tvpe of crime
) Code of Ukraine' yp
1 109 Actions aimed at the violent change or overthrow of the constitutional order or the seizure of state power
2 110 Encroachment on the territorial integrity and inviolability of Ukraine
3 110-2 Financing actions committed to violently change or overthrow the constitutional order, seizing state power,
or changing the borders of the territory or state border of Ukraine
4 111 High treason
5 111-1 Collaboration activities
6 111-2 Aiding the aggressor state
7 113 Sabotage
8 114 Espionage
9 114-1 Obstruction of the lawful activities of the Armed Forces of Ukraine and other military formations
10 332 Illegal transportation of persons across the state border of Ukraine
Evasion of conscription for compulsory military service or military service by conscription of officers (335)
11 335,336,337 Evasion of conscription during mobilisation (336)
Evasion of military registration or special training assemblies (337)
12 338 Desecration of state symbols
13 402-435 Criminal offences against the established procedure for military service, including:
Unauthorised absence from a military unit or place of service (407) Desertion (408)
14 436-2 Justification, recognition as lawful or denial of the armed aggression
of the russian federation against Ukraine, and glorification of its participants

Source: developed by the authors

Thus, the analysis included six dynamic interval se-
ries for the period from 2013 to 2025, with a one-year
interval, containing the frequencies with which selected
terms characteristic of russian narratives appeared, and
14 dynamic interval series for the same period, corre-
sponding to changes in statistical indicators for particu-
lar types of criminal offences. In total, 20 dynamicinterval
series were obtained, each containing values for the rele-
vant features, namely terms or crimes, over 13 annual pe-
riods. An intercorrelation matrix of 20 by 20 was calculat-
ed for these series, with each cell containing Spearman’s
rank correlation coefficient. On the basis of the resulting

intercorrelation matrix, factor analysis was conducted
using Principal Axis Factoring (PAF) with Varimax rota-
tion. The number of factors was determined according to
the Kaiser criterion, with eigenvalues greater than 1 se-
lected. The statistical calculations for the individual ele-
ments of the intercorrelation matrix and the exploratory
factor analysis were performed using ChatGPT (OpenAl,
GPT-5.5, May 2026 version); all results obtained from
the artificial intelligence were subsequently verified.

Although classical factor analysis involves the use
of Pearson correlations, Spearman rank correlations
are an acceptable robust non-parametric alternative

I ! Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/en/2341-14.

Law Journal of the National Academy of Internal Affairs, 16(2), 31-41


https://zakon.rada.gov.ua/laws/show/en/2341-14

when the data are not normally distributed (Goretzko &
Biihner, 2022). In this context, the use of PAF is recom-
mended (Qiu et al,, 2025), since it does not require mul-
tivariate normality, unlike methods based on Maximum
Likelihood, which are sensitive to violations of normality.

Results

A fragment of the resulting intercorrelation matrix
between changes in the frequency with which certain
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terms appeared and changes in criminal offences
under specific articles is presented in Table 3. The
obtained coefficient values indicate a noticeable
rank correlation between many of the features under
study. Since the number of annual periods from 2013
to 2025 is 13, the significance threshold for Spear-
man’s rank correlation coefficient is 0.553 at a sig-
nificance level of a« =0.5 and 0.684 at a significance
level of @ =0.1.

Table 3. Rank correlation coefficients between the frequencies of occurrence of selected terms
and statistical indicators for particular types of criminal offences

Articles of the Criminal Code of Ukraine | Bandera TCR Denazification | Demilitarisation | Capitulation | Novorossiya
109 0.6041 0.4616 0.5837 0.5304 0.64 0.5545
110 0.4451 0.7583 0.6336 0.8226 0.6758 0.8022
110-2 0.8116 0.7527 0.9683 0.8402 0.9188 0.5062
111 0.6374 0.7516 0.8815 0.7538 0.8297 0.4011
111-1 0.4765 0.918 0.8143 0.7997 0.7382 0.6577
111-2 0.4228 0.9426 0.7873 0.7661 0.7114 0.6845
113 0.1492 0.7288 0.4515 0.6777 0.5193 0.7956
114 0.811 0.7547 0.8963 0.8232 0.8993 0.6869
114-1 0.1568 0.8199 0.5738 0.7149 0.5915 0.7895
332 0.544 0.812 0.7961 0.674 0.7967 0.3462
335,336,337 0.3901 0.765 0.6198 0.8446 0.6319 0.8297
338 0.0607 0.2359 0.0553 0.3964 0.1297 0.5986
402-435 0.1923 0.8187 0.5813 0.7428 0.5769 0.7527
436-2 0.4765 0.918 0.8143 0.7997 0.7382 0.6577

Source: developed by the authors

Thus, in many cases, changes in the number of reg-
istered crimes under particular articles of the Criminal
Code of Ukraine strongly correlate with changes in the
intensity with which selected terms characteristic of
certain russian narratives appeared. This may support
the alternative hypothesis (H,) formulated in the Intro-
duction to this study. An analytical review of selected
rows in Table 3 makes it possible to interpret the re-
sults of the rank correlation analysis as follows:

Im Article 109 of the Criminal Code of Ukraine: ac-
tions aimed at the violent change or overthrow of the
constitutional order. Moderate and high correlations
were identified with all the terms examined (p = 0.46-
0.64),withthehighestvaluesrecorded for “Novorossiya”
(p=0.64), “Bandera” (p =0.60) and “Demilitarisation”
(p=0.58). This may indicate that the dissemination of
narratives concerning the supposedly artificial nature
of Ukrainian statehood, the need for its “demilitarisa-
tion” and the creation of alternative political entities,
such as “Novorossiya”, may potentially contribute to the
formation of anti-state attitudes associated with an in-
crease in the number of offences under Article 109 of
the Criminal Code of Ukraine.

Im Article 110 of the Criminal Code of Ukraine:
encroachment on the territorial integrity and invio-
lability of Ukraine. High correlations were observed
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with the terms “Capitulation” (p = 0.82), “Novorossiya”
(p=0.80), “Demilitarisation” (p=0.76) and “Denazifica-
tion” (p=0.63). This result may indicate a link between
the intensification of narratives concerning changes
to Ukraine’s state borders, the need for concessions to
the aggressor, the legitimisation of russian territorial
claims, and the dynamics of offences against the terri-
torial integrity of the state.

W Article 110-2 of the Criminal Code of Ukraine:
financing actions aimed at changing the boundaries
of the territory or state border. Very high correlations
were observed for most terms, especially “Denazifica-
tion” (p=0.97), “Novorossiya” (p =0.92), “Capitulation”
(p=0.84) and “Demilitarisation” (p=0.75). The results
may indicate that the intensive dissemination of nar-
ratives aimed at justifying aggression and changing
Ukraine’s territorial order may be accompanied by in-
creased activity among persons involved in financing
such unlawful actions.

W Article 111 of the Criminal Code of Ukraine:
high treason. The highest coefficients were observed
for the terms “Denazification” (p = 0.88), “Novorossi-
ya” (p = 0.83), “Demilitarisation” (p =0.75) and “TCR”
(p=0.75). This may indicate that the dissemination of
narratives which delegitimise the Ukrainian state and
justify the actions of the aggressor state may potentially
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create an information environment conducive to acts
committed to the detriment of Ukraine’s sovereignty
and security.

Im Article 111-1 of the Criminal Code of Ukraine: col-
laboration activities. Very high correlations were estab-
lished with the terms “TCR” (p = 0.92), “Denazification”
(p=0.81), “Demilitarisation” (p = 0.80) and “Capitula-
tion” (p=0.74). This may indicate that the discrediting
of Ukrainian institutions of government and defence,
together with the dissemination of ideas concerning
the need for concessions to the aggressor, may contrib-
ute to the formation of a tolerant attitude towards co-
operation with representatives of the aggressor state.

Im Article 111-2 of the Criminal Code of Ukraine:
aiding the aggressor state. The correlation structure
is similar to that for the previous article: the highest
values were observed for “TCR” (p = 0.94), “Denazi-
fication” (p = 0.79), “Demilitarisation” (p = 0.77) and
“Capitulation” (p =0.71). This may indicate a possible
link between the dissemination of narratives aimed at
undermining trust in the Ukrainian state and the inten-
sification of actions carried out in the interests of the
aggressor state.

Im Article 113 of the Criminal Code of Ukraine: sab-
otage. The highest coefficients were obtained for the
terms “Capitulation” (p = 0.80), “TCR” (p = 0.73) and
“Novorossiya” (p = 0.68). It may be assumed that the
dissemination of narratives about the futility of resist-
ance, the need for concessions and the legitimacy of
russian geopolitical objectives may create an informa-
tional basis for sabotage activities.

Im Article 114 of the Criminal Code of Ukraine: espi-
onage. Very high correlation coefficients were observed
for all the main terms (p =0.69-0.90), with the highest
values recorded for “Denazification” (p = 0.90), “Nov-
orossiya” (p = 0.90), “Demilitarisation” (p = 0.82) and
“Bandera” (p = 0.81). This may indicate that the active
dissemination of propaganda narratives justifying rus-
sia’s actions against Ukraine is associated with the dy-
namics of crimes aimed at collecting and transmitting
information in favour of a foreign party.

Im Article 114-1 of the Criminal Code of Ukraine:
obstruction of the lawful activities of the Armed Forc-
es of Ukraine and other military formations. The high-
est correlations were identified for the terms “TCR”
(p =0.82), “Capitulation” (p =0.79) and “Demilitarisa-
tion” (p=0.71). This may indicate that narratives aimed
at discrediting mobilisation and the state’s defence
measures may be associated with an increase in cases
of obstruction of the activities of the defence forces.

Im Article 332 of the Criminal Code of Ukraine: ille-
gal transportation of persons across the state border.
High correlations were observed with the terms “TCR”
(p = 0.81), “Denazification” (p = 0.80), “Novorossiya”
(p=0.80) and “Demilitarisation” (p =0.67). One pos-
sible explanation is that campaigns aimed at discred-
iting mobilisation measures may encourage evasion of

military duty and related attempts to cross the state
border illegally.

I Articles 335-337 of the Criminal Code of Ukraine:
evasion of conscription, military registration and train-
ing assemblies. The highest coefficients were obtained
for the terms “Capitulation” (p=0.83), “TCR” (p=0.77),
“Novorossiya” (p = 0.84) and “Demilitarisation”
(p=0.84). The results may indicate that the dissemina-
tion of narratives directed against mobilisation and the
continuation of armed resistance potentially affects the
increase in offences related to evasion of military duty.

I Article 338 of the Criminal Code of Ukraine: des-
ecration of state symbols. For most terms, the correla-
tion is weak or very weak (p =0.06-0.40). A relatively
moderate association is observed only for the term “Ca-
pitulation” (p =0.60). This may indicate that the propa-
ganda narratives examined have only a limited connec-
tion with the dynamics of this type of offence, and that
its commission is probably determined by other factors.

W Articles 402-435 of the Criminal Code of Ukraine:
military criminal offences. High correlations were iden-
tified with the terms “TCR” (p = 0.82), “Capitulation”
(p=0.75), “Demilitarisation” (p =0.74) and “Novorossi-
ya” (p=0.75). This may indicate the possible influence
of narratives that undermine motivation to serve, en-
courage unauthorised absence from the place of service
and desertion, discredit military command, and call
into question the expediency of continuing the defence
of the state.

W Article 436-2 of the Criminal Code of Ukraine: jus-
tification, recognition as lawful or denial of the armed
aggression of the russian federation against Ukraine.
The highest coefficients were observed for the terms
“TCR “ (p =0.92), “Denazification” (p = 0.81), “Demili-
tarisation” (p=0.80) and “Capitulation” (p=0.74). This
is an expected result, since these terms belong to the
key propaganda constructs used to justify aggression
against Ukraine. High correlations may indicate a close
relationship between the intensity with which such nar-
ratives are disseminated and the dynamics of offences
under Article 436-2 of the Criminal Code of Ukraine.

The correlation analysis showed that the most sta-
ble predictors among the terms examined were “TCR”,
“Denazification”, “Demilitarisation”, “Capitulation” and
“Novorossiya”, which demonstrate high correlations
with several groups of offences at once, including of-
fences related to state security, collaboration activities,
military criminal offences and the justification of the
russian federation’s aggression. This may be regarded
as indirect confirmation of the criminogenic poten-
tial of the relevant russian information narratives. A
strong correlation also exists between the frequencies
of occurrence of the individual terms considered in this
study, since they often appear simultaneously in the
same russian information narratives. Similarly, a strong
correlation is observed between the statistics for par-
ticular types of crimes. Taken together, these findings
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suggest the existence of latent, or hidden, factors that
simultaneously affect different types of criminal of-
fences and the frequencies of occurrence of particular
terms characteristic of russian narratives.

In view of the above, an exploratory factor analy-
sis was conducted. It effectively demonstrated the ex-
istence of statistically linked latent factors between the
dynamics of russian propaganda narratives and the dy-
namics of particular categories of criminal offences in
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Ukraine in 2013-2025. The exploratory factor analysis
showed that the russian federation’s information and
propaganda campaigns, crimes against the foundations
of Ukraine’s national security, military criminal offenc-
es and mobilisation-related offences are not processes
independent of russian information narratives. Rather,
together with them, they form three stable latent fac-
tors, provisionally designated as F1, F2 and F3 and pre-
sented in Table 4.

Table 4. Factor loading matrix with Varimax rotation

No. Terms/Articles of the Criminal Code of Ukraine! F1 F2 F3
1 Bandera* -0.0157 | -0.0848 | -0.9550
2 TCR 0.8844 | -0.2993 | -0.3237
3 Denazification 0.5327 | -0.1045 | -0.8040
4 Demilitarisation 0.5170 | -0.4446 | -0.5989
5 Capitulation 0.4571 | -0.1991 | -0.7920
6 Novorossiya 0.3939 | -0.7458 | -0.2496
7 Actions aimed at the violent change or overthrow qf the constitutional order or the seizure of state power, 01492 | -0.4553 | -0.6186
Article 109
8 Encroachment on the territorial integrity and inviolability of Ukraine, Article 110 0.4446 | -0.7487 | -0.4380
9 Financing actions committed to violen_tly change or_overthrow the constitutiona_l order,_or seizing state 05074 | -0.1406 | -0.8410
power, or changing the boundaries of the territory or state border of Ukraine, Article 110-2
10 High treason, Article 111 0.5660 | -0.1345 |-0.7104
11 Collaboration activities, Article 111-1 0.7683 | -0.3124 | -0.4750
12 Aiding the aggressor state, Article 111-2 0.8398 | -0.2755 |-0.4137
13 Sabotage, Article 113 0.4972 | -0.7640 | -0.1682
14 Espionage, Article 114 0.4223 | -0.3427 | -0.8196
15 | Obstruction of the lawful activities of the Armed Forces of Ukraine and other military formations, Article 114-1 | 0.6612 |-0.6239 | -0.1602
16 Illegal transportation of persons across the state border of Ukraine, Article 332 0.6361 | 0.0142 |-0.6235
17 Various forms of evasion of military registration and conscription, Articles 335, 336 and 337 0.5831 | -0.5551 | -0.2848
18 Desecration of state symbols, Article 338 -0.0466 | -0.8901 | 0.0075
19 Criminal offences against the established procedure for military service, Articles 402-435 0.6434 | -0.6228|-0.1590
0 e e o easgz | 07683 | 03124 04750

Source: developed by the authors

The characteristics of factors F1, F2 and F3 are
presented in Table 5. Table 5 suggests that the set
of 20 features is, in effect, described by three latent

dimensions, or factors, which have eigenvalues greater
than one and together explain 86.52% of the total vari-
ance in the indicators under study:.

Table 5. Characteristics of factors F1, F2 and F3

Factor eigenvalue Sum of squa.lred S_hare of total v.ariance Cl.lmulativ.e
factor loadings explained by a particular factor explained variance
F1 13.8019 6.4046 0.3202 0.3202
F2 2.6136 45571 0.2279 0.5481
F3 1.3052 6.3415 0.3171 0.8652
Source: developed by the authors
The factor loading matrix presented confirms the i No. 2 - “TCR”;

research hypothesis concerning the existence of sys-
temic relationships between the information influ-
ence of russian propaganda and criminal activity in
the sphere of Ukraine’s national security and defence
capability. The first factor, F1, may be interpreted as a
collaboration and destabilisation factor. The following
features have the highest loadings on F1:

m No. 11 - Article 111-1, collaboration activities;

I No. 12 - Article 111-2, aiding the aggressor state;

i No. 15 - Article 114-1, obstruction of the lawful
activities of the Armed Forces of Ukraine;

I No. 16 - Article 332, illegal transportation of per-
sons across the state border;

mNo. 17 -evasion of military service, Articles 335-337;

I ! Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/en/2341-14.

2 Ibidem, 2001.
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I No. 19 - offences against the procedure for mili-
tary service, Articles 402-435;

Im No. 20 - Article 436-2, justification of the russian
federation’s aggression.

This factor reflects a single complex of phenomena
associated with the undermining of defence capability
and evasion of mobilisation, the discrediting of military
institutions, collaborationism and anti-state behav-
iour. It is particularly indicative that, among the prop-
aganda terms, “TCR” has the highest loading on this
factor, No. 2 = 0.884. This shows that campaigns aimed
at discrediting the Armed Forces of Ukraine and, in
particular, the TCR are statistically synchronised with
collaboration activities, aiding the aggressor, offences
against the procedure for military service and evasion
of mobilisation. In criminological terms, this may point
to the operation of a coordinated information influence
aimed at weakening the state’s mobilisation potential.

The second factor, F2, may be interpreted as a sep-
aratist and sabotage factor. The following features have
the highest loadings on F2:

I No. 6 - “Novorossiya”;

Im No. 8 - Article 110, encroachment on territorial
integrity;

Im No. 13 - Article 113, sabotage;

/W No. 15 - Article 114-1, obstruction of the activi-
ties of the Armed Forces of Ukraine;

Im No. 18 - Article 338, desecration of state symbols;

I No. 19 - offences against the procedure for mili-
tary service, Articles 402-435.

This factor primarily demonstrates a strong associ-
ation between the term “Novorossiya” and Articles 110,
113 and 114-1% In other words, it links separatist nar-
ratives with aggression against state symbols, acts of
sabotage and encroachments on Ukraine’s territorial
integrity. This is consistent with the actual structure

of russian hybrid aggression after 2014, in which the
concept of “Novorossiya” was a central element in legit-
imising separatism, delegitimising Ukrainian statehood
and stimulating sabotage activity. Thus, factor F2 can be
regarded as a statistical manifestation of the separatist
and sabotage-oriented strand of hybrid warfare.

The third factor, F3, may be interpreted asanideo-
logical, repressive and occupation-related factor. The
following features have the highest loadings on F3:

i No. 1 - “Bandera*”;

I No. 3 - “Denazification”;

i No. 4 - “Demilitarisation”;

I No. 5 - “Capitulation”;

W No. 7 - Article 109, violent change of the consti-
tutional order;

W No. 9 - Article 110-2, financing actions against
Ukraine;

I No. 14 - Article 114, espionage;

I No. 10 - Article 111, high treason;

I No. 16 - Article 332, illegal transportation of per-
sons across the border.

This factor reflects the ideological justification of
the russian federation’s aggression, the propagandis-
tic construction of the image of “Nazi Ukraine”, narra-
tives of coerced disarmament and capitulation, and the
destruction of Ukrainian statehood. The most impor-
tant terms here, as they have the highest loadings, are
“Bandera*”, “Denazification” and “Capitulation”. These
were key elements of russia’s information support for
the full-scale invasion of 2022. The factor association
with the financing of anti-state activity, espionage and
high treason indicates that this information cluster is
statistically associated with more deep-seated forms of
subversive activity. Overall, the identified latent factors
of informational and criminogenic influence are shown
in Table 6.

Table 6. Identified latent factors of informational and criminogenic influence

Factor Probable content
F1 Collaborationism, mobilisation-related destabilisation and the undermining of defence capability
F2 Separatism, sabotage and anti-state symbolism
F3 Ideological justification of aggression and the undermining of statehood

Source: developed by the authors

The exploratory factor analysis showed the pres-
ence of common dynamics and synchronicity of
changes between the number of propaganda materi-
als related to specific russian information narratives
and the statistics for particular types of registered
criminal offences in Ukraine from 2013 onwards, as
well as the existence of latent structures of intercon-
nection. This supports the view that certain types of
russian propaganda narratives are statistically in-
terrelated with particular criminogenic processes
in Ukraine.

Discussion

The method proposed in this study for identifying
statistical links between media narratives and reg-
istered crimes is not entirely new in the interna-
tional literature. Several research areas can serve as
a methodological basis for the proposed approach
and may be used in further studies on this topic. In
particular, R. Marigliano et al. (2024) analyse large
datasets from social media and apply cluster analysis,
network analysis and statistical models to identify rus-
sian propaganda narratives and measure their intensity

I ! Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/en/2341-14.
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over time. Their study demonstrates that propaganda
narratives can be represented as quantitative time se-
ries suitable for subsequent correlation or regression
analysis. A. Biswas et al. (2023) use network analysis,
clustering and narrative evolution analysis to construct
time series of political messages. Although criminal sta-
tistics are not analysed in that study, the Article in effect
proposes a method for transforming information cam-
paigns into quantitative indicators.

M. Bozhidarova et al. (2023) propose using the cor-
relation coefficient to assess the strength of statisti-
cal links between the spread of destructive narratives
on social media and the dynamics of hate crimes. Al-
though the study is not concerned with war, it provides
a methodological basis for examining the influence of
propaganda on criminal behaviour. C. Arcila Calderé6n et
al.(2024)constructtimeseriesfortheintensityofmediacon-
tent and official criminal statistics, calculate correlations,
analyse lagged dependencies and build predictive models.
This study convincingly demonstrates that media narra-
tives may be statistically associated with registered crimes.

Atthe same time, there remains a gap in the literature
concerning studies that directly establish a statistical re-
lationship between the intensity of russian propaganda
and officially registered criminal offences committed by
citizens of Ukraine, such as collaboration activities, sab-
otage and high treason. Most of the studies considered
analyse the relationship between propaganda, including
disinformation, hate speech and incitement, and partic-
ipation in violence, such as hate crimes, war crimes and
genocide. In this study, the starting premise was that
russian information narratives cause changes in social
attitudes and emotional states among a certain pro-
portion of Ukrainian citizens, contributing to their rad-
icalisation, demoralisation and dehumanisation. This,
in turn, provokes these citizens to commit unlawful acts
that are reflected in statistically recorded categories of
criminal offences. Such offences usually do not fall with-
in the category of hate crimes, war crimes or genocide.

Conclusions

This study advanced a statistical hypothesis concern-
ing the existence of consistency between changes in the
number of registered offences under specific articles of
the Criminal Code of Ukraine and changes in the number
of russian-language anti-Ukrainian propaganda materi-
als in russian media. It also advanced a research hypoth-
esis concerning the existence of a certain latent structure
linking indicators of the intensity of dissemination of
particular russian propaganda narratives with indica-
tors of the prevalence of specific types of criminal offenc-
es. Understanding the factor structure of the relation-
ships between information and propaganda influence
and criminogenic processes is a necessary precondition
for developing strategies to counter the russian federa-
tion’s information aggression and, accordingly, to reduce
manifestations of certain types of criminal offences.

Law Journal of the National Academy of Internal Affairs, 16(2), 31-41

Kudinov et al. I

The rank correlation analysis identified statistically
significant consistency between changes in the num-
ber of registered offences under specific articles of the
Criminal Code of Ukraine and changes in the number of
russian-language anti-Ukrainian propaganda materials
on russian information and political television. It also
produced quantitative indicators of the strength of the
relationships between these dynamics (Table 3). The
results of the rank correlation analysis confirmed the
statistical hypothesis concerning the existence of rela-
tionships between changes in the number of registered
offences under specific articles of the Criminal Code of
Ukraine and changes in the number of russianlanguage
anti-Ukrainian propaganda materials in russian media.

The study identified three distinct factors of infor-
mational and criminogenic influence. These factors com-
bine the dynamics of russian propaganda narratives with
the dynamics of indicators of criminal offences against
the foundations of Ukraine’s national security, statehood,
defence capability and territorial integrity between 2013
and 2025. The factor structures obtained as a result of
the analysis support the research hypothesis concern-
ing the existence of a certain latent structure that deter-
mines the relationship between the intensity of russian
propaganda information narratives transmitted to the ci-
vilian population of Ukraine and manifestations of crim-
inal offences in the sphere of Ukraine’s national security,
statehood, defence capability and territorial integrity.

However, this study has limitations. In particular,
the dynamics of the intensity with which particular
russian propaganda narratives were used were as-
sessed solely on the basis of russianlanguage content
from russian information and political television, which
provides only approximate indicators. Moreover, as the
indicators of narrative intensity and criminal activity
were presented on a yearly basis, this does not allow
for taking into account time lags or guaranteeing the
stability of the factor structure in factor analysis.

Further research is needed to extend the range of
media outlets, as well as to take measurements of the
russian propaganda intensity, on a monthly basis in-
stead of yearly, to obtain more accurate estimates and to
increase stability of the factor analysis. It would also be
advisable to apply modern time series analysis methods,
such as lag analysis, Granger causality and VAR models.
In the cases where more detailed time-series data is
available, these techniques may provide more informa-
tive results compared to correlation or factor analysis.
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iHnpopmariiHO-ICUXOJIOTIYHUX oOMNepalii Ta AWHAMiKM 3MiH OKpeMHUX BH/IB 3apEECTPOBAHUX 3JIOUMHIB
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Abstract

The study aimed to compare the legal regulation of Ukraine’s banking system with European legal standards
to identify areas for its further improvement. Methods of doctrinal-legal, comparative-legal and systemic-
structural analysis were employed. The results of the study showed that the harmonisation of Ukraine’s
banking legislation with EU law is uneven. The most pronounced substantive similarity between the models
is evident in the prudential block and related areas of risk management, supervisory reporting and financial
monitoring, whilst the most notable differences concern anti-crisis regulation, the organisation of supervision
and the integration of digital operational resilience and cyber risks into banking supervision. In both models,
legal regulation was aimed at ensuring the stability of the banking system, risk control, depositor protection
and the consideration of related non-financial risks, particularly in the areas of financial monitoring, data
protection and cybersecurity. It has been established that the Ukrainian model of approximation to EU law is
predominantly functional in nature, asitreplicates the substance and methods of European banking regulation
but cannot fully replicate the supranational institutional architecture of the European Banking Union. In
this regard, the further alignment of Ukraine’s banking legislation with EU law involves not only updating
specific provisions, but also strengthening systemic coherence between the prudential, supervisory, crisis
management and digital regulatory frameworks. Therefore, the further adaptation of Ukrainian legislation to
EU law requires the standardisation of supervisory reporting, the development of mechanisms for resolving
banking crises, and the integration of digital operational resilience. The practical significance of the results
is determined by their potential use by the National Bank of Ukraine, government bodies and academic and
educational institutions to improve banking legislation, adapt it to European law and incorporate it into the
educational process
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Introduction

In the context of Ukraine’s European integration pro-
cess, the banking system is one of the areas in which
regulatory alignment with EU law is systematic. The
legal regulation of banking activities covers issues re-
lating to financial market stability, the functioning of
credit institutions and the protection of consumers of
financial services. Under martial law, the quality of such
regulation affects the continuity of the banking sector’s
operations and the country’s overall economic stabil-
ity. At the same time, the harmonisation of Ukraine’s
banking legislation with EU law is proceeding unevenly,
which necessitates a review of existing changes and the
identification of those elements of legal regulation that
remain fragmented or incomplete.

The works of European researchers have estab-
lished a theoretical foundation for a comparative legal
analysis of banking legislation in Ukraine and the EU.
G. Lo Schiavo (2024) noted that EU banking law has de-
veloped as a supranational regulatory system encom-
passing institutional supervisory mechanisms, bank
insolvency resolution and uniform rules for credit insti-
tutions. The development of banking regulation in Eu-
rope, as shown in the study by K. Parchimowicz (2023),
was atransition from a reactive response to financial cri-
ses to proactive legal regulation of risks. The formation
of the European Banking Union and the introduction
of centralised supervisory and regulatory mechanisms
aimed at enhancing the resilience of the banking sys-
tem was central in this process. The author emphasised
that the harmonisation of prudential requirements and
enhanced coordination between national and supra-
national institutions facilitated the transition to a sys-
temic and risk-based approach in banking regulation.

As W.P. de Groen (2023) has noted, the European
Banking Union has strengthened its supervisory and
crisis management mechanisms, although legal, eco-
nomic, political and operational challenges remain
in this area. In particular, the author highlighted the
incompleteness of the European Banking Union’s in-
stitutional architecture, notably in a common depos-
it guarantee scheme, which limits the achievement of
full financial market integration. D. Vese (2025) argued
that the discretionary powers of the European Banking
Authority must be exercised through the prism of the
public interest and the proper protection of individual
and collective rights. The author emphasised that the
expansion of the discretion of supranational regula-
tors requires clear legal boundaries and accountability
mechanisms, particularly in supervisory decisions and
regulatory intervention.

According to O. Hiilsewig & A. Steinbach (2025),
the interaction between prudential banking regula-
tion and fiscal rules can cause systemic imbalances, as
preferential regulatory treatment of government bonds
undermines fiscal discipline and strengthens the link
between banks and sovereign debt. The authors argue
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that such a framework creates additional macro-finan-
cial risks and may reduce the effectiveness of pruden-
tial supervision, as it encourages the concentration of
risks on bank balance sheets. Studies on the procedural
aspects of the exercise of supervisory powers are sub-
stantial for interpretation of the contemporary model
of banking supervision in the 21%-century EU. In par-
ticular, M. Lamandini et al. (2022) examined the Super-
visory Review and Evaluation Process as a key mecha-
nism for the practical exercise of supervisory powers
in European banking law. A separate area concerns the
expansion of the scope of financial regulation to include
digital risks. D. Clausmeier (2023) demonstrated that
digital operational resilience in EU law has acquired the
status of an independent area of regulation linked to
ensuring the stability of the financial sector. The author
found that information and communication technology
risks, cyber threats and dependence on external digi-
tal suppliers are no longer viewed as purely technical
issues, but are integrated into the supervisory assess-
ment framework for financial institutions.

The Ukrainian debate has focused on the imple-
mentation of the EU’s financial acquis and the trans-
formation of the national banking regulatory model
in the context of European integration. The study by
E. Dmytrenko (2021) noted that the implementation
of EU standards in the field of banking relations must
be conducted following Ukraine’s obligations under
the Association Agreement and entails updating not
only individual regulatory provisions but also the prin-
ciples of banking regulation and supervision. P.S. Pat-
surkivskyi & R.0. Havryliuk (2025) emphasised that
Ukraine’s implementation of the EU financial acquis is
gradually becoming more comprehensive and covers
key segments of financial regulation, in particular the
banking sector.

Thus, a review of the literature has shown that
existing studies examine the architecture of EU bank-
ing law, the evolution of supervisory and crisis man-
agement mechanisms, procedural aspects of banking
supervision, as well as specific areas of alignment be-
tween Ukrainian legislation and EU law. At the same
time, there is no systematic comparison in which the
banking legislation of Ukraine and the EU would be
systematically compared not only at the level of indi-
vidual provisions, but also within the framework of a
comprehensive system of prudential regulation, crisis
resolution, supervisory reporting, deposit guarantees,
digital resilience and the institutional organisation of
banking supervision. Therefore, the study aimed to
identify the common and distinctive features of the le-
gal regulation of Ukraine’s banking system in relation
to European legal standards to determine areas for its
further improvement. To achieve this aim, the follow-
ing tasks were set: to ascertain the content and struc-
ture of the regulatory framework for the EU banking
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system; to analyse the legal foundations of the function-
ing of the Ukrainian banking system and the extent to
which it aligns with European legal standards; and to
identify existing gaps in Ukrainian banking legislation
compared to EU law to determine prospects for further
improvement.

Materials and Methods

This study is qualitative in nature and was based on
the application of doctrinal-legal, comparative-legal
and systemic-structural methods to analyse the le-
gal foundations for the regulation and harmonisation
of Ukrainian banking legislation with EU law. Doctri-
nal-legal analysis was used to examine EU legal acts
and Ukrainian legislative acts in the field of banking
regulation. Within the framework of this method, an in-
terpretation was conducted of the key legal categories,
principles and approaches that define prudential regu-
lation (in particular, requirements for capital, liquidity
and risk management), the model of banking super-
vision, and the legal mechanisms for crisis resolution
and deposit guarantees. The analysis of related regu-
lation affecting banking activities, particularly in the
areas of financial monitoring, personal data protection,
digital operational resilience and cybersecurity, was

emphasised. This determined the scope and rationale be-
hind the development of banking regulation in both EU
law and Ukrainian legislation, and established a concep-
tual framework for further comparative legal analysis.

A comparative legal analysis was used to compare
EU law and Ukrainian legislation according to the fol-
lowing criteria: the subject matter of legal regulation,
the institutional model of banking supervision, capital
and risk management requirements, supervisory re-
porting, mechanisms for resolving bank insolvency, de-
positor protection, as well as regulation in the areas of
financial monitoring, digital operational resilience and
cybersecurity, which made it possible to identify simi-
larities, differences and gaps. The study utilised EU and
Ukrainian regulatory acts governing banking activities.
The regulatory framework is structured into function-
al blocks: prudential and supervisory regulation; crisis
management mechanisms covering recovery, bank in-
solvency resolution and deposit guarantees; as well as
related regulation in the areas of financial monitoring,
personal data protection, digital operational resilience
and cybersecurity. Separately, international legal and
institutional sources have been used, which form the
basis for the harmonisation of Ukraine’s banking legis-
lation with EU law (Table 1).

Table 1. A comprehensive database of EU and Ukrainian legislation

Functional unit EU acts

Aspects of legal regulation

Laws of UKkraine .+ .
under consideration

Council Regulation No. 1024/2013
“Conferring Specific Tasks on the European
Central Bank Concerning Policies Relating

Prudential and
supervisory

to the Prudential Supervision of Credit
Institutions”; Directive of the European
Parliament and the Council of the European
Union No. 2013/36/EU “On Access to
the Activity of Credit Institutions and the
Prudential Supervision of Credit Institutions
and Investment Firms”, Regulation

Law of Ukraine No. 2121-III “On Banks and
Banking”, Law of Ukraine No. 679-XIV “On
the National Bank of Ukraine”, Resolution

of the National Bank of Ukraine No. 196,

Resolution of the National Bank of Ukraine
No. 64, Resolution of the National Bank of

Ukraine No. 161, Resolution of the National

Banking authorisation,
capital requirements,
liquidity, risk management,
corporate governance,

mechanisms

Union No. 2014/59/EU; Directive of the
European Parliament and the Council of the
European Union No. 2014/49/EU

of Guaranteeing Natural Person Deposits”

regulation European Parliament and the Council of the Bank of Ukraine No. 120, Decision of the rvisor er
uropea X ou 0 National Bank of Ukraine No. 814-rsh, SUPETVISOTY POWETS,
European Union No. 575/2013; European . . supervisory reporting
- . : Resolution of the Board of the National
Commission Implementing Regulation . «
T Bank of Ukraine No. 23 “On Some Issues of
No. 2024/3117; Directive of the European . L .
. - Operation of Ukrainian Banks and Banking
Parliament and the Council of the European Groups”
Union No. 2024/1619; Regulation of the p
European Parliament and the Council of the
European Union No. 2024/1623
Regulation of the European Parliament
and the Council of the European Union Bank recovery and
Crisis No_. 806/2014; Directive _of the European Law of Ukraine No. 4452-VI “On the System resolution, deposit
management Parliament and the Council of the European guarantees, and

mechanisms for responding
to banking crises

Related
regulations

Regulation of the European Parliament
and the Council of the European Union
No.2016/679; Regulation European
Parliament and the Council of the European
Union No. 2022/2554; Directive of the
European Parliament and the Council of the
European Union No. 2022/2555, Regulation
of the European Parliament and the Council
of the European Union No. 2024/1620;
Regulation of the European Parliament
and the Council of the European Union
No. 2024 /1624; Directive of the European
Parliament and the Council of the European
Union No. 2024/1640

Law of Ukraine No. 361-IX “On Prevention
and Counteraction to Legalisation
(Laundering) of Criminal Proceeds,
Terrorist Financing and Financing
of Proliferation of Weapons of Mass
Destruction”, Law of Ukraine No. 2297-
VI “On Protection of Personal Data”, Law
of Ukraine No. 2163-VIII “On the Basic
Principles of Cybersecurity of Ukraine”

Financial monitoring,

data protection, digital

operational resilience,
cybersecurity
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Table 1, Continued

Aspects of legal regulation
under consideration

Functional unit EU acts Laws of UKkraine

The international
legal and Association Agreement between the The NBU’s assessment of the alignment of
institutional European Union and its Member States, of national legislation on financial services
framework for | the one part, and Ukraine, of the other part | with EU law as part of the screening process
harmonisation

The legal and institutional
framework for harmonising
Ukrainian banking
legislation with EU law

Source: compiled by the author based on Council Regulation No. 1024/2013 “Conferring Specific Tasks on the
European Central Bank Concerning Policies Relating to the Prudential Supervision of Credit Institutions”?, Directive
of the European Parliament and the Council of the European Union No. 2013/36/EU “On Access to the Activity of
Credit Institutions and the Prudential Supervision of Credit Institutions and Investment Firms, amending Directive
2002/87/EC and Repealing Directives 2006/48/EC and 2006/49/EC"?, Directive of the European Parliament and
the Council of the European Union No. 2014 /59/EU “Establishing a Framework for the Recovery and Resolution of
Credit Institutions and Investment Firms and Amending Council Directive 82/891/EEC, and Directives 2001/24/
EC, 2002/47/EC, 2004/25/EC, 2005/56/EC, 2007/36/EC, 2011/35/EU, 2012/30/EU and 2013/36/EU, and
Regulations (EU) No. 1093/2010 and (EU) No. 648/2012"3, Regulation European Parliament and the Council of
the European Union No. 575/2013 “On Prudential Requirements for Credit Institutions and Investment Firms and
Amending Regulation (EU) No. 648/2012 (Capital Requirements Regulation, CRR)"*, Regulation of the European
Parliament and the Council of the European Union No. 806/2014 “Establishing Uniform Rules and a Uniform
Procedure for the Resolution of Credit Institutions and Certain Investment Firms in the Framework of a Single
Resolution Mechanism and a Single Resolution Fund and amending Regulation (EU) No. 1093/2010"°, Regulation
of the European Parliament and the Council of the European Union No. 2024/1624 “On the Prevention of the Use
of the Financial System for the Purposes of Money Laundering or Terrorist Financing”¢, Directive of the European
Parliament and the Council of the European Union No. 2024/1640 “On the Mechanisms to Be Put in Place by
Member States for the Prevention of the Use of the Financial System for the Purposes of Money Laundering or
Terrorist Financing, amending Directive (EU) 2019/1937, and amending and Repealing Directive (EU) 2015/849"7,
Directive of the European Parliament and the Council of the European Union No. 2014/49/EU “On Deposit
Guarantee Schemes (Recast)”8, Regulation of the European Parliament and the Council of the European Union
No. 2016/679 “On the Protection of Natural Persons with Regard to the Processing of Personal Data and on the
Free Movement of Such Data (General Data Protection Regulation)”®, Law of Ukraine No. 2121-III “On Banks and
Banking”!?, Law of Ukraine No. 679-XIV “On the National Bank of Ukraine”!!, Law of Ukraine No. 4452-VI “On the
System of Guaranteeing Natural Person Deposits”'?, Law of Ukraine No. 361-IX “On Prevention and Counteraction
to Legalisation (Laundering) of Criminal Proceeds, Terrorist Financing and Financing of Proliferation of Weapons

! Council Regulation No. 1024/2013 “Conferring Specific Tasks on the European Central Bank Concerning Policies Relating to the Prudential
Supervision of Credit Institutions”. (2013, October). Retrieved from https://eur-lex.europa.eu/eli/reg/2013/1024/oj/eng.

2 Directive of the European Parliament and the Council of the European Union No.2013/36/EU “On Access to the Activity of Credit Institutions
and the Prudential Supervision of Credit Institutions and Investment Firms”. (2013, June). Retrieved from https://eur-lex.europa.eu/eli/
dir/2013/36/0j/eng.

3 Directive of the European Parliament and the Council of the European Union No. 2014/59/EU “Establishing a Framework for the
Recovery and Resolution of Credit Institutions and Investment Firms”. (2014, May). Retrieved from https://eur-lex.europa.eu/eli/
dir/2014/59/0j/eng.

* Regulation European Parliament and the Council of the European Union No. 575/2013 “On Prudential Requirements for Credit Institutions
and Investment Firms and Amending Regulation (EU) No. 648/2012 (Capital Requirements Regulation, CRR)”. (2013, June). Retrieved from
https://eur-lex.europa.eu/eli/reg/2013/575/0j/eng.

% Regulation of the European Parliament and the Council of the European Union No. 806/2014 “Establishing Uniform Rules and a Uniform
Procedure for the Resolution of Credit Institutions and Certain Investment Firms in the Framework of a Single Resolution Mechanism
and a Single Resolution Fund and amending Regulation (EU) No. 1093/2010”. (2014, July). Retrieved from https://eur-lex.europa.eu/eli/
reg/2014/806/0j/eng.

Regulation of the European Parliament and the Council of the European Union No. 2024/1624 “On the Prevention of the Use of the
Financial System for the Purposes of Money Laundering or Terrorist Financing”. (2024, May). Retrieved from https://eur-lex.europa.eu/eli/
reg/2024/1624/0j/eng.

7 Directive of the European Parliament and the Council of the European Union No. 2024/1640 “On the Mechanisms to Be Put in Place by
Member States for the Prevention of the Use of the Financial System for the Purposes of Money Laundering or Terrorist Financing,”. (2024,
May). Retrieved from https://eur-lex.europa.eu/eli/dir/2024/1640/0j/eng.

8 Directive of the European Parliament and the Council of the European Union No. 2014/49/EU “On Deposit Guarantee Schemes
(Recast)”. (2014, April). Retrieved from https://eur-lex.europa.eu/eli/dir/2014/49/2014-07-02/eng.

° Regulation of the European Parliament and the Council of the European Union No. 2016/679 “On the Protection of Natural Persons with
Regard to the Processing of Personal Data and on the Free Movement of Such Data (General Data Protection Regulation)”. (2016, April).
https://eur-lex.europa.eu/eli/reg/2016/679/2016-05-04/eng.

10 Law of Ukraine No. 2121-III “On Banks and Banking”. (2000, December). Retrieved from https://zakon.rada.gov.ua/go/2121-14?lang=en.
1 Law of Ukraine No. 679-XIV “On the National Bank of Ukraine”. (1999, May). Retrieved from https://bank.gov.ua/en/legislation/Law_NBU.
2 Law of Ukraine No. 4452-VI “On the System of Guaranteeing Natural Person Deposits”. (2012, February). Retrieved from https://zakon.
rada.gov.ua/laws/show/4452-17?lang=en.
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of Mass Destruction”?, Law of Ukraine No. 2297-VI “On Protection of Personal Data”?, Law of Ukraine No. 2163-VIII
“On the Basic Principles of Cybersecurity of Ukraine”3, Resolution of the Board of the National Bank of Ukraine
No. 23 “On Some Issues of Operation of Ukrainian Banks and Banking Groups”, Association Agreement between
the European Union and its Member States, of the one part, and Ukraine, of the other part®, Resolution of the
National Bank of Ukraine No. 196 “On Approval of the Regulation on the Procedure for Determining the Regulatory
Capital by Ukrainian Banks”¢, Resolution of the National Bank of Ukraine No. 64 “On Approval of the Regulation
on Organization of Risk Management System in Ukrainian Banks and Banking Groups”?, Resolution of the National
Bank of Ukraine No. 161 “On Approval of the Regulation on Organization of Internal Capital Adequacy Assessment
Process (ICAAP) in Banks of Ukraine and Banking Groups”8, Resolution of the National Bank of Ukraine No. 120 “On

Approval of the Rules of Management of Statistical Reporting Filed with the NBU"?

The selection of these regulatory acts is based on
the fact that they represent the key levels and compo-
nents of the European and Ukrainian models of banking
regulation and can be used for an analysis of the pru-
dential, institutional, anti-crisis and related regulatory
frameworks, as well as to trace how, in Ukrainian law,
the institutional foundations of the banking system are
combined with practical supervisory mechanisms and
its functional alignment with EU law. The choice of a
timeframe starting from 2013 is determined by the fact
that during this period, the regulatory framework for
the banking system was established in EU law, and the
subsequent changes from 2014 to 2024 reflect its in-
stitutional and functional development. This was done
to identify the structural elements of EU and Ukrainian
banking law and to establish a regulatory framework
for the subsequent analysis of the harmonisation of
Ukrainian banking legislation with EU law.

The systemic-structural approach has been applied
to examine banking regulation as a coherent legal sys-
tem comprising interrelated regulatory, institutional
and functional elements. Within this framework, the
legal regulation has been organised into key compo-
nents: prudential regulation, banking supervision, cri-
sis management mechanisms and ancillary regulation.
This made it possible to analyse the interrelationships
between these blocks, their role in ensuring the stabil-
ity of the banking system, and to identify areas where
the greatest substantive similarities or differences

between the legal regulation of Ukraine and the EU can
be observed. The comparison of the legal regulation of
banking activities in the EU and Ukraine was conducted
based on differences in the levels of legal regulation, in
particular the supranational nature of EU law and the
national nature of Ukrainian banking legislation, which
was used as one of the criteria for comparative legal
analysis. Within this approach, the legal regulation was
structured according to key functional blocks. This es-
tablished systemic links between individual elements
of banking regulation, identified the degree of their
coherence, and determined the segments in which the
harmonisation of Ukrainian legislation with EU law is
of a most comprehensive or, conversely, fragmentary
nature. A limitation of the study was the theoretical and
legal nature, which resulted in the absence of an analy-
sis of legal practice and empirical data, and prevented
a quantitative assessment of the effectiveness of the
mechanisms for harmonising Ukrainian banking legis-
lation with EU law.

Results and Discussion

The legal framework for the regulation

of the banking systems in the EU and Ukraine

The legal framework governing the EU banking sys-
tem is a comprehensive, multi-tiered system in which
prudential requirements, supranational supervision,
bank crisis resolution and related control regimes op-
erate in tandem. EU banking law is aimed not only at

! Law of Ukraine No. 361-IX “On Prevention and Counteraction to Legalisation (Laundering) of Criminal Proceeds, Terrorist Financing and
Financing of Proliferation of Weapons of Mass Destruction”. (2019, December). Retrieved from https://zakon.rada.gov.ua/laws/show/361-
20?lang=en.

2 Law of Ukraine No. 2297-VI “On Protection of Personal Data”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2297-
177?lang=en.

3 Law of Ukraine No. 2163-VIII “On the Basic Principles of Cybersecurity of Ukraine”. (2017, October). Retrieved from https://zakon.rada.
gov.ua/laws/show/2163-19.

* Resolution of the Board of the National Bank of Ukraine No. 23 “On Some Issues of Operation of Ukrainian Banks and Banking Groups”. (2022,
February). Retrieved from https://zakon.rada.gov.ua/laws/show/v0023500-22.

5 Association Agreement between the European Union and its Member States, of the one part, and Ukraine, of the other part. (2014, June).
Retrieved from https://eur-lex.europa.eu/eli/agree_internation/2014/295/0j/eng.

¢ Resolution of the National Bank of Ukraine No. 196 “On Approval of the Regulation on the Procedure for Determining the Regulatory Capital
by Ukrainian Banks”. (2023, December). Retrieved from https://bank.gov.ua/ua/legislation/Resolution_28122023_196.

7 Resolution of the National Bank of Ukraine No. 64 “On Approval of the Regulation on Organization of Risk Management System in Ukrainian
Banks and Banking Groups”. (2018, June). Retrieved from https://bank.gov.ua/ua/legislation/Resolution_11062018_64.

8 Resolution of the National Bank of Ukraine No. 161 “On Approval of the Regulation on Organization of Internal Capital Adequacy Assessment
Process (ICAAP) in Banks of Ukraine and Banking Groups”. (2021, December). Retrieved from https://bank.gov.ua/ua/legislation/
Resolution_30122021_161.

° Resolution of the National Bank of Ukraine No. 120 “On Approval of the Rules of Management of Statistical Reporting Filed with the
NBU”. (2018, November). Retrieved from https://bank.gov.ua/ua/legislation/Resolution_13112018_120.
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authorisation to operate or capital requirements, but
also at preventing systemic risk; therefore, a bank is
regarded as an institution of public importance for
the Union’s internal market. A key feature of EU bank-
ing law is the transition from minimal coordination of
national regimes to a single regulatory framework in
the field of banking supervision. It is based on a com-
bination of Directive 2013/36/EU of the European
Parliament and of the Council! and Regulation (EU)
No. 575/2013 of the European Parliament and of the
Council?: the former stipulated the institutional frame-
work for access to banking activities, requirements for
internal governance, control and supervisory powers,
whilst the latter establishes uniform requirements for
capital, liquidity, large exposures, leverage and disclo-
sure. This approach demonstrates that, under EU law, a
bank is regarded not as an ordinary business entity, but
as an institution whose stability is of public importance.
Therefore, financial stability is linked not only to capital
adequacy but also to the quality of internal governance,
the transparency of the ownership structure, the sound
business reputation of managers, and the ability to op-
erate under constant supervision.

Further amendments in 2024 confirmed the devel-
opment of this model. Directive 2024/1619 of the Eu-
ropean Parliament and of the Council of the European
Union?® broadened the scope of supervisory control by
including the powers of supervisory authorities, the
regime for third-country branches and the consider-
ation of environmental, social and governance risks.
Regulation of the European Parliament and the Coun-
cil of the European Union No. 2024/1623* updated the
approaches to assessing credit, market and operational
risk, strengthening the requirements for capital cover-
age of risks. A key element of this system is also super-
visory reporting, the standardisation of which ensures
the uniform application of prudential rules across the
EU in accordance with European Commission Imple-
menting Regulation No. 2024/31175. Thus, in the field
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of prudential regulation, the EU has developed a com-
prehensive model in which authorisation to conduct
banking activities, capital requirements, risk manage-
ment, reporting and supervision form a single system
designed to ensure stability.

If the Directive of the European Parliament and the
Council of the European Union No. 2013/36/EU¢ stip-
ulate the substantive core of banking supervision, then
Council Regulation No. 1024 /2013 “Conferring Specific
Tasks on the European Central Bank Concerning Poli-
cies Relating to the Prudential Supervision of Credit
Institutions”” shapes its institutional architecture. The
significance of this act is determined by the reflection
of the EU’s conclusion following the financial crisis: an
integrated banking market cannot be stable if national
supervision remains completely fragmented. The intro-
duction of the Single Supervisory Mechanism within
the European Banking Union meant a partial transfer
of supervisory powers to the supranational level. The
transfer of key functions to the European Central Bank
demonstrated that the national model of supervision is
insufficient for banks whose activities are cross-border
in nature. This approach aims not only to standardise
supervisory standards, but also to reduce the risk of na-
tional authorities being lenient towards domestic large
banks. At the same time, this system does not imply
complete centralisation. National competent author-
ities are not removed from supervision, but operate
within a common multi-level model, where the Europe-
an Central Bank fulfils a strategic role, whilst national
authorities retain a significant proportion of practical
functions. Therefore, the EU’s institutional model com-
bines supranational coordination with the participa-
tion of national regulators.

In the context of banking crises, EU law is based on
the premise that a bank’s insolvency has not only pri-
vate-law implications but also systemic consequences,
and is therefore subject to specific public-law regula-
tion. Such model was stipulated in the Directive of the

! Directive of the European Parliament and the Council of the European Union No. 2013/36/EU “On Access to the Activity of Credit Institutions
and the Prudential Supervision of Credit Institutions and Investment Firms”. (2013, June). Retrieved from https://eur-lex.europa.eu/eli/
dir/2013/36/0j/eng.

2 Regulation European Parliament and the Council of the European Union No. 575/2013 “On Prudential Requirements for Credit Institutions
and Investment Firms (Capital Requirements Regulation, CRR)”. (2013, June). Retrieved from https://eur-lex.europa.eu/eli/reg/2013/575/
oj/eng.

3 Directive of the European Parliament and the Council of the European Union No. 2024/1619 “Amending Directive 2013/36/EU as Regards
Supervisory Powers, Sanctions, Third-Country Branches, and Environmental, Social and Governance Risks”. (2024, May). Retrieved from
https://eur-lex.europa.eu/eli/dir/2024/1619/0j/eng.

* Regulation of the European Parliament and the Council of the European Union No. 2024/1623 “Amending Regulation (EU) No. 575/2013 as
Regards Requirements for Credit Risk, Credit Valuation Adjustment Risk, Operational Risk, Market Risk and the Output Floor”. (2024, May).
Retrieved from https://eur-lex.europa.eu/eli/reg/2024/1623/0j/eng.

® European Commission Implementing Regulation No. 2024/3117 “Laying Down Implementing Technical Standards for the Application of
Regulation (EU) No. 575/2013 of the European Parliament and of the Council with Regard to Supervisory Reporting of Institutions and
Repealing Commission Implementing Regulation (EU) 2021/451”. (2024, November). Retrieved from https://eur-lex.europa.eu/eli/reg_
impl/2024/3117/oj/eng.

6 Regulation European Parliament and the Council of the European Union No. 575/2013 “On Prudential Requirements for Credit Institutions
and Investment Firms (Capital Requirements Regulation, CRR)”. (2013, June). Retrieved from https://eur-lex.europa.eu/eli/reg/2013/575/
oj/eng.

7 Council Regulation No. 1024 /2013 “Conferring Specific Tasks on the European Central Bank Concerning Policies Relating to the Prudential
Supervision of Credit Institutions”. (2013, October). Retrieved from https://eur-lex.europa.eu/eli/reg/2013/1024/oj/eng.
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European Parliament and the Council of the European
Union No. 2014/59/EU!, which established the legal
framework for the recovery and resolution of banks. It
involves a shift from an approach whereby a bank is ei-
ther bailed at public expense or wound up under stand-
ard rules, to a regime of managed intervention in the in-
terests of financial stability. One of the central elements
of this model is that losses are covered primarily by
the bank’s shareholders and creditors. This approach
enshrines another principle of banking risk allocation:
losses in the private financial sector should not auto-
matically be passed on to the state if the legal system
provides mechanisms for their internal absorption.

Regulation of the European Parliament and the
Council of the European Union No. 806/2014? builds
on this model by shifting crisis management within the
European Banking Union from the national to the su-
pranational level. Its function is to ensure a coordinat-
ed response to banking crises within the single market
when preventive mechanisms are no longer sufficient.
Directive of the European Parliament and of the Council
of the European Union No. 2014 /49 /EU?® defines anoth-
er element of this framework. Its purpose is not only
to protect depositors but also to maintain confidence
in the banking system, without which even a financially
sound sector may be vulnerable to panic and a liquidi-
ty crisis. Together, these acts form an anti-crisis model
that combines prevention, managed intervention, loss
sharing and depositor protection.

Modern 21%-century EU banking law covers not
only traditional financial issues but also related areas
that were previously considered separately from bank-
ing supervision. This means that a bank’s resilience is
assessed not only in terms of capital and liquidity, but
also in terms of its ability to ensure data protection,
digital operational resilience, cybersecurity and com-
pliance with anti-money laundering requirements.

Regulation (EU) 2016/679 of the European Parliament
and of the Council* establishes legal requirements for
the banking sector regarding the processing of person-
al data, and breaches of these requirements affect the
assessment of an institution’s reliability. Regulation
(EU) No. 2022/2554 of the European Parliament and of
the Council®, establishes digital operational resilience
as a component of the supervisory regime, as failures
in information and communication infrastructure, cy-
ber-attacks or dependence on external technology ser-
vice providers may have systemic consequences. Direc-
tive 2022 /2555 of the European Parliament and of the
Council of the European Union®, in turn, treats cyber-
security as an element of critical infrastructure protec-
tion, which also extends to the banking sector. The 2024
EU acts in the field of preventing money laundering and
terrorist financing, in particular Regulation of the Eu-
ropean Parliament and of the Council No. 2024/16207,
Regulation of the European Parliament and of the
Council of the European Union No. 2024/16245, Direc-
tive of the European Parliament and of the Council of
the European Union No. 2024 /1640° indicate a further
centralisation of this area, the harmonisation of sub-
stantive requirements and the refinement of control
mechanisms for Member States (Fig. 1).

Under EU law, a bank is assessed not only based on
its financial performance, but also on its ability to en-
sure data protection, digital and cyber resilience, and
compliance with financial monitoring requirements.
This provides grounds for viewing EU banking law as
a comprehensive regulatory resilience framework that
combines prudential requirements, the institutional
organisation of supervision, mechanisms for resolving
banking crises, and related legal control regimes. The
European model is not a collection of isolated regulato-
ry acts, but an interconnected framework for ensuring
the stability of the banking sector.

! Directive of the European Parliament and the Council of the European Union No. 2014 /59/EU “Establishing a Framework for the Recovery
and Resolution of Credit Institutions and Investment Firms”. (2014, May). Retrieved from https://eur-lex.europa.eu/eli/dir/2014/59/0j/
eng.

2 Regulation of the European Parliament and the Council of the European Union No. 806/2014 “Establishing Uniform Rules and a Uniform
Procedure for the Resolution of Credit Institutions and Certain Investment Firms in the Framework of a Single Resolution Mechanism and a
Single Resolution Fund”. (2014, July). Retrieved from https://eur-lex.europa.eu/eli/reg/2014/806/0j/eng.

3 Directive of the European Parliament and the Council of the European Union No. 2014/49/EU “On Deposit Guarantee Schemes
(Recast)”. (2014, April). Retrieved from https://eur-lex.europa.eu/eli/dir/2014/49/2014-07-02/eng.

*Regulation of the European Parliament and the Council of the European Union No. 2016/679 “On the Protection of Natural Persons with
Regard to the Processing of Personal Data and on the Free Movement of Such Data (General Data Protection Regulation)”. (2016, April).
https://eur-lex.europa.eu/eli/reg/2016/679/2016-05-04/eng.

% Regulation European Parliament and the Council of the European Union No. 2022/2554 “On Digital Operational Resilience for the Financial
Sector”. (2022, December). Retrieved from https://eur-lex.europa.eu/eli/reg/2022 /2554 /0j/eng.

¢ Directive of the European Parliament and the Council of the European Union No. 2022/2555 “On Measures for a High Common Level of
Cybersecurity Across the Union (NIS 2 Directive)”. (2022, December). Retrieved from https://eur-lex.europa.eu/eli/dir/2022/2555/0j/eng.
7 Regulation of the European Parliament and the Council of the European Union No. 2024/1620 “Establishing the Authority for Anti-Money
Laundering and Countering the Financing of Terrorism”. (2024, May). Retrieved from https://eur-lex.europa.eu/eli/reg/2024/1620/0j/eng.
8 Regulation of the European Parliament and the Council of the European Union No. 2024/1624 “On the Prevention of the Use of the
Financial System for the Purposes of Money Laundering or Terrorist Financing”. (2024, May). Retrieved from https://eur-lex.europa.eu/eli/
reg/2024/1624/0j/eng.

° Directive of the European Parliament and the Council of the European Union No. 2024/1640 “On the Mechanisms to Be Put in Place by
Member States for the Prevention of the Use of the Financial System for the Purposes of Money Laundering or Terrorist Financing”. (2024,
May). Retrieved from https://eur-lex.europa.eu/eli/dir/2024/1640/0j/eng.
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Figure 1. Framework for the regulatory and legal supervision of the EU banking system

Source: compiled by the author

In contrast to EU law, which operates within a su-
pranational legal framework and a multi-tiered system
of banking supervision, the Ukrainian model of banking
regulation is national in nature and is based on a com-
bination of framework laws and regulatory acts issued
by the National Bank of Ukraine. The laws define the
institutional foundations of the banking system and
the basic rules governing the market, whilst the NBU
specifies the prudential, supervisory and organisation-
al requirements for banks. At the same time, Ukrainian
banking legislation covers not only the legal framework
for banking activities, but also depositor protection,
mechanisms for removing insolvent banks from the
market, as well as related areas such as anti-money
laundering, personal data protection and cybersecu-
rity. It can therefore be regarded as a comprehensive
national system for ensuring the stability of the bank-
ing sector. Law of Ukraine No. 679-XIV! enshrines the
public-law nature of banking supervision, defining the
NBU not only as the central bank but also as the body
responsible for regulatory coordination, through which
the monetary function, the maintenance of financial
stability and banking supervision are combined.

Law of Ukraine No. Law No. 2121-III? establishes
the basic institutional framework for banking law, dis-
tinguishing banking activities from general econom-
ic activities and subjecting them to a special regime
governing establishment, licensing, supervision and

rada.gov.ua/laws/show/4452-17?lang=en.

20?lang=en.

17?lang=en.

ua/laws/show/2163-19.
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liability. Within this model, a bank is regarded as a
special entity subject to heightened requirements re-
garding transparency, capital, ownership structure and
internal governance. This indicates that the Ukrainian
model of banking regulation combines the institution-
al level of legislative definition of a bank’s status with
the functional level of detail regarding supervisory and
prudential requirements in the NBU’s regulatory acts.
Law of Ukraine No. Law No. 4452-VI® establishes
a separate mechanism for protecting depositors and
maintaining confidence in the banking system. Within
the framework of the Ukrainian model, this law defines
thelegal basis for the operation of a special fund through
which guarantees for depositors and procedures for
removing insolvent banks from the market are imple-
mented. Thus, depositor protection and the response
to bank insolvency in Ukraine are institutionally linked
to the activities of a separate national mechanism that
performs not only a compensatory but also a stabilising
function. Law of Ukraine No. 361-1X* establishes a risk-
based approach in the field of anti-money laundering,
under which banks are required to establish internal
mechanisms for the identification, assessment and con-
trol of high-risk transactions. This indicates the inte-
gration of financial monitoring into a broader system of
internal control and risk management in banking activ-
ities. Law of Ukraine No. 2297-VI® and Law of Ukraine
No. 2163-VIII®* demonstrate that banking regulation in

! Law of Ukraine No. 679-XIV “On the National Bank of Ukraine”. (1999, May). Retrieved from https://bank.gov.ua/en/legislation/Law_NBU.
2 Law of Ukraine No. 2121-III “On Banks and Banking”. (2000, December). Retrieved from https://zakon.rada.gov.ua/go/2121-14?lang=en.
3 Law of Ukraine No. 4452-VI “On the System of Guaranteeing Natural Person Deposits”. (2012, February). Retrieved from https://zakon.

*Law of Ukraine No. 361-IX “On Prevention and Counteraction to Legalisation (Laundering) of Criminal Proceeds, Terrorist Financing and
Financing of Proliferation of Weapons of Mass Destruction”. (2019, December). Retrieved from https://zakon.rada.gov.ua/laws/show/361-

5 Law of Ukraine No. 2297-VI “On Protection of Personal Data”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2297-

¢ Law of Ukraine No. 2163-VIII “On the Basic Principles of Cybersecurity of Ukraine”. (2017, October). Retrieved from https://zakon.rada.gov.
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Ukraine also covers the related areas of personal data
protection and cybersecurity. Consequently, the stabili-
ty of banking operations within the national legal frame-
work s linked not only to financial indicators but also to
a banking institution’s ability to ensure the protection
of personal data and to counter cyber risks. In structural
terms, this means that the Ukrainian model of banking
regulation already goes beyond narrow prudential su-
pervision and encompasses a broader range of legal in-
struments to ensure the stability of the banking sector.
Whilst legislation stipulates the general framework
for banking regulation, the National Bank of Ukraine’s
regulations provide the level of detail required to spec-
ify the prudential, supervisory and organisational re-
quirements for banks. The main provisions regarding
capital, risk management, reporting and corporate gov-
ernance are concentrated in subordinate legislation.
Resolution of the National Bank of Ukraine No. 196! de-
tails the legislative requirements for capital as a tool for
covering banking risks. Resolution of the National Bank
of Ukraine No. 64?2 establishes requirements for inter-
nal procedures for the identification, measurement,
control and monitoring of risks. This regulatory logic
is further developed in Resolution of the National Bank
of Ukraine No. 1613, which obliges banks to conduct an
internal assessment of capital adequacy based on risk
profile and to justify it to the supervisory authority.

The NBU’s regulations on reporting and corpo-
rate governance also demonstrate that banking su-
pervision in Ukraine is not limited to a formal check
of compliance with specific standards. Resolution of
the National Bank of Ukraine No. 120% and Decision
of the National Bank of Ukraine No. 814-rsh® indicate
that reporting and a bank’s internal organisation are
regarded as components of the supervisory regime,
upon which the transparency of the bank’s activi-
ties, the quality of risk-taking and the effectiveness
of internal control depend. Of particular significance
is Resolution of the Board of the National Bank of
Ukraine No. 23° which reflects the specific nature of
the Ukrainian legal context, within which prudential
regulation is combined with the need to ensure the
continuity of the banking system’s functioning un-
der martial law. This provides grounds for asserting
that the Ukrainian model of banking regulation has
a two-tier structure: the legislative level defines the
institutional foundations and general rules, whilst the
sub-legislative level, established by NBU acts, ensures
the functional specification of prudential supervision.
This structure highlights the key role of the NBU not
only as a banking supervisory authority, but also as
an entity whose regulatory framework effectively
shapes the practical architecture of Ukraine’s banking
system (Fig. 2).
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Figure 2. Structure of the national regulatory framework
for the banking system in Ukraine and areas of alignment with EU law

Source: compiled by the author

Resolution_30122021_161.

! Resolution of the National Bank of Ukraine No. 196 “On Approval of the Regulation on the Procedure for Determining the Regulatory Capital
by Ukrainian Banks”. (2023, December). Retrieved from https://bank.gov.ua/ua/legislation/Resolution_28122023_196.
2Resolution of the National Bank of Ukraine No. 64 “On Approval of the Regulation on Organization of Risk Management System in Ukrainian
Banks and Banking Groups”. (2018, June). Retrieved from https://bank.gov.ua/ua/legislation/Resolution_11062018_64.
3 Resolution of the National Bank of Ukraine No. 161 “On Approval of the Regulation on Organization of Internal Capital Adequacy Assessment
Process (ICAAP) in Banks of Ukraine and Banking Groups”. (2021, December). Retrieved from https://bank.gov.ua/ua/legislation/

*Resolution of the National Bank of Ukraine No. 120 “On Approval of the Rules of Management of Statistical Reporting Filed with the
NBU”. (2018, November). Retrieved from https://bank.gov.ua/ua/legislation/Resolution_13112018_120.

® Decision of the National Bank of Ukraine No. 814-rsh “On Approval of the Methodological Recommendations on Organization of Corporate
Governance in Banks of Ukraine”. (2018, December). Retrieved from https://bank.gov.ua/ua/legislation/Decision_03122018_814-rsh.

6 Resolution of the Board of the National Bank of Ukraine No. 23 “On Some Issues of Operation of Ukrainian Banks and Banking Groups”. (2022,
February). Retrieved from https://zakon.rada.gov.ua/laws/show/v0023500-22.
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The Ukrainian model of regulatory and legal
oversight of the banking system is a comprehensive
national framework that brings together institution-
al, prudential, stabilisation and ancillary regulatory
components. The legislative level defines the general
institutional framework and basic rules for the func-
tioning of the banking sector, whilst the NBU’s regu-
latory acts provide for the functional specification of
supervisory and prudential requirements. This struc-
tural framework indicates that Ukrainian banking
regulation is systematic in nature and covers not only
banking activities themselves, but also the associated
institutional, stabilisation and control mechanisms.
At the same time, certain areas of banking regulation
differ from EU law and require further harmonisation,
particularly in relation to capital requirements, risk
management, supervisory reporting, corporate gov-
ernance, deposit guarantees, bank crisis resolution
mechanisms, financial monitoring, digital operational
resilience and cybersecurity.

The model of legal regulation of the EU banking
system outlined in this study is consistent with the
approaches set out in the academic literature, accord-
ing to which EU banking law functions as a coherent,
multi-level system in which prudential requirements
and supervisory mechanisms are integrated within a
common institutional framework. This conclusion is
consistent with the position of A. Thomadakis & J. Ar-
nal (2024), noting that the Single Supervisory Mech-
anism has evolved into a mature system with harmo-
nised and transparent supervisory practices, whilst
retaining the need for further adaptation to digital, cli-
mate and geopolitical challenges. At the same time, a
study by P. Schammo (2021) argues that the formation
of the Single Supervisory Mechanism is a manifesta-
tion of a more substantial institutional change within
the European Banking Union, encompassing the re-
distribution of competences, powers and governance
mechanisms between the supranational and national
levels. This correlates with the aforementioned de-
scription of the EU banking regulation model, within
which supervision is organised as a multi-level sys-
tem combining supranational and national elements.
T. Beck et al. (2023), in turn, justify the economic ra-
tionale for supranational banking supervision as a re-
sponse to the limitations of fragmented national con-
trol models, which, in an integrated financial space,
prove insufficient for proper risk management. This
approach is consistent with the description provided
of the institutional model of banking supervision in
the EU, within which the supranational level is com-
bined with the involvement of national regulators.

The findings of the study established that modern
EU banking law goes beyond traditional prudential
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regulation and encompasses financial monitoring, dig-
ital operational resilience and cybersecurity as inter-
related elements of a unified system for ensuring the
resilience of the banking sector. This is consistent with
the work of A. Minto & T. de Arruda (2026), noting that
the creation of a new European Anti-Money Launder-
ing Authority signals the EU’s transition to a new level
of institutional centralisation in the field of financial
monitoring. The authors demonstrated that this is not
merely about the emergence of a new regulator, but
about a shift in the very approach to the application of
national legislation, under which anti-money launder-
ing mechanisms are increasingly being integrated into
a single supranational system of coordination, control
and the enforcement of uniform standards.

D. Clausmeier (2023) found that the Digital Oper-
ational Resilience Act (DORA) establishes digital oper-
ational resilience as a distinct area of EU financial reg-
ulation, within which information and communication
technology risks, cyber threats and dependence on ex-
ternal digital suppliers are no longer viewed as a tech-
nical ancillary issue, but as a component of the overall
supervisory assessment of financial institutions. This
is consistent with the findings of the study, according
to which financial monitoring, digital operational resil-
ience and cybersecurity in EU law are integrated into
a comprehensive model of banking regulation. Thus,
EU banking law constitutes a systematically organised,
multi-tiered regulatory model, within which pruden-
tial, supervisory, crisis management and related mech-
anisms are designed to ensure the stability of the bank-
ing sector. In contrast, the Ukrainian model is national
in nature and is based on a combination of framework
laws and regulatory provisions issued by the NBU.

The specifics of harmonising

Ukrainian banking legislation with EU law

The harmonisation of Ukraine’s banking legislation
with EU law should be considered a consistent legal
process aimed not only at updating individual provi-
sions, but also at aligning the national model of banking
regulation with European approaches in the areas of
supervision, capital, internal governance, reporting, fi-
nancial monitoring and digital resilience. In this sense,
it forms part of the broader European integration of
Ukraine’s financial sector, rather than merely a tech-
nical exercise in adopting individual legal provisions.
The contractual basis for this process is the Association
Agreement between the European Union and its Mem-
ber States, of the one part!, and Ukraine, of the other
part, which establishes a regulatory mechanism for
the gradual alignment of Ukrainian legislation with EU
law, particularly in the field of financial services. There-
fore, the harmonisation of banking legislation is not

I ! Association Agreement between the European Union and its Member States, of the one part, and Ukraine, of the other part. (2014, June).
Retrieved from https://eur-lex.europa.eu/eli/agree_internation/2014/295/0j/eng.
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discretionary but mandatory in nature and is conduct-
ed within the framework of Ukraine’s international le-
gal obligations.

The institutional dimension of harmonisation re-
lates to the role of the National Bank of Ukraine, which,
in accordance with Law of Ukraine No. 679-XIV?, com-
bines the functions of a central bank, a banking regu-
latory body, a banking supervisory authority and a
rule-making body. The NBU is responsible for the im-
plementation of a significant part of the practical align-
ment of national banking regulation with EU stand-
ards, as the regulator specifies prudential, supervisory
and organisational requirements for banks within the
framework of its regulatory acts. The screening of fi-
nancial services legislation lends further significance to
this process. The National Bank of Ukraine’s (2025) as-
sessment of the alignment of national financial services
legislation with the EU acquis, conducted as part of the
screening process, demonstrated that the harmonisa-
tion of Ukraine’s banking legislation has taken on not
only an internal reformist character but also an exter-
nally assessed one in the context of Ukraine’s prepara-
tions for EU accession.

The alignment of Ukrainian banking legislation
with EU law takes two main forms. The first involves
adapting laws and subordinate legislation to the con-
tent of EU directives and regulations, whilst the second
involves specifying requirements regarding capital,
risk management, internal capital adequacy assess-
ment, supervisory reporting and corporate governance
through NBU regulations. Therefore, the level of har-
monisation is determined not only by laws but also by
the NBU’s regulatory practice. A separate area of focus
is the introduction of a risk-based approach to banking

supervision. This involves a shift from formal compli-
ance with regulatory standards to an assessment of a
bank’s risk profile, the quality of its internal govern-
ance and its ability to maintain stability in a changing
environment. In this respect the Ukrainian model aligns
with the proposed approach to banking supervision in
the EU, as set out in Directive 2013/36/EU of the Eu-
ropean Parliament and of the Council? Regulation (EU)
No. 575/2013 of the European Parliament and of the
Council?, as well as in the National Bank of Ukraine’s
national acts, in particular Resolution of the National
Bank of Ukraine No. 64* and Resolution of the National
Bank of Ukraine No. 161°.

Convergence with EU law is also occurring through
the gradual harmonisation of standards relating to cap-
ital, reporting, risk management and corporate gov-
ernance. This means that a bank is viewed not merely
as a subject of formal supervision, but as an institu-
tion that must continually demonstrate its resilience
through its internal organisation, capital structure,
disclosure of information and accountability to the
supervisory authority. In EU law, these approaches
are reflected in European Commission Implementing
Regulation No. 2024/3117¢, Regulation of the Europe-
an Parliament and the Council of the European Union
No. 2024/16237, and in Ukrainian law - in Resolution
of the National Bank of Ukraine No. 1968, Resolution
of the National Bank of Ukraine No. 64°and Decision of
the National Bank of Ukraine No. 814-rsh'°. In addition,
harmonisation extends to related areas - anti-money
laundering, data protection, digital operational resil-
ience and cybersecurity - which is related to Regula-
tion of the European Parliament and the Council of
the European Union No. 2024/1620'!, Regulation of

! Law of Ukraine No. 679-XIV “On the National Bank of Ukraine”. (1999, May). Retrieved from https://bank.gov.ua/en/legislation/Law_NBU.
2 Directive of the European Parliament and the Council of the European Union No.2013/36/EU “On Access to the Activity of Credit Institutions
and the Prudential Supervision of Credit Institutions and Investment Firms”. (2013, June). Retrieved from https://eur-lex.europa.eu/eli/
dir/2013/36/0j/eng.

3 Regulation European Parliament and the Council of the European Union No. 575/2013 “On Prudential Requirements for Credit Institutions
and Investment Firms (Capital Requirements Regulation, CRR)”. (2013, June). Retrieved from https://eur-lex.europa.eu/eli/reg/2013/575/
oj/eng.

* Resolution of the National Bank of Ukraine No. 64 “On Approval of the Regulation on Organization of Risk Management System in Ukrainian
Banks and Banking Groups”. (2018, June). Retrieved from https://bank.gov.ua/ua/legislation/Resolution_11062018_64.

% Resolution of the National Bank of Ukraine No. 161 “On Approval of the Regulation on Organization of Internal Capital Adequacy Assessment
Process (ICAAP) in Banks of Ukraine and Banking Groups”. (2021, December). Retrieved from https://bank.gov.ua/ua/legislation/
Resolution_30122021_161.

¢ European Commission Implementing Regulation No. 2024/3117 “Laying Down Implementing Technical Standards for the Application of
Regulation (EU) No. 575/2013 of the European Parliament and of the Council with Regard to Supervisory Reporting of Institutions”. (2024,
November). Retrieved from https://eur-lex.europa.eu/eli/reg_impl/2024/3117 /oj/eng.

7 Regulation of the European Parliament and the Council of the European Union No. 2024/1623 “Amending Regulation (EU) No. 575/2013 as
Regards Requirements for Credit Risk, Credit Valuation Adjustment Risk, Operational Risk, Market Risk and the Output Floor”. (2024, May).
Retrieved from https://eur-lex.europa.eu/eli/reg/2024 /1623 /0j/eng.

8 Resolution of the National Bank of Ukraine No. 196 “On Approval of the Regulation on the Procedure for Determining the Regulatory Capital
by Ukrainian Banks”. (2023, December). Retrieved from https://bank.gov.ua/ua/legislation/Resolution_28122023_196.

? Resolution of the National Bank of Ukraine No. 64 “On Approval of the Regulation on Organization of Risk Management System in Ukrainian
Banks and Banking Groups”. (2018, June). Retrieved from https://bank.gov.ua/ua/legislation/Resolution_11062018_64.

10 Decision of the National Bank of Ukraine No. 814-rsh “On Approval of the Methodological Recommendations on Organization of Corporate
Governance in Banks of Ukraine”. (2018, December). Retrieved from https://bank.gov.ua/ua/legislation/Decision_03122018_814-rsh.

11 Regulation of the European Parliament and the Council of the European Union No. 2024/1620 “Establishing the Authority for Anti-Money
Laundering and Countering the Financing of Terrorism”. (2024, May). Retrieved from https://eur-lex.europa.eu/eli/reg/2024/1620/0j/eng.
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the European Parliament and the Council of the Euro-
pean Union No. 2024/1624", Directive of the Europe-
an Parliament and the Council of the European Union
No.2024/1640?% Regulation of the European Parliament
and the Council of the European Union No. 2016/6793,
Regulation European Parliament and the Council of the
European Union No. 2022/2554* and Directive of the
European Parliament and the Council of the European
Union No. 2022/2555°. In Ukraine, these areas are reg-
ulated by Law of Ukraine No. 361-1X%, Law of Ukraine
No. 2297-VI” and Law of Ukraine No. 2163-VIII®. This
indicates that the Ukrainian model of alignment with
EU law is no longer confined to narrow prudential regu-
lation, but is gradually adopting an approach that treats
the banking system as a sphere of comprehensive reg-
ulatory stability.

Despite significant progress, there are objective
limits to the alignment of Ukrainian banking legisla-
tion with EU law. The main one relates to the differ-
ence between substantive and institutional harmoni-
sation: Ukraine can align substantive rules on capital,
reporting, risk management, depositor protection, fi-
nancial monitoring and digital resilience, but cannot
replicate the EU’s supranational banking supervision
architecture outside the scope of membership. This
applies firstly to the Single Supervisory Mechanism,
established by Council Regulation No. 1024/20130°,
and Regulation of the European Parliament and the
Council of the European Union No. 806/2014', as
well as approaches to the recovery and resolution of
banks, as defined Directive of the European Parliament
and the Council of the European Union No. 2014/59/
EU'.. They operate within a specific supranational
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institutional framework involving the European Cen-
tral Bank and banking crisis resolution authorities.
Consequently, these mechanisms can serve as a bench-
mark for Ukraine in terms of procedures, principles
and the substance of regulation, but should not be rep-
licated directly as institutional models.

In this regard, the harmonisation of Ukraine’s
banking legislation with EU law is primarily functional
in nature: it aims to achieve results commensurate with
European standards, even whilst preserving the nation-
al institutional framework. An additional constraint
on harmonisation is the development of banking law
under martial law, where adaptation to EU law must
be balanced against the need to ensure the continuity
of the banking system’s operations and its resilience
to exceptional risks. The harmonisation of Ukraine’s
banking legislation with EU law is a multi-level process
encompassing international legal obligations, the activ-
ities of the NBU, and the updating of laws and subordi-
nate legislation. At the same time, this process remains
functional rather than entirely institutional, as Ukraine
can align the substance and methods of banking regula-
tion with EU law, but cannot fully replicate the suprana-
tional model of the European Banking Union.

In view of this, the subsequent analysis emphasis-
es not a formal comparison of regulatory levels, but a
categorical, substantive and functional comparison of
the relevant elements of both models across key func-
tional blocks. This identified not only the common and
distinctive features of the relevant elements of legal
regulation, but also determined which of them are most
relevant for the further harmonisation of Ukrainian leg-
islation with EU law (Table 2).

! Regulation of the European Parliament and the Council of the European Union No. 2024/1624 “On the Prevention of the Use of the
Financial System for the Purposes of Money Laundering or Terrorist Financing”. (2024, May). Retrieved from https://eur-lex.europa.eu/eli/
reg/2024/1624/0j/eng.

2 Directive of the European Parliament and the Council of the European Union No. 2024/1640 “On the Mechanisms to Be Put in Place by
Member States for the Prevention of the Use of the Financial System for the Purposes of Money Laundering or Terrorist Financing”. (2024,
May). Retrieved from https://eur-lex.europa.eu/eli/dir/2024/1640/0j/eng.

3 Regulation of the European Parliament and the Council of the European Union No. 2016/679 “On the Protection of Natural Persons with
Regard to the Processing of Personal Data and on the Free Movement of Such Data (General Data Protection Regulation)”. (2016, April).
https://eur-lex.europa.eu/eli/reg/2016/679/2016-05-04/eng.

* Regulation European Parliament and the Council of the European Union No. 2022/2554 “On Digital Operational Resilience for the Financial
Sector”. (2022, December). Retrieved from https://eur-lex.europa.eu/eli/reg/2022 /2554 /oj/eng.

® Directive of the European Parliament and the Council of the European Union No. 2022/2555 “On Measures for a High Common Level of
Cybersecurity Across the Union (NIS 2 Directive)”. (2022, December). Retrieved from https://eur-lex.europa.eu/eli/dir/2022/2555/0j/eng.
¢ Law of Ukraine No. 361-IX “On Prevention and Counteraction to Legalisation (Laundering) of Criminal Proceeds, Terrorist Financing and
Financing of Proliferation of Weapons of Mass Destruction”. (2019, December). Retrieved from https://zakon.rada.gov.ua/laws/show/361-
20?lang=en.

7 Law of Ukraine No. 2297-VI “On Protection of Personal Data”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2297-
17?lang=en.

8 Law of Ukraine No. 2163-VIII “On the Basic Principles of Cybersecurity of Ukraine”. (2017, October). Retrieved from https://zakon.rada.gov.
ua/laws/show/2163-19.

? Council Regulation No. 1024 /2013 “Conferring Specific Tasks on the European Central Bank Concerning Policies Relating to the Prudential
Supervision of Credit Institutions”. (2013, October). Retrieved from https://eur-lex.europa.eu/eli/reg/2013/1024/oj/eng.

10 Regulation of the European Parliament and the Council of the European Union No. 806/2014 “Establishing Uniform Rules and a Uniform
Procedure for the Resolution of Credit Institutions and Certain Investment Firms in the Framework of a Single Resolution Mechanism and a
Single Resolution Fund”. (2014, July). Retrieved from https://eur-lex.europa.eu/eli/reg/2014/806/0j/eng.

1 Directive of the European Parliament and the Council of the European Union No. 2014/59/EU “Establishing a Framework for the
Recovery and Resolution of Credit Institutions and Investment Firms”. (2014, May). Retrieved from https://eur-lex.europa.eu/eli/
dir/2014/59/0j/eng.
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Table 2. A comparative analysis of the legal regulation of banking activities in the EU and Ukraine

Functional Relevance
unit EU UKkraine Common features Differences for further
coordination
In both models,
capital, liquidity and
Uniform requirements risk management are
regarding capital, liquidity, legal instruments for
large exposures, .mternal The framework ensuring the bank’s Provisions relating to
governance and disclosure, legislation and the stability, as follows from capital requirements
as established in the g . the Directive of the In the EU, prudential p . q ’
. . detailed requirements . . credit, market and
Directive of the European . . European Parliament requirements are . .
. . in the Law of Ukraine . . . operational risk,
Parliament and the Council « and the Council of integrated into a .
. No. 2121-I11 “On . . internal assessment
of the European Union Banks and Banking” the European Union single regulatory of a bank’s
No.2013/36/EU, Regulation . X No.2013/36/EU, framework, .
. . Resolution of the . - . capital adequacy,
Prudential European Parliament and . Regulation European whereas in Ukraine - .
. . National Bank of . . e supervisory review,
regulation the Council of the European ; Parliament and the a significant j :
) Ukraine No. 196, . . environmental, social
Union No.575/2013, - Council of the European | proportion of the
. . Resolution of the . . and governance
Directive of the European . Union No. 575/2013, requirements .
) National Bank of . [P risks, and the lower
Parliament and the . Law of Ukraine are specified in - .
. Ukraine No. 64 and « . . limit for calculating
Council of the European Resolution of the No. 2121-I1I1 “On secondary legislation caital requirements
Union No. 2024/1619 and . Banks and Banking” issued by the NBU p ed
. National Bank of . require further
Regulation of the European Ukraine No. 161 and Resolution of harmonisation
Parliament and the Council ’ the National Bank
of the European Union of Ukraine No. 196,
No. 2024/1623 Resolution of the
National Bank of
Ukraine No. 64
A multi-tiered supervisory
system involving the It would be advisable
European Central Bank to harmonise not
and naFu.)nal competent The NBU's centralised In the.E.U, the institutional
authorities, established national bankin supervision model of the
Council Regulation supervision follow%n In both models, banking combines Single Supervisory
No. 1024/2013 “Conferring tﬁe Law of Ukraineg supervision is governed supranational Mechanism, but its
Banking Specific Tasks on the No. 679-XIV “On the by public law and aims and national functional elements:
supervision European Central Bank National Bank of to ensure the stability of | levels, whereas in procedures for
Concerning Policies Relating Ukraine” and Law of the banking system and Ukraine, powers risk assessment,
to the Prudential Supervision Ukraine No. 2121-111 protecting depositors are concentrated supervisory
of Credit Institutions” and “On Banks an'd Banking” primarily at the level intervention,
Directive of the European & of the NBU coordination and the
Parliament and the Council application of a risk-
of the European Union based approach
No.2013/36/EU
Risk management and
corporate governance In the EU, these . .
reoulated by the Law elements are Provisions relating to
. . 8 K y . incorporated into internal governance,
Requirements regarding of Ukraine No. 2121- Both systems provide . . -
) « . a standardised risk appetite, the role
internal management, III “On Banks and for internal controls, . .
. . . - ) . supervisory of the supervisory
Risk control, governing bodies Banking”, Resolution risk management, :
Rk . e assessment, board, internal
management and risk assessment, of the National Bank accountability of the - . .
. . . . R whereas in Ukraine | control, stress testing
and corporate | stipulated by the Directive of of Ukraine No. 64, bank’s management §
. . . they are largely and the bank’s
governance | the European Parliament and Resolution of the bodies and the . g . .
. . . set out in detail in internal capital
the Council of the European National Bank of assessment of the risk NBU regulations adequacy assessment
Union No. 2013/36/EU Ukraine No. 161 and profile | 8 quacy
- . and implemented require further
Decision of the National through supervisor coordination
Bank of Ukraine & racfice y
No. 814-rsh P
The methodology
for supervisory
Reporting is a tool for In the EU, reporting reporting
standardising data within the - ensures the requires further
. . . Reporting is used as s -
single supervisory area in . comparability harmonisation,
; . a tool for national In both models, - .
accordance with Regulation . . . of data within a particularly
) supervisory control reporting provides the . .
Regulatory European Parliament and . . . . . common supervisory with regard to
. . in accordance with information basis for .
reporting the Council of the European . . o framework, standardised
. Resolution of the banking supervision < . .
Union No. 575/2013 and . . whereas in Ukraine reporting
. National Bank of and risk management . . .
European Commission Ukraine No. 120 itis primarily of formats, data
Implementing Regulation ’ internal regulatory comparability and
No. 2024/3117 significance the use of reports
in supervisory
assessments
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Table 2, Continued
Functional . . Relevance
unit EU Ukraine Common features Differences for further
coordination
A comprehensive system for sT}slfefnitl;::l?
recovery, early intervention, inile rated cris};s
the resolution of banking g - .
crises, loss sharing and management Provisions relating
de o'sit Larantees is Protection of depositors mechanism in place, to recovery plans,
_aep g o and the removal covering recovery, early intervention,
. stipulated by the Directive of . Both models are . . .
Depositor . of insolvent banks . early intervention, resolution tools,
. the European Parliament and designed to protect . -
protection . from the market are . R resolution and the internal loss
the Council of the European depositors, maintain . .
and ) regulated Law of ) . use of an internal absorption,
. Union No. 2014/59/EU, A confidence in the . L
insolvency . Ukraine No. 4452-VI . loss-absorption tool, crisis response
. Regulation of the European « banking system and . . .
resolution ) . On the System of . whereas in Ukraine coordination and
Parliament and the Council . respond to bank failures . ;
of the European Union Guaranteeing Natural the dominant deposit guarantee
No. 806/2014 Ta Directive of Person Deposits” approach is based on | standards require
theIEuropean Parliament and deposit guarantees harmonisation
the Council of the European a(r)l;i bt:rfkvswf?cl)(ri;i‘}ll‘/:l
Union No. 2014/49/EU
market
There is a need
Arisk-based approach and The risk-based to harmonise
a trend towards centralising approach within the approaches
control are stipulated by ppr ) . ) . to customer
. national financial In the EU, financial s
Regulation of the European - . L due diligence,
. monitoring system is Both systems monitoring is
Parliament and the . . . . . . enhanced due
. provided for in Law provide for customer increasingly being - .
Council of the European . . P . . diligence, beneficial
. of Ukraine No. 361-IX identification, the integrated into a .
. . Union No. 2024/1620, « . ) . . ownership, data
Financial . On the Prevention assessment of high-risk | supranational system ) )
o Regulation of the European . . s retention, reporting
monitoring . and Countering of transactions and the of coordination and L
Parliament and the > B . of suspicious
. Money Laundering, obligation for banks control, whereas in .
Council of the European - . . L . transactions
. Terrorist Financing to conduct internal Ukraine it remains a .
Union No. 2024/1624 Ta . : ) . - . . and supervisory
. . and the Financing financial monitoring | nationally organised ST
Directive of the European . . coordination in the
. . of the Proliferation system ) .
Parliament and the Council of Weapons of Mass field of anti-money
of the European Union Desrt)ruction" laundering and
No. 2024/1640 counter-terrorist
financing
Protection of personal data, There is a need
digital operational resilience In the EU, digital to harmonise
and cybersecurity are . operational resilience
Yy y p
. In Ukraine, the relevant . approaches to
regulated Regulation of the is a separate . .
) sectors are covered information and
European Parliament and : component of o
Data . by the Law of Ukraine Both models ) . . communication
. the Council of the European P . financial regulation .
protection, . No. 2297-VI “On acknowledge the impact ) technology risk
. Union No. 2016/679, . o h and supervisory
digital ) Protection of Personal | of digital, information management,

. Regulation European v . assessment, whereas | . . .
operational ) . Data”? and Law of and cyber risks on the . . incident reporting,
s Parliament and the Council . o . in Ukraine these . .
resilience, of the European Union Ukraine No. 2163-VIIl | stability of the banking issues are regulated digital operational

cybersecurity p “On the Basic Principles system g resilience testing,

No. 2022/2554! and
Directive of the European
Parliament and the Council
of the European Union
No. 2022/2555

of Cybersecurity of
Ukraine”

in a more piecemeal
manner and are not
fully integrated into
banking supervision

oversight of external

digital suppliers, and

the cybersecurity of
critical entities

Source: compiled by the author based on Council Regulation No. 1024 /201

[3 “Conferring Specific Tasks on the

European Central Bank Concerning Policies Relating to the Prudential Supervision of Credit Institutions”3, Directive
of the European Parliament and the Council of the European Union No. 2013/36/EU “On Access to the Activity
of Credit Institutions and the Prudential Supervision of Credit Institutions and Investment Firms”*, Regulation
European Parliament and the Council of the European Union No. 575/2013 “On Prudential Requirements for
Credit Institutions and Investment Firms (Capital Requirements Regulation, CRR)"%, Regulation of the European

177?lang=en.
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! Regulation European Parliament and the Council of the European Union No. 2022/2554 “On Digital Operational Resilience for the
Financial Sector and Amending Regulations (EC) No. 1060/2009, (EU) No. 648/2012, (EU) No. 600/2014, (EU) No. 909/2014 and (EU)
2016/1011”. (2022, December). Retrieved from https://eur-lex.europa.eu/eli/reg/2022/2554/0j/eng.
2 Law of Ukraine No. 2297-VI “On Protection of Personal Data”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2297-

% Council Regulation No. 1024 /2013 “Conferring Specific Tasks on the European Central Bank Concerning Policies Relating to the Prudential
Supervision of Credit Institutions”. (2013, October). Retrieved from https://eur-lex.europa.eu/eli/reg/2013/1024/0j/eng.]

* Directive of the European Parliament and the Council of the European Union No.2013/36/EU “On Access to the Activity of Credit Institutions
and the Prudential Supervision of Credit Institutions and Investment Firms, amending Directive 2002/87/EC and Repealing Directives
2006/48/EC and 2006/49/EC”. (2013, June). Retrieved from https://eur-lex.europa.eu/eli/dir/2013/36/0j/eng.
% Regulation European Parliament and the Council of the European Union No. 575/2013 “On Prudential Requirements for Credit Institutions
and Investment Firms and Amending Regulation (EU) No. 648/2012 (Capital Requirements Regulation, CRR)”. (2013, June). Retrieved from
https://eur-lex.europa.eu/eli/reg/2013/575/0j/eng.
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Parliament and the Council of the European Union No. 806/2014 “Establishing Uniform Rules and a Uniform
Procedure for the Resolution of Credit Institutions and Certain Investment Firms in the Framework of a Single
Resolution Mechanism and a Single Resolution Fund”?, Directive of the European Parliament and the Council
of the European Union No. 2014/59/EU “Establishing a Framework for the Recovery and Resolution of Credit
Institutions and Investment Firms”?, Directive of the European Parliament and the Council of the European Union
No. 2014/49/EU “On Deposit Guarantee Schemes (Recast)”?, Regulation of the European Parliament and the
Council of the European Union No. 2016/679 “On the Protection of Natural Persons with Regard to the Processing
of Personal Data and on the Free Movement of Such Data, and Repealing Directive 95/46/EC (General Data
Protection Regulation)”4, Regulation European Parliament and the Council of the European Union No. 2022/2554
“On Digital Operational Resilience for the Financial Sector”®, Directive of the European Parliament and the Council
of the European Union No. 2022/2555 “On Measures for a High Common Level of Cybersecurity Across the
Union, Amending Regulation (EU) No. 910/2014 and Directive (EU) 2018/1972 (NIS 2 Directive)”¢, European
Commission Implementing Regulation No. 2024/3117 “Laying Down Implementing Technical Standards for
the Application of Regulation (EU) No. 575/2013 of the European Parliament and of the Council with Regard to
Supervisory Reporting of Institutions and Repealing Commission Implementing Regulation (EU) 2021/451",
Directive of the European Parliament and the Council of the European Union No. 2024/1619 “Amending Directive
2013/36/EU as Regards Supervisory Powers, Sanctions, Third-Country Branches, and Environmental, Social and
Governance Risks”?, Regulation of the European Parliament and the Council of the European Union No. 2024 /1623
“Amending Regulation (EU) No. 575/2013 as Regards Requirements for Credit Risk, Credit Valuation Adjustment
Risk, Operational Risk, Market Risk and the Output Floor”?, Regulation of the European Parliament and the Council
of the European Union No. 2024/1620 “Establishing the Authority for Anti-Money Laundering and Countering
the Financing of Terrorism”?°, Regulation of the European Parliament and the Council of the European Union
No. 2024/1624 “On the Prevention of the Use of the Financial System for the Purposes of Money Laundering or
Terrorist Financing”*!, Directive of the European Parliament and the Council of the European Union No. 2024 /1640
“On the Mechanisms to Be Put in Place by Member States for the Prevention of the Use of the Financial System
for the Purposes of Money Laundering or Terrorist Financing”?, Law of Ukraine No. 2121-1II “On Banks and
Banking”!3, Law of Ukraine No. 679-XIV “On the National Bank of Ukraine”*, Law of Ukraine No. 4452-VI “On the
System of Guaranteeing Natural Person Deposits”?5, Law of Ukraine No. 361-IX “On Prevention and Counteraction
to Legalisation (Laundering) of Criminal Proceeds, Terrorist Financing and Financing of Proliferation of

! Regulation of the European Parliament and the Council of the European Union No. 806/2014 “Establishing Uniform Rules and a Uniform
Procedure for the Resolution of Credit Institutions and Certain Investment Firms in the Framework of a Single Resolution Mechanism
and a Single Resolution Fund and amending Regulation (EU) No. 1093/2010”. (2014, July). Retrieved from https://eur-lex.europa.eu/eli/
reg/2014/806/0j/eng.

2 Directive of the European Parliament and the Council of the European Union No. 2014/59/EU “Establishing a Framework for the Recovery
and Resolution of Credit Institutions and Investment Firms and Amending Council Directive 82/891/EEC, and Directives 2001/24/EC,
2002/47/EC, 2004/25/EC, 2005/56/EC, 2007/36/EC, 2011/35/EU, 2012/30/EU and 2013/36/EU, and Regulations (EU) No. 1093/2010
and (EU) No. 648/2012". (2014, May). Retrieved from https://eur-lex.europa.eu/eli/dir/2014/59/0j/eng.

3 Directive of the European Parliament and the Council of the European Union No. 2014/49/EU “On Deposit Guarantee Schemes
(Recast)”. (2014, April). Retrieved from https://eur-lex.europa.eu/eli/dir/2014/49/2014-07-02/eng.

*Regulation of the European Parliament and the Council of the European Union No. 2016/679 “On the Protection of Natural Persons with
Regard to the Processing of Personal Data and on the Free Movement of Such Data (General Data Protection Regulation)”. (2016, April).
https://eur-lex.europa.eu/eli/reg/2016/679/2016-05-04/eng.

% Regulation European Parliament and the Council of the European Union No. 2022/2554 “On Digital Operational Resilience for the Financial
Sector”. (2022, December). Retrieved from https://eur-lex.europa.eu/eli/reg/2022 /2554 /oj/eng.

¢ Directive of the European Parliament and the Council of the European Union No. 2022/2555 “On Measures for a High Common Level of
Cybersecurity Across the Union (NIS 2 Directive)”. (2022, December). Retrieved from https://eur-lex.europa.eu/eli/dir/2022/2555/0j/eng.
7 European Commission Implementing Regulation No. 2024/3117 “Laying Down Implementing Technical Standards for the Application of
Regulation (EU) No. 575/2013 of the European Parliament and of the Council with Regard to Supervisory Reporting of Institutions and
Repealing Commission Implementing Regulation (EU) 2021/451”. (2024, November). Retrieved from https://eur-lex.europa.eu/eli/reg_
impl/2024/3117/oj/eng.

8 Directive of the European Parliament and the Council of the European Union No. 2024 /1619 “Amending Directive 2013/36/EU as Regards
Supervisory Powers, Sanctions, Third-Country Branches, and Environmental, Social and Governance Risks”. (2024, May). Retrieved from
https://eur-lex.europa.eu/eli/dir/2024/1619/0j/eng.

? Regulation of the European Parliament and the Council of the European Union No. 2024/1623 “Amending Regulation (EU) No. 575/2013 as
Regards Requirements for Credit Risk, Credit Valuation Adjustment Risk, Operational Risk, Market Risk and the Output Floor”. (2024, May).
Retrieved from https://eur-lex.europa.eu/eli/reg/2024 /1623 /0j/eng.

10 Regulation of the European Parliament and the Council of the European Union No. 2024/1620 “Establishing the Authority for Anti-Money
Laundering and Countering the Financing of Terrorism”. (2024, May). Retrieved from https://eur-lex.europa.eu/eli/reg/2024/1620/0j/eng.
11 Regulation of the European Parliament and the Council of the European Union No. 2024/1624 “On the Prevention of the Use of the
Financial System for the Purposes of Money Laundering or Terrorist Financing”. (2024, May). Retrieved from https://eur-lex.europa.eu/eli/
reg/2024/1624/0j/eng.

2 Directive of the European Parliament and the Council of the European Union No. 2024/1640 “On the Mechanisms to Be Put in Place by
Member States for the Prevention of the Use of the Financial System for the Purposes of Money Laundering or Terrorist Financing”. (2024,
May). Retrieved from https://eur-lex.europa.eu/eli/dir/2024/1640/0j/eng.

13 Law of Ukraine No. 2121-III “On Banks and Banking”. (2000, December). Retrieved from https://zakon.rada.gov.ua/go/2121-14?lang=en.
* Law of Ukraine No. 679-XIV “On the National Bank of Ukraine”. (1999, May). Retrieved from https://bank.gov.ua/en/legislation/Law_NBU.
15 Law of Ukraine No. 4452-VI “On the System of Guaranteeing Natural Person Deposits”. (2012, February). Retrieved from https://zakon.
rada.gov.ua/laws/show/4452-17?lang=en.
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Weapons of Mass Destruction”?, Law of Ukraine No. 2297-VI “On Protection of Personal Data”?, Law of Ukraine
No. 2163-VIII “On the Basic Principles of Cybersecurity of Ukraine”?, Resolution of the National Bank of Ukraine
No. 196 “On Approval of the Regulation on the Procedure for Determining the Regulatory Capital by Ukrainian
Banks”4; Resolution of the National Bank of Ukraine No. 64 “On Approval of the Regulation on Organization of
Risk Management System in Ukrainian Banks and Banking Groups”®, Resolution of the National Bank of Ukraine
No. 161 “On Approval of the Regulation on Organization of Internal Capital Adequacy Assessment Process
(ICAAP) in Banks of Ukraine and Banking Groups”®, Resolution of the National Bank of Ukraine No. 120 “On
Approval of the Rules of Management of Statistical Reporting Filed with the NBU”?, Decision of the National Bank
of Ukraine No. 814-rsh “On Approval of the Methodological Recommendations on Organization of Corporate
Governance in Banks of Ukraine”® Resolution of the Board of the National Bank of Ukraine No. 23 “On Some

Issues of Operation of Ukrainian Banks and Banking Groups”®

The EU and Ukrainian models are characterised
by functional similarities, which are evident in criteria
such as regulatory objectives, risk management tools
and the role of supervisory mechanisms: in both cases,
legal regulation is aimed at ensuring the stability of the
banking system, risk control, depositor protection and
the consideration of related non-financial risks. At the
same time, the differences are determined not only by
the institutional level of supervisory organisation, but
also by the degree of internal consistency within indi-
vidual regulatory blocks.

The application of a systemic-structural approach
has shown that, in EU law, the prudential, superviso-
ry, crisis management and digital strands form an in-
tegrated model, within which supervisory procedures,
crisis resolution mechanisms and risk management re-
quirements constitute a coherent system for ensuring
financial stability. In Ukraine, the relevant elements are
also in place, but their interaction is less integrated and
is implemented through a combination of framework
laws, NBU regulations and specific mechanisms. Such
discrepancies indicate that the main obstacle to further
alignment of Ukrainian banking legislation with EU law
is not only the absence of specific regulatory decisions,
but also the insufficient integration of individual regu-
latory blocks into a coherent model of banking super-
vision and crisis response. At the same time, the iden-
tified substantive similarities in prudential regulation,
risk management, supervisory reporting and financial

monitoring lay the groundwork for further functional
alignment of the Ukrainian model with EU law, whereas
the most notable differences relate to anti-crisis regu-
lation, the organisation of supervision, and the integra-
tion of digital operational resilience and cyber risks into
banking supervision. This confirms that the implemen-
tation of the EU acquis in the banking sector in Ukraine
is selective and functional in nature: certain elements
already reflect the substance of European standards,
whilst their systematic integration into a coherent reg-
ulatory model remains incomplete.

The findings of this comparative legal analysis not
only identified the similarities and differences in the
regulation of banking activities in the EU and Ukraine,
but also interpreted them in the broader context of
contemporary academic approaches to the functioning
of banking regulation. The comparison of the identi-
fied patterns with the provisions of European doctrine
makes it possible to assess the degree of consistency of
the conclusions drawn with existing theoretical models
and to clarify the nature and limits of the alignment of
Ukrainian legislation with the EU acquis. In particular,
the most pronounced substantive similarity, identified
in the prudential block, requires separate academ-
ic consideration. This conclusion is consistent with
the approach presented in the study by Y. Altunbas et
al. (2021), which demonstrates that the functioning of
the Single Supervisory Mechanism influences practic-
es regarding the disclosure of banking risks. A similar

! Law of Ukraine No. 361-IX “On Prevention and Counteraction to Legalisation (Laundering) of Criminal Proceeds, Terrorist Financing and
Financing of Proliferation of Weapons of Mass Destruction”. (2019, December). Retrieved from https://zakon.rada.gov.ua/laws/show/361-
20?lang=en.

2 Law of Ukraine No. 2297-VI “On Protection of Personal Data”. (2010, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2297-
177?lang=en.

3 Law of Ukraine No. 2163-VIII “On the Basic Principles of Cybersecurity of Ukraine”. (2017, October). Retrieved from https://zakon.rada.gov.
ua/laws/show/2163-19.

* Resolution of the National Bank of Ukraine No. 196 “On Approval of the Regulation on the Procedure for Determining the Regulatory Capital
by Ukrainian Banks”. (2023, December). Retrieved from https://bank.gov.ua/ua/legislation/Resolution_28122023_196.

® Resolution of the National Bank of Ukraine No. 64 “On Approval of the Regulation on Organization of Risk Management System in Ukrainian
Banks and Banking Groups”. (2018, June). Retrieved from https://bank.gov.ua/ua/legislation/Resolution_11062018_64.

© Resolution of the National Bank of Ukraine No. 161 “On Approval of the Regulation on Organization of Internal Capital Adequacy Assessment
Process (ICAAP) in Banks of Ukraine and Banking Groups”. (2021, December). Retrieved from https://bank.gov.ua/ua/legislation/
Resolution_30122021_161.

7Resolution of the National Bank of Ukraine No. 120 “On Approval of the Rules of Management of Statistical Reporting Filed with the
NBU”. (2018, November). Retrieved from https://bank.gov.ua/ua/legislation/Resolution_13112018_120.

8 Decision of the National Bank of Ukraine No. 814-rsh “On Approval of the Methodological Recommendations on Organization of Corporate
Governance in Banks of Ukraine”. (2018, December). Retrieved from https://bank.gov.ua/ua/legislation/Decision_03122018_814-rsh.

? Resolution of the Board of the National Bank of Ukraine No. 23 “On Some Issues of Operation of Ukrainian Banks and Banking Groups”. (2022,
February). Retrieved from https://zakon.rada.gov.ua/laws/show/v0023500-22.
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emphasis can be found in the study by K. Méré & A. Tar-
dos (2024) which highlights the close interconnection
between banks’ financial reporting and prudential reg-
ulation. In the European model, capital, risks, reporting
and the internal organisation of a bank are viewed as
interrelated elements of a single supervisory regime.
The study by ].A. Fernandez Fernandez (2023)
addressed the European Banking Union as a complex,
multi-level structure, the development of which is de-
termined not only by formal rules but also by the in-
ternal interactions between its institutional elements.
This approach corresponds to the characterisation
of EU banking regulation presented in this study as a
systemically organised model, within which prudential
requirements, supervisory mechanisms, anti-crisis in-
struments and related control regimes function in an
interrelated manner. C. Papathanassiou (2022) demon-
strated that banking supervision in the EU has not only
a technical but also a distinct legal dimension, as it is
conducted within the broader EU legal order and can-
not be considered in isolation from legal safeguards and
general principles of law. This complements the charac-
terisation of the European model of banking regulation
as one that combines institutional, supervisory and le-
gal elements within a single regulatory framework.
The findings of the study showed that, in the area
of anti-money laundering, there is a close alignment be-
tween Ukrainian and EU law in the application of a risk-
based approach. At the same time, the organisation of
this area of regulation remains different: whilst in the
EU the development of anti-money laundering meas-
ures is linked to increased supranational coordination,
in Ukraine the relevant mechanism retains a predom-
inantly national character. This is consistent with the
study by S. Tosza & O. Voordeckers (2024), in which the
creation ofanew Europeanbody in the field of anti-mon-
ey laundering is viewed as a shift of the centre of gravity
to the supranational level. Thus, in this area, there is a
similarity in the regulatory approach between Ukraine
and the EU, but not an identity of the institutional model.
The study by E. Carletti et al. (2021) shows that su-
pervision within the European Banking Union is based
on a specific system of interaction between the central
and national levels, in which the effectiveness of su-
pervision depends not only on the formal division of
powers, but also on the quality of information exchange
and coordination between participants in the supervi-
sory process. ]. Zeitlin (2023) characterised the Single
Supervisory Mechanism as a multi-level structure com-
bining elements of hierarchy, coordination and flexible
governance. In the study by M. BoZina Bero$ (2023), the
emphasis is placed on the fact that the EU’s common su-
pervisory model is shaped through constant interaction
between supranational and national authorities, as well
as through the development of a common supervisory
culture. Taken together, these authors’ works are con-
sistent with the findings of the present study, according

to which the Ukrainian model corresponds to EU law
primarily in a functional rather than an institutional
dimension. Ukraine can align the content of regulation,
supervisory procedures and control methods with EU
standards; however, the supranational architecture of
the European Banking Union cannot be replicated out-
side the EU.

The findings of the study revealed that differences
remain between EU law and Ukrainian legislation in
the area of bank insolvency resolution and depositor
protection. The element of the Ukrainian model most
comparable to EU law is the deposit guarantee scheme,
whereas the mechanisms for early intervention, the
restoration of banking operations and the resolution of
banking crises in Ukrainian law have not yet attained
the systematic nature characteristic of the European
model. At the same time, T.F. Huertas (2022) argued
that the system for resolving banking crises and depos-
it guarantees in the Eurozone is not yet complete and
requires further review to ensure a more consistent
and effective response to banking crises. The author
emphasised the need for better coordination of crisis
resolution mechanisms, loss allocation and deposi-
tor protection, as the fragmentation of these elements
undermines the integrity of the anti-crisis model. The
study by M. Timmler (2022) demonstrated that the
development of a common European deposit insurance
scheme is hampered not only by economic consider-
ations but also by institutional and political factors
linked to the positions of Member States and the role of
national deposit guarantee schemes. This confirms the
conclusion of this study that the anti-crisis bloc is one
of the most complex areas for further harmonisation of
Ukrainian banking legislation with EU law.

The differences between the Ukrainian and Europe-
an models in the area of depositor protection and bank
insolvency resolution identified in the present study
are consistent with the approach taken by V. Krahl-
evych (2022), who argues for the need to further align
the national deposit guarantee scheme with EU stand-
ards. Atthe same time, the conclusion that the alignment
of Ukraine’s banking legislation with EU law is already
occurring at the level of individual regulatory institu-
tions is consistent with the position of V.V. Skryl (2023),
according to which the integration of Ukraine’s banking
system into the European banking area is already find-
ing practical expression in certain segments of financial
regulation. The approach to harmonisation as an une-
ven and not yet fully completed process is consistent
with the findings of P.S. Patsurkivskyi & R.0. Havryli-
uk (2025), who emphasised the more comprehensive
yet still fragmentary nature of the implementation of
EU financial law in Ukraine. In turn, the conclusion re-
garding the limitations of a full institutional replication
of the European model of banking supervision corre-
sponds with the study by A. Demianiuk (2025), which
focuses on the institutional and regulatory features
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of the organisation of supervision in Ukraine and the
EU. Consequently, further harmonisation of Ukrainian
legislation with EU law is most realistic in functional
terms - through the adoption of supervisory proce-
dures, approaches and standards, rather than through
the direct replication of the supranational model of the
European Banking Union.

The findings of the study revealed that the greatest
differences between Ukrainian legislation and EU law
persist in the areas of digital operational resilience, cy-
bersecurity and the incorporation of digital risks into
banking supervision. This is consistent with the find-
ings of C. Buttigieg & B.B. Zimmermann (2024), who
demonstrated that the EU regulation on digital opera-
tional resilience creates a harmonised framework for
regulating the digital resilience of the financial sector,
but at the same time highlights issues of fragmented
supervision, inconsistent national approaches and in-
sufficient coordination within the European financial
supervisory system. The Ukrainian model has not yet
reached the level of integration of new digital and relat-
ed risks into banking supervision that is already taking
shape in EU law; consequently, this area remains one of
the priority areas for further adaptation.

Consequently, the further alignment of Ukraine’s
banking legislation with EU law requires not only the
updating of specific regulatory provisions, but also the
strengthening of systemic coherence between the main
functional areas of banking regulation. Priorities in this
context include improving mechanisms for responding
tobankinsolvency, standardising supervisory reporting,
integrating financial monitoring into the overall bank-
ing supervision system, and incorporating digital oper-
ational resilience and cyber risks into the comprehen-
sive supervisory assessment of banks. The effectiveness
of this process will depend not only on the pace of up-
dating the regulatory framework but also on the ability
to ensure its systematic and consistent implementation.

Conclusions

The findings of the study showed that the legal regula-
tion of the EU banking system operates as a coherent,
multi-tiered system in which prudential requirements,
supervisory mechanisms, crisis management tools
and related control regimes form a unified framework
for ensuring financial stability. The Ukrainian mod-
el of banking regulation is based on a combination of
framework laws and NBU regulations, which provide
detailed requirements for capital, risk management,
reporting and corporate governance. The alignment of
Ukraine’s banking legislation with EU law is mandatory
and is conducted within the framework of the state’s
international legal obligations and the NBU’s practical
rule-making activities. The most pronounced similarity
in substance is evident in prudential regulation, where
Ukrainian legislation most consistently reflects Europe-
an approaches to capital adequacy, internal control, risk
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assessment and supervisory procedures. Supervisory
reporting in Ukraine, despite its standardisation, has
not yet reached the level of unification and compara-
bility characteristic of the EU’s single supervisory area.
In the area of depositor protection, Ukrainian law has
established an independent and relatively well-devel-
oped mechanism; however, in terms of early interven-
tion, the restoration of banking operations and crisis
resolution, it still behind the systematic nature of the
European model. In the area of anti-money laundering,
Ukrainian legislation is similar to European legislation
in its approach, yet it retains a predominantly national
framework for supervision, whereas EU law shows a
trend towards greater centralisation.

The most notable differences between Ukraine and
the EU lie in the areas of digital operational resilience,
cybersecurity and data protection, which, in the Euro-
pean model, are already integrated into the banking su-
pervision system as components of a bank’s resilience
assessment. At the same time, the further alignment
of Ukrainian legislation with EU law is primarily of a
functional nature, as it primarily involves bringing the
content of regulation, supervisory procedures and con-
trol methods into line with European standards. In the
absence of EU membership, the Ukrainian legal system
cannot replicate the supranational architecture of the
European Banking Union; therefore, the full institution-
al replication of the European model remains objective-
ly limited. An additional factor influencing the pace and
depth of this process is the need to combine adaptation
to EU law with ensuring the continuity and stability
of the banking system under martial law. At the same
time, the key task remains ensuring internal consisten-
cy between the prudential, supervisory, anti-crisis and
related strands of banking regulation.

Consequently, the further development of Ukraine’s
banking legislation should be directed not merely at
updating individual provisions, but at systematically
improving the entire model of banking regulation, par-
ticularly regarding reporting, crisis management mech-
anisms, digital resilience and the institutional capacity
of supervisory authorities. Future research should con-
duct an in-depth examination of the practical impact
of harmonising Ukraine’s banking legislation with EU
law on supervisory practice, the financial stability of
the banking sector, the institutional capacity of bank-
ing supervisory authorities, and Ukraine’s readiness for
further European integration.
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AHoTauia

MeTow [pociifpkeHHs1 OyJi0 3icTaB/eHHs NPaBOBOrO peryJiloBaHHS OaHKIBCbKOI CUCTeMH YKpaiHU 3
€BPONENCbKUMU NPAaBOBUMHU CTaHAApPTaMU /Il OKpeCJeHHS HalpAMiB HOro MOAAJbIIOr0 BJOCKOHAJNEHHS.
A 1nboro 6y/JM BHUKOPHUCTAaHI MeTOAM AOKTPHUHAJbHO-NPABOBOIrO, NMOPiBHAJIbHO-NIPAaBOBOIO, CHUCTEMHO-
CTPYKTypHOro aHajizy. PesyabTaTW JocaifpkeHHS 3acBifuyuM, 10 TrapMoOHisalisgs 6aHKiBCbKOTO
3aKOHO/IAaBCTBA YKpaiHU 3 npaBoM EBponelcbkoro Cowo3y Mae HepiBHOMIpHMM xapakTep. HakBupasHila
3MicTOBa OJIM3BKICTb MiXK MOJENSAMU INPOCTEKYETbCS y NpPYyAeHLiHHOMYy OJioli Ta CYMDKHHX cdepax
ynpaBJliHHSI pU3UKaMM, HarJjsJoBoi 3BiTHocTi U ¢iHaHCOBOro MOHITOPUHTY, HAaTOMICTb HalmoMiTHii
BiZAMIHHOCTI CTOCYIOTbCS AaHTHMKPHU30BOTO peryJOBaHHs, opraHizauii Harisay Ta iHTerpanii nudposoi
omnepariifiHol CTIHKOCTi i KibeppU3UKiB /10 6AaHKIBCbKOr0 HarJsAy. B 060X Moessix MpaBoBe peryJiroBaHHSA
cpsiMOBaHe Ha 3ab6e3NeyeHHs CTIMKOCTI 6aHKIBCbKOI CUCTEMHU, KOHTPOJIb 32 PU3UKAMHU, 3aXUCT BKJIaJHHUKIB
i BpaxyBaHHs cyMiXXHUX HediHAaHCOBUX PHU3HUKIB, 30kpeMa y chepax PpiHaHCOBOro MOHITOPHHIY, 3aXUCTY
JlaHUX i Kibep6e3neku. BcTaHOBJIEHO, 1110 YKpalHCbKa MO/ieslb HabJIMXKeHHs J10 TpaBa EBponeicbkoro Cowsy
Mae nepeBakHO (QYHKIiOHAaJbHUH XapaKTep, OCKIJIbKM BOHa BiZjoOpaka€ 3MiCT i MeTOJU €BPOIENCbKOro
06aHKIBCbKOIO peryJjloBaHHs, ajle He MO)Xe IOBHICTIO BiJTBOPUTH HaJHAliOHAJbHY [HCTUTYLilHY
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6JI0KkaMM peryJ/mooBaHHsA. ToMy Mojajblla aJanTallis 3aKOHOAABCTBa YKpaiHM [0 mpaBa €BponeicbKoro
Coro3y notpebye yHidikanil HarisA40B0i 3BITHOCTi, pO3BUTKY MeXaHi3MiB ypery/oBaHHsI 6aHKIBCbKUX KpHU3
Ta iHTerpauii udpoBoi onepaniiHoi cTifikocTi. [I[pakTHYHe 3HaYeHHS1 Pe3yJIbTATIB MOJSATaE B MOXJIUBOCTI
ix BUKOpHcTaHHS HarioHasbHUM GaHKOM YKpaiHH, opraHaMH JeprKaBHOI BJIaAM Ta HAyKOBO-OCBITHIMHU
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Abstract

This study is motivated by the introduction of automatic traffic offence enforcement systems and the need
to reconsider their legal, organisational, and procedural regulation in the context of digitalisation of public
administration. The aim of this study was to examine the specifics of regulatory consolidation, organisation,
and application of the system of automatic recording of traffic violations in Ukraine and individual states. The
paper employed formal legal, systemic-structural, comparative legal, logical-semantic, and analytical methods.
The study found that the regulatory framework governing the operation of the automatic recording system
in Ukraine is formed by provisions of codified administrative legislation, governmental regulations, and
departmental regulations, which together define the substantive, organisational, technical, and procedural
foundations of its operation. It was revealed that the Ukrainian model is characterised by a specific legal
definition of the liable person, issuance of a decision without drawing up a protocol and without the direct
participation of the person in administrative proceedings. It was proven that the evidential base in cases
of this category is formed by technical enforcement devices and data from official state registers, which
determines the specific nature of procedural guarantees. It has been established that the enforcement stage of
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the administrative decision is of independent significance in ensuring proper notification of the individual and
protection of procedural rights. Comparative analysis showed that in France, the United Kingdom, individual
states of Australia, and New Zealand, automatic recording is combined with more developed mechanisms
for technical approval of enforcement tools and the use of automatically obtained data as evidence. The
study is of practical importance for the further development of the national model in terms of legal certainty,
admissibility of automatically obtained data, technical suitability of control tools, and protection of personal

data of road users
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administrative liability; liable person; automated speed enforcement; evidential value of technical data; appeal
of decision; personal data protection; comparative legal analysis

Introduction

Automatic recording of road violations is an important
element of modern systems for ensuring safety in trans-
port infrastructure and government policy in the field
of road traffic. Contemporary scientific studies show
that the introduction of technologies for automatic con-
trol of traffic violations, in particular, the recording of
speeding and other offences using stationary and mo-
bile complexes, in most cases is associated with a de-
crease in the number of road accidents and the severity
of their consequences. In particular, in the systematic
review, A. Alobaidallah et al. (2025) summarised the re-
sults of international studies that confirm the positive
impact of automated control systems on road safety in-
dicators, while emphasising the dependence of the ef-
fect on implementation models, public perception, and
stability of law enforcement.

Similar results were obtained by C. Luca (2024),
who stated that automatic control systems contribute
to improving the discipline of road users, optimizing
traffic flows, and improving the efficiency of traffic
management in general. The study by M. Sebapalo et
al. (2025), based on the material of the city of Gaborone
(Botswana), according to experts in the field of trans-
port and road safety, associated the use of cameras
with curbing traffic violations and reducing accidents
in their installation areas.

Quantitative empirical data also confirmed the pos-
itive safety impact of such systems. Thus, an analysis of
the automatic speed control programme in New York
showed that in areas where cameras were installed in
2022, in the subsequent period, there was a decrease
in the number of injuries and deaths. In particular,
the comparison of indicators for 2021-2023 allowed
tracking the change in accidents before and after the
installation of cameras: according to data (New York
City Department of Transportation, 2024), the number
of such cases was 14% lower compared to the control
road corridors without cameras. Similar results were
obtained in other studies: in the longitudinal analysis of
the automatic speed enforcement programme in New
York, J. Gao et al. (2025) recorded a statistically signif-
icant reduction in the number of road accidents after
the installation of fixed cameras, while emphasising the
unevenness and contextual dependence of this effect.
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A separate area of contemporary research is de-
voted to the legal and organisational aspects of the
functioning of automatic crime recording systems. In
particular, A. Vadeby & C. Howard (2024) in a study
of the effectiveness of the system of fixed speed cam-
eras in Sweden found that their use contributes to in-
creased compliance with the speed limit, a decrease in
the average speed of vehicles, and is accompanied by
a reduction in the number of deaths in road accidents.
K. Shaaban et al. (2023), based on empirical data on the
use of fixed speed cameras, proved that automatic sys-
tems contribute to reducing the speed of vehicles and
increasing the level of compliance by drivers with the
established speed limits. In turn Z. Cheng et al. (2025),
based on longitudinal analysis of data on the installa-
tion of road cameras, found a statistically significant
decrease in the number of road accidents after the in-
troduction of automatic control systems. The research-
ers explained this effect by a combination of technical
capabilities for automatic detection of violations, con-
stant video surveillance, and a behavioural deterrent
effect, which forms a more cautious model of behaviour
on the road for drivers.

Despite a significant number of international stud-
ies, insufficient attention is paid to a comprehensive
comparative analysis of the Ukrainian model of auto-
matic recording of offences with approaches used in
other countries. In particular, they require additional
scientific understanding of the issues of legal regula-
tion of the functioning of such systems, organisation of
their application, and ensuring a balance between the
effectiveness of control and guarantees of the rights of
road users. In this regard, the relevance of the study
is conditioned by the need for a critical analysis of the
current state of regulatory support, organisation, and
practice of using automatic crime detection systems as
an important component of the national policy in the
field of road safety.

The purpose of the study was to investigate the
specific features of regulatory consolidation, organisa-
tion, and application of the system of recording traffic
violations in automatic mode in Ukraine and individual
states to determine the areas for further development
of the national model in terms of legal certainty, the
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permissibility of using automatically obtained data, the
technical suitability of control tools, and ensuring the
privacy of road users. To achieve this goal, the following
research objectives were defined:

1) to analyse the regulatory framework for the
functioning of systems for automatic recording of ad-
ministrative offences in the field of road safety;

2) to investigate the organisational, technical, and
procedural features of the application of the automatic
recording system, in particular, regarding the determi-
nation of the responsible person, making a decision, the
evidential value of technical data, the implementation
of the decision and its appeal;

3) to comparatively analyse the Ukrainian model
and approaches used in France, Great Britain, individ-
ual states of Australia, and New Zealand, to determine
possible areas for improving national regulation and
law enforcement practices.

Literature Review

The analysis of contemporary scientific literature gives
grounds to identify several main areas of research of au-
tomated control systems in the field of road traffic. The
first area covers works in which automatic recording
is considered through the prism of its safety efficiency.
In these studies, M. Delavary et al. (2024), Z. Cheng et
al. (2025), and A.W. Howard et al. (2025) analysed
the impact of speed cameras, cameras that record ve-
hicles running red lights, automatic number plate
recognition systems, and other technical measures
on accident rates, the severity of road traffic accident
consequences, and drivers’ speed behaviour. A. Vade-
by & C. Howard (2024), A. Alobaidallah et al. (2025),
J. Gao et al. (2025), generally confirmed the positive
impact of automated control on the discipline of road
users, reducing speed violations, and road safety indi-
cators. These studies showed that the effectiveness of
such systems is not automatic or universal, but depends
on the location of the cameras, traffic intensity, stability
of law enforcement, the implementation model, and the
level of public trust.

The second area is related to the investigation of
behavioural and social effects of automated control.
In this aspect, it is important to pay attention not only
to reducing the number of violations, but also to how
drivers adapt their behaviour to the presence of cam-
eras. In particular, E.C. Amancio et al. (2024) investi-
gated the effect of fixed speed cameras on the actual
speed behaviour of drivers, whereas S.L. Valderrama et
al. (2024) highlighted the possible behavioural side ef-
fects of automatic monitoring, in particular, changes in
driver behaviour after driving through the area where
the camera is installed. In the same context, S.A.A. Safa-
vi-Naini et al. (2024), studying the behaviour of drivers
when using fixed and sectional speed control cameras,
showed that the effectiveness of such tools depends
on the type of control and the behavioural response

of drivers. Such studies allow critically evaluating au-
tomatic recording not as a self-contained tool, but
as an element of a broader road safety policy. This is
important for legal analysis, since the effectiveness of
automatic recording cannot be evaluated solely by the
number of decisions made or the number of technical
means installed.

The next area concerns the public perception of au-
tomated control. A. Delbosc et al. (2025) showed that
the maintenance of such systems depends not only on
their actual effectiveness, but also on whether they are
perceived as fair, transparent, and aimed specifically at
security, and not at fiscal filling of the budget. For the
Ukrainian context, this approach is particularly impor-
tant, since automatic recording involves making a de-
cision without drawing up a protocol and without the
direct participation of a person at the initial stage of
proceedings. In such circumstances, the legitimacy of
the system depends on the clarity of the procedure, the
availability of appeal mechanisms, and the actual ability
of a person to refute the presumption of responsibility.

The fourth area covers the investigation of the legal
limits of digital control, personal data protection, and
the permissibility of using surveillance technologies.
C.Slobogin & S. Brayne (2023) regards surveillance tech-
nologies as part of broader mechanisms of state control,
which need to be assessed in terms of legality, propor-
tionality, and the protection of privacy. Research on ap-
proaches to ensuring privacy-by-design stage of smart
environments is of related importance, since automatic
detection of offences functions within the broader dig-
ital infrastructure for data collection, processing, and
use (Ivanovska et al, 2025). For automatic recording
systems, this is of direct importance, since their op-
eration is associated with the collection and process-
ing of data about the vehicle, its registration number,
place, time, and circumstances of the recorded event.

Thus, contemporary scientific literature compre-
hensively covers the effectiveness of automated control
systems, their behavioural impact, public perception,
and individual risks of digital surveillance. The ques-
tion of how exactly the automatically obtained technical
data is integrated into the legal procedure for bringing
to administrative responsibility remains rather neglect-
ed. It is precisely this circumstance that determines the
academic need to analyse automated enforcement not
merely as a means of monitoring compliance with road
traffic regulations, but as a specific administrative and
procedural model, within which legal certainty, the ev-
idential value of the data obtained, the technical suita-
bility of the devices, the identification of the responsible
person, appeals against decisions, and the protection of
personal data must be mutually consistent.

Materials and Methods

The study of the system for recording administrative of-
fences in the field of road safety in automatic mode was
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carried out using administrative legal and comparative
legal approaches. Conceptually, the research was based
on the understanding of automatic recording not only
as a technical method for detecting violations, but as a
regulatory and procedurally regulated mechanism for
implementing bringing to administrative responsibility,
the functioning of which depends on a combination of
substantive, evidential, procedural, and organisational
and technical elements. This approach allowed inves-
tigating the relevant issues, both in the plane of legal
regulation and in the plane of law enforcement.

The main research method employed was the
formal legal approach, which was used to analyse
the provisions of the Code of Ukraine on Administra-
tive Offences!, and subordinate legislation issued by
the Cabinet of Ministers of Ukraine and the Ministry
of Internal Affairs of Ukraine, which define the legal
framework for the operation of the automatic record-
ing system, the procedure for issuing decisions, the
mechanisms for exemption from administrative liabili-
ty, the enforcement of decisions, and the procedures for
appealing against them. It was the application of this
method that helped to establish the regulatory struc-
ture of the responsible person, find out the procedural
features of administrative proceedings, and identify the
specifics of the legal regime of automatically obtained
data. The system structural method was used to ana-
lyse the internal construction of the model under study.
With its help, the automatic recording system was con-
sidered as an integral mechanism, within which the
regulatory framework, technical means of control, ev-
idence base, the procedure for notifying a person, the
implementation of a decision, and appeal mechanisms
are interrelated. The functional significance of each of
the elements in the overall structure of administrative
and tort response was determined.

The comparative legal method was used to com-
pare the Ukrainian model of automatic recording with
individual approaches. In this context, official materials
from France, the United Kingdom, the Australian states
of Victoria and New South Wales, Sweden, and New
Zealand (New Zealand Transport Agency, 2024; Obser-
vatoire National Interministeriel de la Securite Rout-
iere, 2024; Vadeby & Howard, 2024; Department of Jus-
tice and Community Safety, 2025) were analysed. This
method identified the features of technical approval of
control tools, evidence-based use of automatically ob-
tained data, organisational integration of automatic re-
cording systems, and legal assessment of privacy risks.

2 Ibidem, 1984.

show/833-2017-%D0%BF.
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Results

The normative legal basis for the functioning of the
system of recording administrative offences in the
field of road safety in automatic mode in Ukraine is
established by the provisions of the Code of Ukraine
on Administrative Offences, which defines the general
principles of administrative responsibility and the spe-
cifics of proceedings in cases of offences recorded in
automatic mode?. Organisational and technical aspects
of the system’s functioning are regulated by Resolution
No. 833 of the Cabinet of Ministers of Ukraine dated
November 10, 20173, which defines the procedure for
implementing technical means (control devices), infor-
mation processing, and interaction between subjects
of power. The procedure for processing documents
relating to administrative offences is governed by Or-
der No. 13 of the Ministry of Internal Affairs of Ukraine
dated 13 January 2020, which sets out the steps to be
taken by authorised officials*.

The introduction in Ukraine of the system of auto-
matic recording of administrative offences in the field of
road safety is considered as one of the priority areas of
the government policy aimed at increasing the level of
compliance by drivers with the established speed limits
and reducing accident rates. As of June 2026, there were
376 stationary technical means (monitoring devices) in
Ukraine that record violations of exceeding the estab-
lished speed limits of vehicles (more than 20 km/h and
more than 50 km/h), and violations of traffic rules and
stops on lanes for route vehicles (Patrol Police Depart-
ment of Ukraine, 2026). These measures are generally
implemented in areas with a high concentration of road
traffic accidents and on sections of motorways where
there is a high risk of accidents.

The use of technical devices with photo and video
recording functions is carried out in accordance with
the Technical Regulations for Legally Regulated Measur-
ing Instruments, approved by Resolution No. 94 of the
Cabinet of Ministers of Ukraine dated 13 January 2016°.
Within the framework of this regulation, such devices are
classified as remote speed meters of vehicles and remote
meters of spatial and temporal location parameters.

The lawful use of the specified technical equip-
ment in the field of legally regulated metrology is en-
sured provided that all established requirements are
fully complied with, in particular: compliance with the
essential requirements of the Technical Regulation re-
garding metrological characteristics and data protec-
tion; compliance with the technical specifications set

! Code of Ukraine on Administrative Offences. (1984, December). Retrieved from https://zakon.rada.gov.ua/laws/show/80731-10.

3 Resolution of the Cabinet of Ministers of Ukraine No. 833 “On Approval of the Procedure for the Functioning of the System for Recording
Administrative Offences in the Field of Road Safety in Automatic Mode”. (2017, November). Retrieved from https://zakon.rada.gov.ua/laws/

*Order of the Ministry of Internal Affairs of Ukraine No. 13 “On Approval of the Instruction on Processing Materials on Administrative
Offences Recorded in Automatic Mode”. (2020, January). Retrieved from https://zakon.rada.gov.ua/laws/show/z0113-20.

% Resolution of the Cabinet of Ministers of Ukraine No. 94 “Technical Regulation of Legally Regulated Measuring Instruments”. (2016, January).
Retrieved from https://zakon.rada.gov.ua/laws/show/94-2016-%D0%BF.
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out in the national standard DSTU 8809:2018!, which
regulates maximum permissible measurement errors
and software requirements; completion of the conform-
ity assessment procedure and the possession of valid
calibration certificates in accordance with the require-
ments of Law of Ukraine No. 1314-VII% Thus, compli-
ance with the established technical and metrological re-
quirements is a necessary prerequisite for recognising
the results of automatic recording as appropriate and
acceptable evidence in cases of administrative offences.

As aresult of the analysis of the procedural features
of administrative proceedings, it was established that
the specifics of this model consist in a special definition
of the subject of administrative responsibility. Accord-
ing to the Code of Ukraine on Administrative Offences
(CUAO)?, the person liable for offences recorded in au-
tomatic mode is an individual or the head of the legal
entity for which the vehicle is registered; a proper user
of the vehicle, if the relevant information is entered in
the Unified State Register of Vehicles; a person who per-
forms the powers of the head of the legal entity, if there
is no information about the head in the Unified State
Register of Legal Entities, Individual Entrepreneurs,
and Public Organisations at the time of the request. It
was established that the legislative model actually es-
tablishes a legal entity as a subject of administrative re-
sponsibility within the framework of the mechanism of
automatic recording of offences.

A special feature of administrative proceedings in
cases of offences recorded in automatic mode is the is-
suance of a decision without drawing up a protocol and
without direct participation in the implementation of
administrative proceedings in accordance with articles
14-2, 258, 279-1 of the CUAO* In the context of imple-
menting the provisions of Article 14-2 of the CUAO, the
legislator established a special mechanism for releas-
ing the responsible person from administrative respon-
sibility. This approach is aimed at ensuring a balance
between the effectiveness of automated control and
the principle of personalisation of legal responsibility,
which is actively justified in contemporary administra-
tive and legal doctrine. The normative model provides
that exemption from liability is possible if actions de-
fined by law are performed within twenty calendar
days from the date of committing an offence or from
the date of entry into force of the resolution. The basis
for exemption from liability is documentary confirma-
tion that the vehicle left the possession of a person as a
result of illegal actions of third parties at the time of the

show/1314-18.

*Ibidem, 1984.
5Ibidem, 1984.
6 Ibidem, 1984.

offence. In addition, dismissal is possible in the case of
a personal application of the actual driver with a plea
of guilt and providing evidence of payment of the fine.

As a result of the study of the features of evidence,
it was established that the main body of evidence in
such cases is established using technical means of con-
trol (photo and video recordings, instrument metada-
ta, register data), which makes it necessary to comply
with increased standards of proof and ensure proper
procedural guarantees for persons brought to admin-
istrative responsibility. In proceedings to challenge a
decision, the person is required to rebut the facts and
conclusions on which the decision of the public author-
ity is based; this determines the specific nature of the
exercise of the right to adduce evidence in such cases,
as compared with the conventional model of adminis-
trative proceedings.

The procedural algorithm for executing the resolu-
tion provides for the transition to the stage of official
notification of the responsible person by sending a reg-
istered letter, if the offender has not exercised the right
to pay 50% of the fine within the preferential ten-day
period established by law (according to Article 300-1
of the CUAO)®. This procedure not only ensures that the
principle of the inevitability of legal liability is upheld,
but also guarantees that the individual is properly in-
formed of the penalties imposed on them, which is of
critical importance for the observance of the procedur-
al rights of road users.

Notification of the possibility to pay the fine is pro-
vided by supplying information on available official
payment methods, including the use of a QR code placed
on the front side of the decision, electronic services of
the official website of the Ministry of Internal Affairs of
Ukraine, the Driver’s e-Cabinet, the “Diia” mobile appli-
cation, and other payment systems and banking institu-
tions operating legally within the territory of Ukraine.

The currentlegislation provides for the possibility of
appealing a decision on the imposition of an administra-
tive penalty in court or to a higher body (in accordance
with articles 287-289 of the CUAO®) within the time pe-
riod specified by law. An appeal is made by filing a com-
plaint indicating the circumstances that refute the exist-
ence of elements of an administrative offence or prove
the existence of grounds for exemption from liability.

From the standpoint of the principle of proportional-
ity, the model of administrative responsibility for offenc-
es recorded in automatic mode requires an assessment
through the prism of the balance between the public

1 DSTU 8809:2018 Metrology “Traffic Rules Compliance Monitoring Devices with Photo and Video Recording Functions. Remote Vehicle
Speed Meters and Remote Spatial and Temporal Vehicle Positioning Parameter Meters. Metrological and Technical Requirements”. (2018,
October). Retrieved from https://www.ksv.biz.ua/GOST/DSTY_ALL/DSTU5/dstu_8809-2018.pdf.

2 Law of Ukraine No. 1314-VII “On Metrology and Metrological Activity”. (2014, December). Retrieved from https://zakon.rada.gov.ua/laws/

3 Code of Ukraine on Administrative Offences. (1984, December). Retrieved from https://zakon.rada.gov.ua/laws/show/80731-10.
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interest in ensuring road safety, and the rights of the per-
son against whom the decision is made. In the case-law
of the European Court of Human Rights, the proportion-
ality of interference is traditionally assessed through the
legitimacy of the aim pursued, the necessity of the meas-
ure applied, and the proportionality of the interference
to the aim pursued. In the context of automatic record-
ing, the legitimate goal is to ensure road safety, reduce
accidents, and inevitably respond to traffic violations.

An analysis of the provisions of the CUAO shows
that the legislator has provided for a special liability
model that combines a simplified response procedure
with subsequent procedural guarantees for a person.
On the one hand, the person responsible for an offence
recorded in automatic mode is the person defined by
Article 14-2 of the CUAO, and a decision on such cases
can be made without drawing up a protocol and with-
out the direct participation of the person at the initial
stage of proceedings in accordance with articles 258,
279-1-279-3 of the CUAO". On the other hand, the CUAO
provides for mechanisms that allow balancing the auto-
mated nature of recording: the ability to determine the
proper user of the vehicle, the release of the responsible
person from administrative responsibility in cases pro-
vided for by law, the appeal of the actual driver with an
application for recognition of an offence, and the right
to appeal the decision in court or to a higher authority.

This approach is consistent with the logic of the
practice of the European Court of Human Rights, in par-
ticular in the cases of “Falk v. the Netherlands” “O’hal-
loran and Francis v. the United Kingdom”?, where, in the
field of road traffic, the use of specific models of liability
is permitted, provided that individuals retain a genuine
opportunity to protect their rights. Consequently, the
proportionality of the Ukrainian model is ensured not
only by the legitimate purpose of automated control,
but also by the availability of procedural guarantees
that allow verifying the validity of bringing to adminis-
trative responsibility, refute the presumption of liability
or prove the existence of grounds for exemption from it.

In many countries, the system for the automatic de-
tection of road traffic offences is regarded not only as a
means of identifying individual offences, but also as part
of a broader government policy on road safety. Its effec-
tiveness is ensured by a combination of proper regulatory
regulation, technical reliability of control tools, certainty
of procedures for using the obtained data, and clear mech-
anisms for bringing to justice. In contrast, in Ukraine, the
automatic recording system now functions mainly as an

https://hudoc.echr.coe.int/eng?i=001-67305.
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administrative-tort tool, focused primarily on detect-
ing an offence and imposing an administrative penalty,
and is aimed at strengthening control over road safety,
compliance with traffic rules by its participants, pre-
venting death and injury to people on the road network.

Practical interest for Ukraine is the experience of
France, Great Britain and individual states of Australia,
where certain elements of the functioning of automatic
recording systems, in particular, statistical monitoring,
technical approval of control tools, and evidence-based
use of the obtained data, have a more detailed regula-
tory and organisational design. Thus, in France, the au-
tomated control system operates at the national level:
as of January 1, 2024, it included 3,573 stationary or
mobile radars, and 225 mobile radars operated by the
police or on an outsourced basis; moreover, offences
recorded by automatic cameras accounted for 78.1%
of all road offences and 96.1% of all speed violations
(ONISR, 2024). Compared to Ukraine, this model indi-
cates not only a larger scale of use of automated control,
but also a different level of statistical representation of
its results in the road traffic enforcement system. In
Ukraine, as of June 2026, there were 376 stationary
technical means (monitoring devices) that record ex-
ceeding the established speed limits of vehicles, and vi-
olations of traffic rules and stopping on lanes for route
vehicles. It should be borne in mind, however, that the
development and expansion of the automated enforce-
ment network in Ukraine are taking place against the
backdrop of the Russian Federation’s full-scale armed
aggression against Ukraine, which began on 24 Feb-
ruary 2022, and the associated security, financial, and
organisational constraints. These indicators suggest a
much larger scale of deployment of technical means in
France, and the availability of detailed public statistics
that allow assessing the actual role of automated con-
trol in the structure of road traffic enforcement system
(Patrol Police Department of Ukraine, 2026).

In the UK, the use of automatic recording equipment
for law enforcement purposes is allowed, provided that
they pass the type approval procedure and meet the es-
tablished technical requirements (GOV.UK, 2025). Com-
pared to the Ukrainian model, the difference lies not in
the fact that there are no technical requirements for such
tools in Ukraine, but in a different design of their regu-
latory confirmation. In Ukraine, the legality of the use of
technical means is ensured through the requirements of
the technical regulations of legally regulated measuring
equipment, DSTU 8809:2018*, conformity assessment,

! Code of Ukraine on Administrative Offences. (1984, December). Retrieved from https://zakon.rada.gov.ua/laws/show/80731-10.
?Judgment of the European Court of Human Rights in the Case No. 66273/01 “Falk v. the Netherlands”. (2004, October). Retrieved from

3 Judgement of the European Court of Human Rights in the Case Nos. 15809/02 and 25624/02 “O’Halloran and Francis v. the United
Kingdom”. (2007, June). Retrieved from https://hudoc.echr.coe.int/eng?i=001-81359.

*DSTU 8809:2018 Metrology “Traffic Rules Compliance Monitoring Devices with Photo and Video Recording Functions. Remote Vehicle
Speed Meters and Remote Spatial and Temporal Vehicle Positioning Parameter Meters. Metrological and Technical Requirements”. (2018,
October). Retrieved from https://www.ksv.biz.ua/GOST/DSTY_ALL/DSTU5/dstu_8809-2018.pdf.
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and metrological verification procedures. That is, the
Ukrainian model focuses primarily on the metrologi-
cal suitability of measuring equipment. But the British
type approval procedure has a special law enforcement
purpose, since it is aimed at preliminary confirmation
of the possibility of using a specific type of technical
tool specifically for recording violations and gather-
ing evidence. In this aspect, the British approach has a
more pronounced special law enforcement purpose.

In the Australian states of New South Wales and
Victoria, automated control is used as a component of
road safety policy; in Victoria, photos and other data
obtained by certified road cameras can be used as evi-
dence of violations of the speed limit or driving at a red
traffic light signal, while in New South Wales, automat-
ed cameras are used to detect and record such offences
within the framework of the road enforcement system
(Department of Justice and Community Safety, n.d.).
Compared to Ukraine, this difference is not absolute,
since Article 122 of the CUAO! provides for administra-
tive liability for exceeding the established speed limits,
driving on the forbidding traffic regulation signal, and
other violations of traffic rules, and in case of their re-
cording in automatic mode, the subject of liability is the
responsible person defined in Article 14-2 of the CUAO.
Thus, in terms of the range of offences, the Ukrainian
model is comparable to the Australian approaches, since
it also covers speed violations and some other traffic vi-
olations. The difference lies in the method of regulatory
emphasis: in Ukraine, the relevant elements of offences
and a special model of the responsible person are con-
solidated directly in the CUAO, while in the Australian
jurisdictions more attention is paid to the relationship
between the certified status of a traffic camera, au-
tomatically obtained data, and their evidentiary use
in the framework of road traffic enforcement system.

Of additional interest is the Swedish approach, in
which speed cameras are mostly placed not in isolation,
but in series along a specific road section. This model
allows assessing not only the point effect of the cam-
era at the location of its installation, but also the change
in driver behaviour between cameras and in the entire
controlled area (Vadeby & Howard, 2024). Research
findings indicate that, with this system of automated
enforcement in place, a reduction in average speed is
observed both in the immediate vicinity of the camer-
as and between them, which suggests that automated
recording can be regarded as a tool for influencing the
behaviour of road users.

The issue of personal data protection is of particu-
lar importance in this context, since the functioning of
automatic recording systems involves the collection,
processing and storage of visual information about
vehicles, their registration numbers, place, time, and
other circumstances of the recorded event. In New

Zealand, when safety camera systems were introduced,
these issues were the subject of a separate Privacy Im-
pact Assessment, which assessed the legitimate pur-
pose of data collection, the scope of access to the infor-
mation, the retention periods and the risks to privacy.
In Ukraine, the relevant issues are regulated by the
general provisions of the legislation on personal data
protection, and regulations defining the procedure
for the functioning of the automatic recording system
and the unified information system of the Ministry of
Internal Affairs. The special regulation of automatic
recording does not include a separate tool for prelim-
inary assessment of the impact of such a system on
privacy, comparable to the Privacy Impact Assessment
(New Zealand Transport Agency, 2024). Therefore,
the appropriate area for further development of the
Ukrainian model is not to state the inconsistency of the
current legislation with the principles of personal data
protection, but to detail special guarantees of access to
the received data, their storage periods, intended use,
and control over the processing of information within
the procedure defined by law.

Thus, the comparative analysis does not give
grounds to assert that there is no regulatory framework
for automatic recording in Ukraine. On the contrary,
the Ukrainian model has its own regulatory structure,
which includes the definition of a responsible person,
special elements of administrative offences, the proce-
dure for functioning of the system, registration of mate-
rials, implementation of the resolution and its appeal.
The comparison with France, the United Kingdom, in-
dividual Australian states, Sweden, and New Zealand
shows, however, that the potential for the further de-
velopment of the Ukrainian system lies not so much in
adopting international models as in refining specific
elements of national regulation: a systematic statistical
assessment of the effectiveness of automatic recording;
specialised verification of the technical suitability of
surveillance equipment for law enforcement purpos-
es; a clear regulatory link between the certification of
technical equipment, automatically collected data and
its evidential value; an assessment of the behavioural
impact of cameras on accident-prone sections of road;
and the strengthening of specific safeguards for the
protection of personal data.

An analysis of the Ukrainian model and selected in-
ternational approaches provides grounds for proposing
the authors’ own typology of models for the use of au-
tomatically recorded data in the field of road safety (Ta-
ble 1). The criterion for distinguishing such models is
the legal and managerial significance of the information
received: for establishing the fact of a separate offense,
proving, statistical monitoring, evaluating the behav-
iour of drivers on a road section, protecting privacy, or
responding to systematic violations.

I ! Code of Ukraine on Administrative Offenses. (1984, December). Retrieved from https://zakon.rada.gov.ua/laws/show/80731-10.
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Table 1. Author’s typology of models for the use of automatically recorded data in the field of road safety

Model for using
automatically Model content Country Significance for the Ukrainian model
recorded data
. Data obtained automatically is used primarily to Prov1d_es prompt response to traffic v1olat}ons, bUt
Recording-tort . i L . . requires further clarification of the relationship
establish the fact of a specific administrative offence and | Ukraine . .
model . L . between technical data, the responsible person,
to impose an administrative penalty. .
evidence, and procedural guarantees.
. Of paramount importance to confirm in advance that Useful for detailing the Ukrainian approach in
Technical and . oo e . T . . -
1 the technical device is suitable specifically for law United | terms of specialised confirmation of the suitability
aw enforcement . . . L
model enforcement purposes and for the generation of legally | Kingdom | of devices not only as measuring instruments, but
relevant data. as a source of evidence-based information.
. Emphasis is placed on the relationship between the Victoria Helps to sFr_eng_then the reg_ulatory_lmk between
Evidence-based o - : and New the certification of technical equipment, the
e certified status of the traffic camera, automatically R . .
certification . - - South reliability of the data obtained and their
received photos, videos, and other data; the possibility AR . .
model . . ! . Wales, admissibility in administrative offence
of using them as evidence of a violation. . .
Australia proceedings.
- Automatic recording data is used not only for bringing Allows moving from accounting for the number
Statistical and S . ) .
to justice, but also for public assessment of the scale of of cameras and resolutions to assessing the real
management . France . - - >
offences, the effectiveness of cameras, and the role of impact of automatic recording on accidents,
model . L R 4 S
automated control in the road safety system. repetition of violations, and driver discipline.
Automatic recording is evaluated not only at the point Gives grounds to evaluate the effectiveness of
Behavioural-plot | where the camera is placed, but also by its impact on the system not only by the number of decisions
model the behaviour of drivers on the entire road section, in issued, but also by changes in the speed behaviour
particular between cameras. Sweden of drivers in emergency areas.
. Automatic locking is combined with other road safety Shows that automatic recording can be more
Combined . > . . L . .
. measures, in particular with changing the speed limit, effective not as an isolated control tool, but as part
security model ) . . . . .
which enhances the overall preventive effect. of a comprehensive accident reduction policy.
. Automatic recording is evaluated from the standpoint of Useful for‘mt[.‘oducmg Spec”ﬁ‘l guarantees for data
Private ) - : . New processing in the automatic recording system
personal data protection, access limits to information, . o =
guarantee model : . - . Zealand and the possible use of tools for preliminary
storage periods, intended use, and privacy risks. . -
assessment of the impact on privacy.
. Automatically recorded data can be used to assess Promising Enables a shift from a one-off fine system to
Risk-based . - . o P . ] p
model not only a single violation, but also the repeatability, area for a differentiated state response to systematic
severity, and danger of driver behaviour. Ukraine breaches of the Highway Code.

Source: compiled by the authors

The proposed typology allows considering auto-
matic recording not as an isolated technical tool, but as
an information and legal mechanism within which the
same automatically obtained data can perform various
functions: tort, evidence, management, behavioural,
preventive, guarantee-related, and risk-oriented. For
Ukraine, this means that the further development of the
system must involve not only an increase in the num-
ber of technical monitoring devices, but also the estab-
lishment of a regulatory framework governing the legal
status of data obtained through automatic recording.

Discussion

The results obtained give grounds to consider the sys-
tem of automatic recording of traffic violations not only
as a technical tool for detecting administrative offenc-
es, but as a comprehensive regulatory, procedural, and
organisationally mediated mechanism of state influ-
ence on the behaviour of road users. This conclusion is
generally consistent with the approach of A. Alobaidal-
lah et al. (2025), which in a systematic review prove
that the effectiveness of automated traffic enforcement
systems depends not only on the technical character-
istics of cameras, but also on the legal context of their
implementation, the stability of law enforcement, and
public perception of the relevant systems. The conduct-
ed research confirms this conclusion on the material
of the Ukrainian model, since it shows that the legal

Law Journal of the National Academy of Internal Affairs, 16(2), 62-74

significance of automatic recording does not arise at the
time of technical detection of a violation as such, but
within the framework of administrative proceedings,
where the status of the responsible person, the permis-
sibility of automatically obtained data, the procedure
for issuing a decision, mechanisms for exemption from
liability, and the possibility of appeal are important.

Conclusions of K. Shaaban et al. (2023), A. Vadeby &
C. Howard (2024) and Z. Cheng et al. (2025) regarding
the positive impact of automated control on reducing
speed, improving driver discipline, and reducing acci-
dents are important for substantiating the preventive
function of such systems. The results of this study do
not refute this approach, but allow considering it in a
different plane. For the Ukrainian model, it is important
not only to confirm the security effect of automatic re-
cording, but also to show under what legal conditions
such an effect can be achieved without disproportion-
ately restricting individual rights. That is why this study
focuses not only on the effectiveness of technical con-
trol, but also on procedural guarantees: determining the
responsible person, the possibility of entering informa-
tion about the proper user, the mechanism of exemp-
tion from liability and the right to appeal the decision.

Simultaneously, the results of ]. Skubic et al. (2013)
and E. De Pauw et al. (2014) show that the impact of
automatic control cameras is not always uniform and
may depend on the installation location, road context,
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traffic intensity, and performance assessment method-
ology. These conclusions are a significant caveat for the
Ukrainian model, since they do not allow automatically
identifying an increase in the number of technical means
with a guaranteed reduction in accidents. The analysis
confirmed that, in order to assess the effectiveness of
automatic enforcement in Ukraine, it is not sufficient
to rely solely on statistics regarding the number of de-
vices installed or the number of fines issued. A system-
atic assessment of the impact of cameras on accidents,
driver behaviour, repetition of violations, and the level
of appeal of decisions is necessary. In this aspect, inter-
national empirical research allows clarifying the area of
further development of the Ukrainian system: it requires
not only technical expansion, but also a publicly availa-
ble analytical assessment of the results of functioning.
In this context, the study by A. Stagoff-Belfort et
al. (2025) is particularly noteworthy; using data from
New York, it analysed the impact of automatic speed
enforcement cameras on road safety using a quasi-ex-
perimental approach. The significance of this study for
the Ukrainian model is not only to confirm the potential
safety effect of cameras, butalso to demonstrate the need
for a methodologically sound assessment of the results
of their functioning. For Ukraine, this means that further
expansion of the automatic recording system should be
accompanied not only by an increase in the number of
technical means, but also by regular analysis of their
impact on accidents, the number of recorded violations,
injuries, spatial concentration of accidents, and driver
behaviour after the introduction of automatic control.
The study by N. Tilahun (2023), based on data on
the operation of automatic speed cameras in Chicago,
is of similar significance. The researcher, using the em-
pirical Bayes approach, established a reduction in the
number of road accidents resulting in fatalities and in-
juries in camera locations, in particular, a 12% reduc-
tion in fatal and injury crashes and a 15% reduction in
fatality and severe injury crashes. Simultaneously, the
study noted that not all controlled areas showed the
expected safety effect. For the Ukrainian model, this
conclusion is important, since it confirms the need to
evaluate automatic recording not only on the fact of
installing technical means, but also on the real results
of their impact on the accident rate and severity of the
consequences of road accidents in specific locations.
Also relevant is the study by E. Guerra et al. (2024),
dedicated to evaluating the effectiveness of speed cameras
at Roosevelt Boulevard in Philadelphia. The researchers,
using Bayesian negative binomial and Poisson models, an-
alysed the impact of cameras on the number of road acci-
dents, injuries, and deaths on a dangerous urban highway
and surrounding areas. The results of the study showed a

decrease in accidents, injuries, and deaths after installing
cameras compared to the control road segments. For the
Ukrainian model, this source is important, as it confirms
the feasibility of evaluating automatic recording not only
as a national control tool, but also at the level of specific
emergency areas where the placement of technical means
should be justified by actual indicators of road danger.
A. Delbosc et al. (2025) complemented these find-
ings, linking the effectiveness of automated speed
enforcement with public perception of the fairness,
transparency, and security of such programmes. For
the Ukrainian context, this is of particular importance,
since the automatic issuance of a decision without
drawing up a protocol and without the direct participa-
tion of a person at the initial stage of proceedings can
be perceived as an overly formalised model of respon-
sibility. However, the analysis showed that such a model
is not a purely automatic imposition of penalties, since
the CUAO provides for a number of compensatory guar-
antees. The existence of these guarantees is a prerequi-
site for the legitimacy of the system and may influence
the level of trust in the results of automatic recording.
In this regard, the position of O.P. Svitlychnyi (2023),
who, in analysing traffic offences recorded by automated
systems, drew attention to the duty of an authorised po-
lice officer to ascertain the circumstances of the offence
based on factual evidence as defined by law, rather than
placing the entire burden of proving innocence on the ve-
hicle owner. The conducted research confirmed that the
definition of a responsible person is the central element
of the Ukrainian model, since it is through it that the leg-
islator solves the problem of the impossibility of directly
identifying the actual driver at the time of automatic re-
cording. The findings give grounds to develop an appro-
priate approach: the problem is not only in determining
the subject of responsibility, but also in ensuring an ap-
propriate link between technical data, registration infor-
mation, the presumption of responsibility, and the sub-
sequent ability of a person to refute such a presumption.
Conclusions of 0.V. Bytiak (2022) regarding the au-
tomatic recording of breaches of the Highway Code as
a legal basis for initiating proceedings in cases of ad-
ministrative offences are consistent with the results
of this study. The author substantiated that the basis
for initiating such a case is not the fact of recording
the event using a technical means, but the receipt by
an authorised police officer of an information file and
metadata containing sufficient data about the event of
an administrative offence. The provisions of the proce-
dure for functioning of the system for recording admin-
istrative offences in the field of road safety in automatic
mode, approved by resolution of the Cabinet of Minis-
ters of Ukraine No. 833 of November 10, 2017%, allowed

Administrative Offences in the Field of Road Safety in Automatic Mode”. (2017, November). Retrieved from https://zakon.rada.gov.ua/laws/

I ! Resolution of the Cabinet of Ministers of Ukraine No. 833 “On Approval of the Procedure for the Functioning of the System for Recording

show/833-2017-%D0%BF.
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considering the technical and informational compo-
nents of such a system not only as organisational, but
also as procedurally significant. The technical suitabil-
ity of the device, the correctness of the software, the
safety of automatically received data, and the procedure
for accessing them are of direct importance for proof in
an administrative offence case. Therefore, further im-
provement of the national model should concern not
only the modernisation of technical infrastructure, but
also the detailing of the rules for using automatically re-
ceived information in proceedings.

Special attention should be paid to the conclusions
of C. Slobogin & S. Brayne (2023), who examined state
surveillance technologies through the prism of consti-
tutional restrictions, the legality of data use, and pri-
vacy protection. The conducted study confirmed the
relevance of this approach for systems for automatic
recording of traffic violations. Although the Ukrainian
system has a legitimate security purpose, its function-
ing is related to the collection and processing of data
on vehicles, the place, time, and circumstances of a re-
corded event. Therefore, the issue of privacy cannot be
considered as a secondary one. Unlike broader models
of digital surveillance, automatic recording of road of-
fences has a narrower functional purpose, which makes
it possible to justify its permissibility, provided that the
boundaries of information collection, storage, access,
and use are clearly defined.

Thus, the results of the study are generally con-
sistent with contemporary scientific approaches, ac-
cording to which automated control in the field of road
traffic should be evaluated simultaneously according
to the criteria of efficiency, legal certainty, technical
reliability, and respect for human rights. The analysis
allows clarifying these approaches in relation to the
Ukrainian context. For Ukraine, the key is not only the
further expansion of the network of technical means,
but also the detailing of the relationship between the
technical suitability of devices, the evidential value of
automatically obtained data, procedural guarantees of
the person, and the protection of personal information.
This is the main contribution of the study to the de-
velopment of administrative and legal understanding
of the system of automatic recording of offences in the
field of road safety.

Conclusions

The subject of the study was the system of recording ad-
ministrative offences in the field of road safety in auto-
matic mode, in particular, the features of its regulatory
consolidation, organisation, and application in Ukraine
in comparison with individual international models.
This purpose was achieved because the study analysed
the regulatory framework for the functioning of this
system, established its procedural features, examined
individual international approaches, and clarified their
significance for understanding the national model.
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It was revealed that the Ukrainian model of au-
tomatic recording has its own regulatory structure,
which combines the provisions of administrative and
tortlegislation, by-law regulation of the system’s func-
tioning, technical and metrological requirements for
controls, and a special procedure for administrative
proceedings. The analysis of the legislation helped
to establish that the key elements of this model are
the determination of the responsible person, the issu-
ance of a decision without drawing up a protocol and
without the direct participation of the person at the
initial stage of proceedings, the possibility of exemp-
tion from liability, the implementation of the decision,
and its appeal. The results of the study showed that
the evidence base in cases of this category is formed
mainly due to technical means of control, photo and
video data, metadata of devices, and information from
registers, which leads to an increased importance of
the technical suitability of means of recording and
procedural guarantees of a person. Comparative anal-
ysis showed that foreign approaches are valuable not
as ready-made models for direct borrowing, but as
a source of separate functional benchmarks: statis-
tical performance monitoring, specialised technical
approval, evidence-based use of data from certified
cameras, assessment of the behavioural impact of
cameras on road sections, and preliminary assess-
ment of privacy risks.

Summarising the results obtained, it can be noted
that automatic recording should not be considered only
as a technical method for detecting violations or as a
simplified mechanism for imposing a fine. Conceptual-
ly, it appears as information and legal mechanism with-
in which automatically obtained data can perform tort,
evidence, management, behavioural, preventive, guar-
antee, and risk-oriented functions. It is this approach
that deepens the understanding of the Ukrainian mod-
el, as it shifts the focus from the number of technical
means and regulations to the legal regime of data, their
evidentiary quality, connection with procedural guar-
antees, and importance for road safety.

Promising areas for further research include the
analysis of case law relating to appeals against deci-
sions, an examination of the standards governing the
use of technically obtained data as evidence, and an in-
vestigation into mechanisms for striking a balance be-
tween the public interest in road safety, and an person’s
right to due process.
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AHoTauia

AKTyanpHICTB AOCTi/PKeHHS 3yMOBJIEHA BIPOBa/PKEHHSIM CUCTEeM aBTOMaTH4HOI dikcanii aaMiHicTpaTUBHUX
npaBomnopyuieHb y cdepi 3abe3neyeHHs Oe3MeKH JOPOXKHBOTO PyXy Ta HEOOXiJHICTIO iX HaJIeXXHOTO
HOPMaTHUBHOTO, OpraHis3al[iiHoTro i nmpolecyajbHOT0 MepeoCMHUCIeHHs B YMOBaxX I[UppoBisallii gep:xaBHOTO
KOHTpoJI0. MeTot cTaTTi 6ys0 JocaifkeHHs1 0co6JIMBOCTEH HOPMATUBHOIO 3aKpilJieHHs, opraHisanii Ta
3aCTOCYBaHHS CUCTEMHU aBTOMaTH4HOI ¢ikcanii mopyuieHs [IpaBus JOpoKHBOTO Pyxy B YKpaiHi Ta OKpeMHUX
JlepkaBax. Y po60oTi BHUKOPUCTAHO (OPMaJbHO-IOPUAUYHUHN, CHCTEMHO-CTPYKTYPHUH, MNOPiBHAJIbHO-
MPaBOBUH, JIOTIKO-CEMAaHTUYHUM Ta aHAJIITUYHUU MeTOJU. 3a pe3y/bTaTaMU JOCJIiJPKEHHS BCTAaHOBJIEHO,
110 HOPMATUBHO-NIPAaBOBY OCHOBY QYHKIIIOHYBaHHSI CUCTeMH aBTOMaTH4HOI ¢ikcarnil B Ykpaini popmyroTb
MOJIOXKEHHS KOAM(}IKOBAaHOr0 a/AMiHICTPAaTUBHOrO 3aKOHO/ABCTBA, MiJ[I3aKOHHI aKTHW ypsaAy H aKTH
BiZlOMYOro pery/roBaHHs, Ki B CYKyIHOCTI BU3HAYalOTh MaTepiaJbHO-NIPaBOBi, OpraHisaniiHo-TexHi4HI Ta
npolueaypHi 3acaau il po6oTu. BussieHo, o0 ykpaiHCbKa MOZieJib BUPI3HAETHCS Cliellia/IbHUM BU3HAYEeHHSIM
BiAinmoBizapHOI 0CO6H, BUHECEHHSIM MTOCTAHOBU 6e3 CKJaZlaHHS MPOTOKOJY Ta 6e3 6e3nocepeHbOI yyacTi
ocobu miJ yac 3AiCHeHHS aZMiHiCTpaTUBHOI0 MpPoBaKeHHSA. [loBeJieHo, 1110 0Ka30Ba 6a3a y crpaBax Ifiel
kaTeropii GopMyeTbCS TEXHIYHUMHU 3ac06aMU KOHTPOJIIO | JaHUMU PEECTPIB, 110 3YMOBJIIOE CrieludiyHUM
XapaKTep NpolecyaJbHUX rapaHTii. 3's1cOBaHO, 1110 CTa/lisl BUKOHAHHS OCTAaHOBU Ma€ CaMOCTiliHe 3HAa4eHHSs
Ji1s1 3a6e3neyeHHs] HaJleXXHOTro iHGOpMyBaHHS ocob6u Ta peaJisanil mpouecyajbHUX npaB. [lopiBHATBHUI
a”asi3 3acBiguuB, mo y Opannii, Benukiit Bpuranii, okpemux mrartax ABcTpanii Ta Hoiit 3emanpii
aBToOMaTH4Ha pikcallis NoeJHY€EThCS 3 PO3BUHEHUMH MeXaHi3MaMU TEXHIYHOT O CXBaJIEHHS 3aC00iB KOHTPOJIO,
BUKOPHUCTAaHHAM aBTOMAaTU4YHO OTPUMaHMX JaHUX AK J0Ka3iB. JlocaipkeHH Ma€e NpaKTUYHe 3HAYeHHd JJId
NO/IAJIBILOTO PO3BUTKY HALllOHA/IbHOI MO/ieJ1i B YaCTHHI IPaBOBOi BU3HAYEHOCTI, IOIYCTUMOCTI BUKOPUCTAHHA
aBTOMATH4YHO OTPUMAHUX JJAHUX, TEXHIYHOI MPUJATHOCT] 3ac06iB KOHTPOJIIO Ta rapaHTyBaHHS IPUBATHOCT]
Y4aCHUKIB JOPOXHbOI'O PyXy
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Abstract

The aim of the study was to identify areas for improving constitutional and legal mechanisms to countering
monopolism and unfair competition. Formal-legal, comparative-legal, case-study, and legal modelling methods
were used. The study demonstrated that the constitutional and legal model for regulating competition
in the Republic of Azerbaijan is based on a combination of guarantees of freedom of entrepreneurship and
the permissibility of state intervention to limit monopolistic activity. It was established that the previous
antimonopoly regulation system, established between 1993 and 1998, was characterised by fragmented legal
regulation, insufficient coordination of mechanisms for controlling economic concentration, dominant positions,
and unfair competition, and was focused on suppressing existing violations. The study substantiated the need
to improve legal mechanisms for preventing anticompetitive behaviour, strengthen controls over economic
concentration, and adapt competition legislation to the conditions of the digital economy. A comparative-legal
analysis of the current legislation of the Republic of Azerbaijan, European Union legislation, and international
approaches to competition regulation demonstrated Azerbaijan’s transition to a systemic model of competition
control, which provides for the interrelated regulation of economic concentration, dominance, and unfair
competition, as well as the partial implementation of international competition law standards. As a comparative
context, it was established that international anti-monopoly mechanisms evolved from monitoring cartels and
abuse of dominance to preventive regulation of digital markets and the platform economy. It was also revealed
that the European Union developed a specific model for regulating digital platforms in 2020-2025, extending
antimonopoly control to algorithmic governance, the use of user data, and digital infrastructure. The results of
the study can be used by the legislature of the Republic of Azerbaijan, bodies implementing state competition
policy and antimonopoly control, and academic institutions in improving competition legislation, developing
mechanisms for regulating digital markets, and preparing proposals for harmonising the national antimonopoly
control system with international competition law standards
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Introduction

The relevance of this study stems from the need to im-
prove legal mechanisms for countering monopolism in
the context of the digital transformation of the econo-
my and the globalisation of economic relations. Despite
the development of international and national competi-
tion legislation, current regulatory mechanisms remain
insufficiently adapted to the cross-border nature of cor-
porate activities, the proliferation of digital platforms,
and new ways of restricting competition through the
use of data and algorithmic technologies. Ensuring a
balance between constitutional principles of freedom of
economic activity and the permissible limits of govern-
ment intervention in competitive relations is of addi-
tional scientific significance, requiring further research
into international experience and the development of
effective approaches to improving antitrust policy.

In the academic literature, issues of countering mo-
nopolism and unfair competition are considered in the
context of the digital transformation of the economy,
constitutional guarantees of economic freedom, and
increased government regulation of markets. K. Abdul-
layev et al. (2024) found that the development of the
digital economy in Azerbaijan is accompanied by the ex-
pansion of digital infrastructure, electronic services, and
platform business models. The authors noted that the
countryis gradually strengtheningits positionininterna-
tional digital development rankings; however, structural
limitations to digital competitiveness persist. In particu-
lar, according to the data provided in the study, Azerbai-
jan ranked 87" in the Information and Communication
Technologies Development Index, 83" in the E-Govern-
ment Development Index, and 75" in the Network Read-
iness Index, indicating a persistent gap with countries
leading in digital transformation. Similar conclusions
are presented in the study by T. Guluzade (2025), who
links the prospects for Azerbaijan’s digital development
to the need for institutional strengthening of economic
regulation mechanisms. The author demonstrated that
the proliferation of digital platforms is accompanied by
increasing economic dependence of industries such as
e-commerce, digital advertising, online payments, and
platform services on a limited number of major market
participants, increasing the risk of market power con-
centration. The study also concludes that the insuffi-
cient adaptation of legal mechanisms to the conditions
of digitalisation may contribute to a weakening of the
competitive environment and limiting the economic
freedom of business entities. The constitutional and
legal aspects of competition policy are explored in the
study by M. Bernatt (2025). The study demonstrates
that the protection of competition is linked to the im-
plementation of the principles of fairness, equality of

economic opportunity, and public welfare. The research-
er concluded that constitutional norms are used as a
guide in determining the permissible limits of market
concentration and state intervention in the economy.

The problem of transforming European competi-
tion policy in the context of digitalisation is examined by
M. Cini & P. Czulno (2022). The authors found that the
formation of the European Union'’s single digital market
necessitated a revision of the traditional approach to
competition regulation, as traditional antitrust mecha-
nisms did not provide sufficient oversight of large digital
platforms. The study found that European Union policy
is gradually shifting from responding to existing viola-
tions to preventing potential risks to the competitive
environment. This development is also reflected in the
work of E. Fazio (2022), who focuses on the challenges
of the digital transition for competition law. The author
substantiated that existing legal framework insufficient-
ly account for the specific functioning of digital plat-
forms based on the use of big data and network effects.
Among the study’s findings, the need to develop new
criteria for assessing dominant market position is not-
ed, as traditional indicators of market power do not fully
reflect the influence of digital entities on the competi-
tive environment. R. Podszun (2023) examined the tran-
sition from traditional antitrust regulation to special-
ised mechanisms for monitoring digital platforms. The
author concludes that the adoption of Regulation (EU)
No. 2022/1925 of the European Parliament and of the
Council “On Contestable and Fair Markets in the Digital
Sector and Amending Directives (EU) 2019/1937 and
(EU) 2020/1828 (Digital Markets Act) (Text with EEA
Relevance)”?! signals the emergence of a separate regula-
tory regime for large digital intermediaries. The study es-
tablishes that the European regulatory model is focused
on preventing abuses by the largest digital platforms
even before formal violations of antitrust laws arise.

The importance of public policy in ensuring condi-
tions for the development of competition is explored in
the work of A. Guliyeva (2025). The researcher found
that between 2020 and 2025, the Republic of Azer-
baijan expanded support programmes for small and
medium-sized enterprises, financial instruments for
stimulating business, and digital services for business
entities. The results indicate that state support for en-
trepreneurship contributed to improved market access
and increased economic activity, but also highlighted
the need to ensure equal competitive conditions for all
market participants. The author concludes that the ef-
fectiveness of economic reforms depends not only on
the scale of state support but also on the functioning
of legal mechanisms for the protection of competition,

Amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) (Text with EEA Relevance)”. (2022, September). Retrieved

I ! Regulation (EU) No. 2022/1925 of the European Parliament and of the Council “On Contestable and Fair Markets in the Digital Sector and

from https://eur-lex.europa.eu/eli/reg/2022/1925/0j.
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which can prevent excessive market concentration and
the creation of unjustified advantages for certain eco-
nomic entities. The study by O. Bakalinska et al. (2022)
focuses on the role of the state in ensuring a competi-
tive environment. The authors conclude that the pro-
tection of competition is acquiring the character of a
comprehensive public-law function associated with
ensuring the economic security of the state. The paper
notes that countering monopolism cannot be limited to
private law mechanisms, as a significant portion of an-
ticompetitive practices are shaped by institutional and
administrative factors. A. Khalilov (2024) further eluci-
dates the constitutional foundations of state regulation
in Azerbaijan through the author’s study of the princi-
ple of subsidiarity. The author found that the distribu-
tion of powers among state institutions should ensure a
balance between centralised control and the autonomy
of economic entities. The researcher also substantiat-
ed that the principle of subsidiarity can be used as a
mechanism to prevent excessive state intervention in
competitive relations while maintaining the ability to
respond to threats of market monopolisation.

Despite a significant number of studies devoted to
the digital transformation of competition law, the reg-
ulation of platform markets, and the modernisation of
competition legislation, the scientific literature remains
insufficiently developed on the relationship between
constitutional principles, state regulation mechanisms,
and modern forms of countering monopolism in the dig-
ital economy. Limited attention is given to a comprehen-
sive analysis of the integration of constitutional and legal
guarantees of economic freedom with administrative
and antitrust mechanisms for regulating digital markets.

The purpose of the study was to identify the constitu-
tional and legal aspects of improving the system for coun-
tering monopolism and unfair competition. The objectives
of the study were to: explore international approaches to
counteringmonopolism and unfair competitioninthe con-
text of economic digitalisation; analyse the constitutional
and legal framework for regulating competition and re-
stricting monopolistic activity in the Republic of Azerbai-
jan; identify existing gaps in legal regulation in this area;
and identify areas for improving competition legislation.

Orujov NN

Materials and Methods

The methodological design of the study was based on a
combination of formal-legal, comparative-legal, and le-
gal modelling methods. The Republic of Azerbaijan was
chosen as the main object of the study due to the reform
of national competition legislation, the adoption of the
Competition Code of the Republic of Azerbaijan?, and
the adaptation of antimonopoly control mechanisms to
international standards. The formal-legal method was
used in the study. The regulatory framework for the
study was based on the Constitution of the Republic of
Azerbaijan?, the Competition Code of the Republic of
Azerbaijan?, and the Law of the Republic of Azerbaijan
No. 526 “On Anti-Monopoly Activities”*. The provisions
of these acts were used to study the constitutional guar-
antees of freedom of entrepreneurship, the legal basis
for protecting competition, the regulation of dominant
positions, economic concentration, and restrictions
on monopolistic activity. To study the features of the
previously existing system of competition regulation,
the provisions of Law of the Republic of Azerbaijan
No. 1049 “On Unfair Competition”® and the Law of the
Republic of Azerbaijan No. 590-IQ “On Natural Monop-
olies”® were used.

A comparative-legal method was used to compare
the antimonopoly control system of the Republic of
Azerbaijan with international approaches to competi-
tion regulation. In examining international standards
for preventing anticompetitive agreements and re-
stricting monopolistic activity, the Recommendation
of the Council concerning effective action against hard
core cartels (Organisation for Economic Co-operation
and Development, 2025), the United Nations Set of
Principles and Rules on Competition (United Nations
Conference on Trade and Development, 2000), and the
Consolidated version of the Treaty on the Functioning
of the European Union’ were used. To analyse the inter-
national legal principles of non-discrimination, equal
access to markets, and ensuring fair conditions for eco-
nomic activity, the provisions of the General Agreement
on Tariffs and Trade (GATT 1947)8, the General Agree-
ment on Trade in Services (GATS)? and the Agreement
on Trade-Related Aspects of Intellectual Property Rights

! Competition Code of the Republic of Azerbaijan. (2023, December). Retrieved from https://e-qanun.az/framework/56187.

2 Constitution of the Republic of Azerbaijan. (1995, November). Retrieved from https://president.az/en/pages/view/azerbaijan/constitution.
3 Competition Code of the Republic of Azerbaijan. (2023, December). Retrieved from https://e-qanun.az/framework/56187.

*Law of the Republic of Azerbaijan No. 526 “On Anti-Monopoly Activities”. (1993, March). Retrieved from https://wipolex-res.wipo.int/
edocs/lexdocs/laws/az/az/az025az.pdf?last-modified=1305040098&.

5 Law of the Republic of Azerbaijan No. 1049 “On Unfair Competition”. (1995, June). Retrieved from https://wipolex-res.wipo.int/edocs/
lexdocs/laws/az/az/az125az_1.pdf?last-modified=1765787537&Expires=1782371184&Signature=pEvv8vBGlx~.

6Law of the Republic of Azerbaijan No. 590-IQ “On Natural Monopolies”. (1998, December). Retrieved from http://binegedi-ih.gov.
az/storage/files/files/15_12_1998%20-%20T%C9%99bii%20inhisarlar%20%20haqq%C4%B1nda%20Az%C9%99rbaycan%20
Respublikas%C4%B1n%C4%B1n%20Qanunu.pdf.

7 Consolidated version of the Treaty on the Functioning of the European Union. (2012, October). Retrieved from https://eur-lex.europa.eu/
LexUriServ/LexUriServ.do?uri=CELEX:12012E/TXT:en:PDF.

8 General Agreement on Tariffs and Trade (GATT 1947). (1947, October). Retrieved from https://www.wto.org/english/docs_e/legal_e/
downloads_e/GATT1947_en.pdf.

? General Agreement on Trade in Services. (1994, April). Retrieved from https://jusmundi.com/en/document/treaty/en-general-agreement-
on-trade-in-services-1994-general-agreement-on-trade-in-services-1994-friday-15th-april-1994.
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(TRIPS)! were applied. A comparison of modern mech-
anisms for regulating digital markets was carried out
on the basis of Regulation (EU) No. 2022/1925 of the
European Parliament and of the Council “On Contesta-
ble and Fair Markets in the Digital Sector and Amend-
ing Directives (EU) 2019/1937 and (EU) 2020/1828
(Digital Markets Act) (Text with EEA Relevance)”? and
Regulation (EU) No. 2022 /2065 of the European Parlia-
ment and of the Council “On a Single Market For Digital
Services and amending Directive 2000/31/EC (Digital
Services Act) (Text with EEA Relevance)”. The compar-
ison was carried out based on the criteria of regulating
dominant positions, controlling economic concentra-
tion, preventing unfair competition, regulating digital
platforms and applying preventive antimonopoly con-
trol mechanisms. The comparative-legal method was
used to determine the extent of implementation of in-
ternational competition law standards in the legislation
of the Republic of Azerbaijan and to identify limitations
in national regulation of digital markets.

The case-study method was used to examine de-
cisions, investigations, and official communications
of the European Commission regarding the digital
platforms Google, Apple, Amazon, and Meta. Its ap-
plication was aimed at identifying the specifics of the
legal assessment of digital platforms’ behaviour, de-
fine criteria for assessing market power, and identify
trends in the development of competition regulation
mechanisms for digital markets in the European Un-
ion. The analysis included official antitrust decisions
and procedural documents of the European Commis-
sion related to investigations against Google (Antitrust:
Commission fines..., 2019), Amazon (Antitrust: Com-
mission sends...,, 2020), Apple (Antitrust: Commission
sends..., 2021), and Alphabet, Apple, and Meta under
the Digital Markets Act (Directorate-General for Com-
petition & Directorate-General for Communications
Networks, Content and Technology, 2024). These docu-
ments were selected as representative examples of the
practical application of European competition law to
major digital platforms and made it possible to trace the
evolution of the European Union’s approaches to regu-
lating market concentration and limiting anticompeti-
tive behaviour in the digital economy. Legal modelling
was used to develop proapective areas for improving
the competition legislation of the Republic of Azer-
baijan, including clarifying the criteria for determin-
ing a dominant position in digital markets, developing

legal_e/27-trips.pdf.

from https://eur-lex.europa.eu/eli/reg/2022/1925/0j.

reg/2022/2065/0j.

LexUriServ/LexUriServ.do?uri=CELEX:12012E/TXT:en:PDF.

mechanisms for preliminary control of economic con-
centration, regulating the activities of digital platforms,
and introducing specialised tools for assessing the risks
of restricting competition in the digital sector.

Results

International approaches to countering monopo-
lism and unfair competition. Competition law regu-
lates social relations related to ensuring the function-
ing of a market economy, implementing the principle of
free entrepreneurial activity, and limiting monopolistic
activities of economic entities. International practice
views the protection of competition as a prerequisite
for maintaining stable economic relations, develop-
ing entrepreneurship, preventing the abuse of market
power, and ensuring a balance between private and
public interests. Thus, in European Union law, the pro-
hibition on the abuse of a dominant position, enshrined
in Article 102 of the Consolidated version of the Trea-
ty on the Functioning of the European Union* aims to
prevent situations in which large economic entities
can restrict competitors’ access to the market, impose
unfair business conditions, or create obstacles to in-
novation. In most countries, countering monopolism
is associated not only with the need to maintain eco-
nomic efficiency but also with ensuring equality among
market participants, protecting consumer rights, and
limiting excessive concentration of economic power.
The United Nations Conference on Trade and Develop-
ment (2024) emphasises that excessive concentration
of market power can lead to the formation of structural
barriers to entry, limited access of economic entities to
key resources and distribution channels, and increased
economic dependence of small and medium-sized en-
terprises on large corporate groups. Such processes can
reduce the intensity of competition and limit the devel-
opment opportunities of new market entrants. Conse-
quently, competition law gradually came to be used not
only as an instrument of economic regulation, but also
as a legal mechanism for ensuring a level playing field
for economic activity.

The development of international approaches to
countering monopolism was accompanied by changes
in the content of antitrust regulation (Kovacic & Shap-
iro, 2000). Initially, international antitrust regulation
focused on preventing cartels, price fixing, and abuse
of dominant positions by large industrial associa-
tions. Subsequently, the development of transnational

! Agreement on Trade-Related Aspects of Intellectual Property Rights. (1994, April). Retrieved from https://www.wto.org/english/docs_e/

2 Regulation (EU) No. 2022/1925 of the European Parliament and of the Council “On Contestable and Fair Markets in the Digital Sector and
Amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) (Text with EEA Relevance)”. (2022, September). Retrieved

3 Regulation (EU) No. 2022/2065 of the European Parliament and of the Council “On a Single Market for Digital Services and amending
Directive 2000/31/EC (Digital Services Act) (Text with EEA Relevance)”. (2022, October). Retrieved from https://eur-lex.europa.eu/eli/

* Consolidated version of the Treaty on the Functioning of the European Union. (2012, October). Retrieved from https://eur-lex.europa.eu/
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corporations, the globalisation of markets, and the
changing structure of economic relations led to an
expansion of the scope of competition regulation. In-
ternational practice expanded the scope of competi-
tion regulation to include mechanisms for monitor-
ing economic concentration, assessing the impact of
cross-border mergers and acquisitions, and taking into
account the impact of digital platforms on the com-
petitive environment. At the same time, the scope of
antimonopoly control expanded to include issues of
access to digital infrastructure, data use, and limiting
the market power of entities with significant economic
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influence. As a result, competition law became com-
prehensive and includes both measures to prevent an-
ticompetitive behaviour and preventive mechanisms
for monitoring the market activities of economic en-
tities. The development of international approaches
to protecting competition was accompanied by the
formation of a system of supranational competition
policy standards developed by international organisa-
tions. The activities influenced the unification of anti-
trust regulation mechanisms, the development of fair
competition principles, and the adaptation of national
legislation to changes in the global economy (Table 1).

Table 1. International approaches to regulating competition and countering monopolism

International
organisation

Main directions
of competition policy

Mechanisms to countering
monopolism

Approaches to preventing
unfair competition

Significance

for national legislation

Organisation
for Economic
Cooperation
and
Development

Development of
recommendations for
improving competition policy,
ensuring market transparency
and developing antimonopoly
control mechanisms

Control of economic
concentration, improvement
of antitrust investigation
procedures, development of
mechanisms for preliminary
assessment of market risks

Restricting anticompetitive
agreements, preventing
abuse of dominant
positions, and regulating
the activities of digital
platforms

It is used by states when
modernising competition
legislation and reforming
the antimonopoly control

system

United Nations
Conference
on Trade and
Development

Formation of approaches
to ensuring a competitive
environment as a condition
for sustainable economic
development

Support for mechanisms to
limit market concentration
and regulate the activities of
transnational corporations

Preventing discriminatory
market access conditions
and protecting small and
medium-sized businesses

Itis used in the

development of competition

legislation in countries
with developing and

transforming economies

World Trade
Organisation

Ensuring the principles
of non-discriminatory
international trade and equal
access to markets

Formation of conditions for
non-discriminatory access
to markets that affect the
competitive environment in
international trade

Prevention of
discriminatory trade
practices and restrictions
on access to foreign
markets

Promotes the

harmonisation of trade and

competition laws of the
participating states

European Union

Formation of a unified
competition policy
within the framework
of a common market

Control of enterprise
concentration, prevention of
abuse of dominant position,

antitrust investigations

Regulating the activities

of digital platforms and

limiting unfair practices
in e-commerce

The European model is

used in reforming national

competition regulation
systems

Source: compiled by the author based on United Nations Conference on Trade and Development (2000), Organi-
sation for Economic Co-operation and Development (2025), Consolidated version of the Treaty on the Functioning
of the European Union!, General Agreement on Tariffs and Trade (GATT 1947)? General Agreement on Trade in
Services®, Agreement on Trade-Related Aspects of Intellectual Property Rights*, Regulation (EU) No. 2022/1925
of the European Parliament and of the Council®, Regulation (EU) No. 2022/2065 of the European Parliament and

of the Council®

The general approaches of international organisa-
tions to protecting competition are based on the rec-
ognition of the need to limit excessive concentration of
economic power and ensure a level playing field for eco-
nomic activity. However, the regulatory mechanisms for
implementing competition policy vary depending on the
legal nature of the international organisation and its area

of competence. Thus, the OECD’s activities are aimed at
developing recommendations and soft law standards
used by states when reforming national competition
legislation. In particular, the Recommendation of the
Council concerning effective action against hard core
cartels (Organisation for Economic Co-operation and
Development, 2025) sets out approaches to suppressing

! Consolidated version of the Treaty on the Functioning of the European Union. (2012, October). Retrieved from https://eur-lex.europa.eu/
LexUriServ/LexUriServ.do?uri=CELEX:12012E/TXT:en:PDF.

2 General Agreement on Tariffs and Trade (GATT 1947). (1947, October). Retrieved from https://www.wto.org/english/docs_e/legal_e/
downloads_e/GATT1947_en.pdf.

3 General Agreement on Trade in Services. (1994, April). Retrieved from https://jusmundi.com/en/document/treaty/en-general-agreement-
on-trade-in-services-1994-general-agreement-on-trade-in-services-1994-friday-15th-april-1994.

* Agreement on Trade-Related Aspects of Intellectual Property Rights. (1994, April). Retrieved from https://www.wto.org/english/docs_e/
legal_e/27-trips.pdf.

% Regulation (EU) No. 2022/1925 of the European Parliament and of the Council “On Contestable and Fair Markets in the Digital Sector and
Amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) (Text with EEA Relevance)”. (2022, September). Retrieved
from https://eur-lex.europa.eu/eli/reg/2022/1925/0j.

¢ Regulation (EU) No. 2022/2065 of the European Parliament and of the Council “On a Single Market for Digital Services and amending
Directive 2000/31/EC (Digital Services Act) (Text with EEA Relevance)”. (2022, October). Retrieved from https://eur-lex.europa.eu/eli/
reg/2022/2065/0j.
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cartels, developing international cooperation between
competition authorities, and improving procedures for
investigating anticompetitive behaviour. Organisation
for Economic Co-operation and Development (2024)
documents substantiate the need to expand traditional
antimonopoly control mechanisms by taking into ac-
count the network effects of digital platforms, the use
of algorithmic pricing systems, and the concentration
of data as a source of market power. Particular atten-
tion is paid to improving mechanisms for monitoring
digital markets, increasing the transparency of algo-
rithmic decisions, and developing tools for identifying
anticompetitive practices in the digital environment.

The United Nations Conference on Trade and Devel-
opment (2000) approach has a different legal focus and
is associated with ensuring the balanced economic de-
velopment of states. The provisions of the United Nations
Set of Multilaterally Agreed Equitable Principles and
Rules for the Control of Restrictive Business Practices,
which stipulate the need to prevent the abuse of market
power, limit anticompetitive agreements, and ensure fair
conditions for economic entities’ access to markets, are of
significance for international practice. In contrast to the
Recommendation of the Council concerning effective ac-
tion against hard core cartels (Organisation for Economic
Co-operation and Development, 2025), which is focused
primarily on improving mechanisms for identifying and
suppressing cartels, the provisions of the United Nations
Set of Principles and Rules on Competition provide for a
broader approach to competition regulation. The UNC-
TAD Set views competition law as a tool for creating con-
ditions for the development of small and medium-sized
businesses, preventing excessive economic concen-
tration, expanding access for new entrants to markets,
and reducing the dependence of the national economy
on a limited number of large economic entities. The
World Trade Organisation (WTO) regulatory approach
is based on regulating international trade and ensuring
non-discriminatory market access. While the WTO lacks
a single, codified antitrust act, certain competition-relat-
ed provisions are contained in the General Agreement
on Tariffs and Trade!, General Agreement on Trade in

Services?, and Agreement on Trade-Related Aspects of In-
tellectual Property Rights®. These instruments enshrine
the principles of non-discrimination, transparency, and
equal access to international trade, which influence the
formation of a competitive environment in cross-border
economic relations. As a result, competition policy with-
in the WTO is implemented through limiting trade bar-
riers and preventing practices that could create unfair
advantages for certain international market participants.

The European Union developed a comprehen-
sive system of competition regulation, which includes
mechanisms for monitoring economic concentration,
limiting abuse of dominance, and preventing anticom-
petitive agreements*. It is considered one of the most
developed regional competition protection regimes.
The legal basis for European Union competition policy
is Articles 101-109 of the Consolidated version of the
Treaty on the Functioning of the European Union, which
prohibit anticompetitive agreements, abuse of a domi-
nant position, and anticompetitive state aid. Unlike the
advisory nature of OECD and UNCTAD acts, EU law is
legally binding on Member States and is accompanied
by a developed system of supranational oversight.

The development of the digital economy and in-
creasing market concentration in digital services led
to reforms of European competition law in 2020-2025.
These changes were associated with the adoption of
the Regulation (EU) No. 2022/1925 of the European
Parliament and of the Council® and the Regulation (EU)
No. 2022/2065 of the European Parliament and of the
Council® The adoption of these acts was the European
Union’s response to the growing economic influence of
large digital platforms capable of controlling the access
of economic entities to digital markets, online adver-
tising, search engines, mobile operating platforms and
e-commerce services (Bergkamp, 2021).

The legal framework established by the Digital
Markets Act is based on the special status of large dig-
ital platforms, designated as “gatekeepers”. According
to Article 3 of the Regulation (EU) No. 2022/1925 of
the European Parliament and of the Council’, such en-
tities are defined as companies that exert influence on

! General Agreement on Tariffs and Trade (GATT 1947). (1947, October). Retrieved from https://www.wto.org/english/docs_e/legal_e/
downloads_e/GATT1947_en.pdf.

2 General Agreement on Trade in Services. (1994, April). Retrieved from https://jusmundi.com/en/document/treaty/en-general-agreement-
on-trade-in-services-1994-general-agreement-on-trade-in-services-1994-friday-15th-april-1994.

3 Agreement on Trade-Related Aspects of Intellectual Property Rights. (1994, April). Retrieved from https://www.wto.org/english/docs_e/
legal_e/27-trips.pdf.

* Consolidated version of the Treaty on the Functioning of the European Union. (2012, October). Retrieved from https://eur-lex.europa.eu/
LexUriServ/LexUriServ.do?uri=CELEX:12012E/TXT:en:PDF.

% Regulation (EU) No. 2022/1925 of the European Parliament and of the Council “On Contestable and Fair Markets in the Digital Sector and
Amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) (Text with EEA Relevance)”. (2022, September). Retrieved
from https://eur-lex.europa.eu/eli/reg/2022/1925/0j.

¢ Regulation (EU) No. 2022/2065 of the European Parliament and of the Council “On a Single Market for Digital Services and amending
Directive 2000/31/EC (Digital Services Act) (Text with EEA Relevance)”. (2022, October). Retrieved from https://eur-lex.europa.eu/eli/
reg/2022/2065/0j.

7 Regulation (EU) No. 2022/1925 of the European Parliament and of the Council “On Contestable and Fair Markets in the Digital Sector and
Amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) (Text with EEA Relevance)”. (2022, September). Retrieved
from https://eur-lex.europa.eu/eli/reg/2022/1925/0j.
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the internal market of the European Union, ensure the
functioning of core platform services, and have an es-
tablished market position. The criteria for determin-
ing “gatekeepers” include the company’s annual turn-
over, market capitalisation, number of platform users,
and the scale of digital service provision in EU Mem-
ber States. Thus, European law links the application of
special regulatory mechanisms not only to the fact of
violation of competition law, but also to the entity’s sus-
tained ability to exert structural influence on the func-
tioning of the digital market (Skara et al.,, 2024).

Unlike the Regulation (EU) No. 2022/1925 of the
European Parliament and of the Council!, which fo-
cuses on regulating the market power of large plat-
forms, the Regulation (EU) No. 2022/2065 of the
European Parliament and of the Council? aims to en-
sure the transparency of digital services and limit the
spread of illegal content in the digital environment.
This act establishes obligations for digital platforms
to ensure the transparency of recommendation al-
gorithms, disclose information about advertising
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mechanisms, and remove illegal content. At the same
time, the Digital Services Act strengthens require-
ments for managing systemic risks associated with
the operation of large online platforms, including the
risks of information manipulation, restrictions on
economic entities’ access to digital services, and the
unfair use of algorithms.

As a result, the application of European Union
competition law began to cover not only classic forms
of abuse of dominance, but also the use of digital infra-
structure to create structural advantages for the plat-
forms’ own services. Antimonopoly control focused on
mechanisms for providing priority access to platform
services, the use of user data to enhance market pow-
er, limiting the compatibility of digital applications, and
creating a dependent position of economic entities on
the platform ecosystem. It is in this context that the
European Commission initiated investigations against
Google LLC, Apple Inc., Amazon.com, Inc., and Meta
Platforms, Inc., considering the activities as potentially
restricting competition in digital markets (Table 2).

Table 2. The European Commission’s antitrust enforcement practices
in relation to digital platforms in 2019-2024

Compan Object of Subject of legal assessment Normative and legal significance
pany antimonopoly control by the European Commission for the development of competition law
Search engines Using ranking algorithms to favour Expanding the category of abuse of a dominant position
! Engines, proprietary services; restricting competitors’ to the sphere of algorithmic governance
Google Android, digital P . .
L access to the advertising infrastructure of digital markets; developing an approach
advertising . . .
and Android mobile ecosystem to regulating platform ecosystems
. Restricting the use of alternative payment Developing an approach to ensuring non-
App Store and the i0S e S e . o .
Apple operating system systems and distribution of applications discriminatory access of business entities to digital
p 85y outside the App Store infrastructure and limiting closed digital ecosystems
E-commerce Using third-party merchant data to gain Expanding the scope of competition law to regulate
Amazon s . . the use of commercial data and control
and marketplaces competitive advantages for its own services .
of platform infrastructure
. . Pooling user data across platforms Forming a link between competition regulation,
Social media - N -
Meta o - and leveraging digital infrastructure personal data protection
and digital advertising . o < .
to enhance market concentration and limiting digital concentration

Source: compiled by the author based on Antitrust: Commission fines Google €1.49 billion for abusive practic-
es in online advertising (2019), Antitrust: Commission sends Statement of Objections to Amazon for the use of
non-public independent seller data and opens second investigation into its e-commerce business practices (2020),
Antitrust: Commission sends Statement of Objections to Apple on App Store rules for music streaming provid-
ers (2021), Directorate-General for Competition & Directorate-General for Communications Networks, Content

and Technology (2024)

An analysis of the investigations presented in the
table shows that the European Commission’s practice
shifted in its approach to determining the market pow-
er of economic entities. Under classical competition
law, dominant position was associated with market
share, price control, and the ability to restrict com-
petition by changing the conditions of circulation of
goods or services. In the digital economy, the ability of

platforms to control digital infrastructure, manage
ranking algorithms, accumulate user data, and deter-
mine the conditions of market participants’ access to
digital services became the object of legal assessment
(Podszun et al., 2021). This demonstrates the expan-
sion of the concept of dominant position and the ad-
aptation of competition law to the platform econom-
ic model. The European Commission’s practice also

! Regulation (EU) No. 2022/1925 of the European Parliament and of the Council “On Contestable and Fair Markets in the Digital Sector and
Amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) (Text with EEA Relevance)”. (2022, September). Retrieved

from https://eur-lex.europa.eu/eli/reg/2022/1925/0j.

2Regulation (EU) No. 2022/2065 of the European Parliament and of the Council “On a Single Market for Digital Services and amending
Directive 2000/31/EC (Digital Services Act) (Text with EEA Relevance)”. (2022, October). Retrieved from https://eur-lex.europa.eu/eli/

reg/2022/2065/0j.
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demonstrates a shift in approaches to understanding
anticompetitive behaviour. While previously, violations
of competition law were associated with the actual re-
striction of competition, in the modern environment,
the very ability of a digital platform to create structural
advantages for its own services even before negative
market consequences arise is becoming the subject
of legal analysis (Crémer et al., 2019). As a result, the
modern European model of competition regulation is
shifting from reactive antimonopoly control to preven-
tive regulation of digital markets, based on preventing
the risks of monopolisation of digital infrastructure.

Constitutional and legal framework for regulat-
ing competition and restricting monopolistic activ-
ity in the Republic of Azerbaijan. The constitutional
and legal framework for regulating competition in the
Republic of Azerbaijan evolved amid the transforma-
tion of the economic system, the transition to mar-
ket-based economic mechanisms, and the development
of the private sector after independence. The changing
structure of economic relations necessitated the nor-
mative consolidation of the principles of free entrepre-
neurship, equality of ownership, and the restriction of
monopolistic activity as elements of a functioning mar-
ket economy. These processes influenced the formation
of the constitutional and legal framework for regulat-
ing competition and the development of state control
mechanisms to limit monopolisation in individual sec-
tors of the economy (Aghayev, 2023).

The legal framework for regulating economic rela-
tions in the Republic of Azerbaijan is the Constitution of
the Republic of Azerbaijan?, which enshrines the princi-
ples of economic freedom, diversity of ownership, and
state guarantees for entrepreneurial activity. In accord-
ance with Article 15 of the Constitution, economic de-
velopment is based on various forms of ownership and
serves to improve the well-being of the people. At the
same time, Article 59 enshrines the right of everyone
to freely use the resources and property to conduct en-
trepreneurial activity in accordance with the procedure
established by law. These provisions form the consti-
tutional basis for the functioning of a market economy
and define the limits of state intervention in economic
activity. Constitutional guarantees of freedom of eco-
nomic activity in Azerbaijan are interrelated with the
principle of equal protection of all forms of ownership
and the need to ensure fair conditions for economic ac-
tivity. In this context, constitutional and legal regulation
of competition is aimed not only at ensuring freedom
of entrepreneurship,but also at preventing the abuse of

economic freedom through market monopolisation and
restrictions on competition. Thus, the constitutional
norms of the Republic of Azerbaijan provide for a com-
bination of two interrelated elements: guarantees of
economic initiative for business entities and the permis-
sibility of state regulation to protect the competitive envi-
ronment. This approach is consistent with modern trends
in the constitutionalisation of competition law, in which
the protection of competition is viewed as one of the
mechanisms for ensuring economic balance and limiting
the excessive concentration of economic power (OECD-
GVH Regional Centre for Competition in Budapest, 2024).

It should be noted that the constitutional provi-
sions of the Republic of Azerbaijan are not limited to
enshrining freedom of entrepreneurship. In accordance
with Article 15 of the Constitution of the Republic of
Azerbaijan?, the state guarantees economic develop-
ment based on various forms of ownership and free
enterprise, while simultaneously taking measures to
prevent monopoly and unfair competition in econom-
ic relations. In this context, the provisions of the Com-
petition Code of the Republic of Azerbaijan® serve as a
normative mechanism for implementing constitutional
provisions, specifying procedures for preventing mo-
nopolistic activity, controlling economic concentration,
limiting the abuse of a dominant position, and combat-
ing unfair competition. Thus, the Code ensures the prac-
tical implementation of the constitutional principle of
combining freedom of entrepreneurship with the state’s
obligation to maintain a competitive environment and
prevent excessive concentration of economic power.

In the system of previously existing legislation, Law
of the Republic of Azerbaijan No. 526 “On Anti-Monop-
oly Activities”* was adopted. The law regulated issues
related to the abuse of a dominant position, price-fix-
ing agreements, and other forms of anticompetitive be-
haviour. However, the law’s content was based on ap-
proaches characteristic of the early stages of post-Soviet
economic transformation, when competition regulation
was viewed as a mechanism for administratively limit-
ing the monopolisation of individual product markets.
As a result, legal regulation focused on curbing existing
violations, while mechanisms for preventive control of
economic concentration and the prevention of structural
restrictions on competition remained limited. Addition-
al regulation was implemented through Law of the Re-
public of Azerbaijan No. 1049 “On Unfair Competition™,
which prohibited the dissemination of false information,
unfair advertising, misuse of business reputation, and
other forms of unfair behaviour by business entities.

! Constitution of the Republic of Azerbaijan. (1995, November). Retrieved from https://president.az/en/pages/view/azerbaijan/constitution.

2 Ibidem, 1995.

3 Competition Code of the Republic of Azerbaijan. (2023, December). Retrieved from https://e-qanun.az/framework/56187.
*Law of the Republic of Azerbaijan No. 526 “On Anti-Monopoly Activities”. (1993, March). Retrieved from https://wipolex-res.wipo.int/

edocs/lexdocs/laws/az/az/az025az.pdf?last-modified=1305040098&.

5 Law of the Republic of Azerbaijan No. 1049 “On Unfair Competition”. (1995, June). Retrieved from https://wipolex-res.wipo.int/edocs/
lexdocs/laws/az/az/az125az_1.pdf?last-modified=1765787537&Expires=1782371184&Signature=pEvv8vBGlx~.
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Unfair competition occupied a distinct place in
the system of competition legislation in the Republic
of Azerbaijan, as it was aimed not so much at limiting
the market power of individual business entities as at
ensuring fair conditions for conducting business ac-
tivities. Manifestations of unfair competition included
the dissemination of false information about competi-
tors, misleading consumers about the characteristics of
goods and services, the misuse of the goodwill of other
business entities, and the creation of unjustified com-
petitive advantages. The legal significance of regulating
unfair competition lay in protecting both the interests
of bona fide market participants and the interests of
consumers, as such actions can distort the conditions
of competition even in the absence of a dominant mar-
ket position. Unlike mechanisms for combating monop-
olistic activity, which focused on controlling economic
concentration and abuse of market power, unfair com-
petition regulations were aimed at preventing unlawful
competitive practices and restoring a level playing field.

At the same time, the Law of the Republic of Azer-
baijan No. 590-IQ “On Natural Monopolies”! established
the specifics of state regulation in areas where objective
economic conditions limited the formation of a compet-
itive environment. However, these legal acts functioned
largely autonomously, leading to the fragmentation of
competition regulation and the absence of a unified
mechanism for the legal assessment of anticompetitive
behaviour. In practice, this created difficulties in delin-
eating the competence of antimonopoly authorities, de-
fining the criteria for a dominant position, and applying
mechanisms for controlling economic concentration.

The adoption of the Competition Code of the Re-
public of Azerbaijan? became one of the instruments
for implementing the constitutional requirement to
prevent monopoly and unfair competition, enshrined
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in Article 15 of the Constitution of the Republic of
Azerbaijan®. Unlike the previous regulatory system,
which relied on the autonomous regulation of individ-
ual areas of competition policy, the new Code created
a unified system of legal regulation of competition, in-
cluding mechanisms for controlling economic concen-
tration, limiting monopolistic activity, and preventing
unfair competition.

The inclusion of provisions on unfair competition
in the Competition Code of the Republic of Azerbaijan*
demonstrates the integration of this institution into a
unified system of competition regulation. While these
relations were previously regulated by a separate leg-
islative act, unfair competition is now considered an
independent form of disruption of the competitive en-
vironment, along with abuse of a dominant position and
anticompetitive agreements. This approach ensures the
application of unified mechanisms for the legal assess-
ment of anticompetitive behaviour and allows for the
consideration of the impact of unfair competitive prac-
tices on the competitive environment. The Code pro-
vides for a set of measures aimed at ending violations
of competition law, preventing restrictions on competi-
tion, and protecting the legitimate interests of market
participants. In order to compare the provisions of the
Competition Code of the Republic of Azerbaijan with
international and supranational approaches to competi-
tion regulation, the provisions governing the definition
of a dominant position and abuse of market power (Ar-
ticles 15-16 of the Code), economic concentration and
the procedure for its state control (Articles 26-31 of the
Code), unfair competition (Articles 18-22 of the Code),
the powers of the competition authority and control
procedures (Articles 43-61 of the Code), as well as meas-
ures of liability for violation of competition legislation
(Articles 74-84 of the Code) were analysed (Table 3).

Table 3. Comparison of the provisions of the Competition Code of the Republic of Azerbaijan
with international and supranational approaches to competition regulation

Element
of international standards

Implementation in the Competition Code
of Azerbaijan

Existing limitations and problems

Comprehensive regulation
of competitive relations

The Code combined the regulation
of monopolistic activity, unfair competition
and economic concentration

The mechanisms of interaction
between individual competition law institutions
require further detailing

Preventive control
of economic concentration

Preliminary review procedures for mergers and
acquisitions were introduced.

There are no detailed criteria for assessing the
permissibility of concentration

Expanded understanding
of dominant position

The possibility of the subject’s influence
on the conditions of circulation of goods
and access to markets is taken into account

The level of evaluation categories
in determining market power remains high

Integration of unfair competition into
the antimonopoly control system

Unfair competition is considered as an element
of restricting the competitive environment

Mechanisms for combating digital forms
of unfair competition are insufficiently regulated

Strengthening the powers
of the antimonopoly authority

Expanded powers to conduct investigations
and control concentrations

The risk of excessive discretion on the part
of the antimonopoly authority remains

Respublikas%C4%B1n%C4%B1n%20Qanunu.pdf.
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!Law of the Republic of Azerbaijan No. 590-IQ “On Natural Monopolies”. (1998, December). Retrieved from http://binegedi-ih.gov.
az/storage/files/files/15_12_1998%20-%20T%C9%99bii%20inhisarlar%20%20haqq%C4%B1nda%20Az%C9%99rbaycan%20

2 Competition Code of the Republic of Azerbaijan. (2023, December). Retrieved from https://e-qanun.az/framework/56187.
3 Constitution of the Republic of Azerbaijan. (1995, November). Retrieved from https://president.az/en/pages/view/azerbaijan/constitution.
* Competition Code of the Republic of Azerbaijan. (2023, December). Retrieved from https://e-qanun.az/framework/56187.
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Table 3, Continued

Element
of international standards

Implementation in the Competition Code
of Azerbaijan

The Code contains general mechanisms
for assessing market power and economic
concentration that could potentially be applied to
digital markets, but does not provide
for specific rules on digital platforms

Existing limitations and problems

There are no special mechanisms for regulating
digital platforms under the Digital Markets Act
model/Digital Services Act model

Adaptation to the digital economy

The implementation of international standards
remains incomplete and depends
on law enforcement practices

Harmonisation
with international standards

Separate approaches of the OECD
and the European Union are used

Source: compiled by the author based on General Agreement on Tariffs and Trade (GATT 1947)%; General Agree-
ment on Trade in Services?; Agreement on Trade-Related Aspects of Intellectual Property Rights?; Regulation (EU)
No. 2022/1925 of the European Parliament and of the Council*; Regulation (EU) No. 2022 /2065 of the European

Parliament and of the Council®; Competition Code of the Republic of Azerbaijan®

A comparison of the provisions of the Competi-
tion Code of the Republic of Azerbaijan’ with interna-
tional approaches to competition regulation reveals a
change in the structure of national competition legis-
lation. While antitrust regulation was previously fo-
cused primarily on preventing individual violations
of competition law, the Competition Code provides for
the interrelated regulation of economic concentration,
dominant position, and unfair competition within a
unified system of antimonopoly control. As a result,
the scope of legal regulation was expanded to include
mechanisms for preventing restrictions on competi-
tion and assessing the impact of economic entities on
the competitive environment.

A comparative analysis of the Code’s provisions re-
veals that certain competition regulation mechanisms
were developed taking into account the approaches of
the OECD and the European Union. This is reflected in
the expansion of the criteria for determining a domi-
nant position, the use of mechanisms for preliminary
control of economic concentration, and the integration
of unfair competition regulation into the antimonopoly
control system. In contrast to the Law of the Republic of
Azerbaijan No. 5268 which primarily linked a dominant
position to an economic entity’s share of the relevant
product market, the Competition Code of the Republic
of Azerbaijan® provides for a broader approach to as-
sessing market power. In addition to quantitative indi-
cators, the Code takes into account an economic entity’s

ability to influence the conditions of product circula-
tion, market access, and the state of the competitive en-
vironment, which is consistent with modern OECD and
European Union approaches to assessing companies’
market power.

At the same time, an analysis of the Competition
Code reveals the persistence of a number of problems
related to the level of legal certainty within certain
competition regulation mechanisms. Specifically, the
Code’s provisions governing the control of economic
concentration stipulate the need to assess the impact
of relevant transactions on competition and the poten-
tial for significant restrictions on market competition.
However, these provisions do not contain detailed cri-
teria for determining the permissible level of concen-
tration or a methodology for assessing its consequenc-
es for individual product markets. Similarly, the Code’s
provisions devoted to defining a dominant position al-
low for the consideration of a business entity’s ability
to influence the conditions of product circulation and
market access. However, specific indicators of such
market power are formulated primarily through eval-
uative categories. Some provisions of the Code rely
on the concepts of “significant restriction of competi-
tion”, “market influence”, and “dominant position”, the
meaning of which is subject to interpretation by the
competent competition authority. As a result, a signif-
icant amount of authority to assess the consequences
of economic concentration, determine the presence of a

! General Agreement on Tariffs and Trade (GATT 1947). (1947, October). Retrieved from https://www.wto.org/english/docs_e/legal_e/
downloads_e/GATT1947_en.pdf.

2 General Agreement on Trade in Services. (1994, April). Retrieved from https://jusmundi.com/en/document/treaty/en-general-agreement-
on-trade-in-services-1994-general-agreement-on-trade-in-services-1994-friday-15th-april-1994.

3 Agreement on Trade-Related Aspects of Intellectual Property Rights. (1994, April). Retrieved from https://www.wto.org/english/docs_e/
legal_e/27-trips.pdf.

*Regulation (EU) No. 2022/1925 of the European Parliament and of the Council “On Contestable and Fair Markets in the Digital Sector and
Amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) (Text with EEA Relevance)”. (2022, September). Retrieved
from https://eur-lex.europa.eu/eli/reg/2022/1925/0j.

5 Regulation (EU) No. 2022/2065 of the European Parliament and of the Council “On a Single Market for Digital Services and amending
Directive 2000/31/EC (Digital Services Act) (Text with EEA Relevance)”. (2022, October). Retrieved from https://eur-lex.europa.eu/eli/
reg/2022/2065/0j.

5 Competition Code of the Republic of Azerbaijan. (2023, December). Retrieved from https://e-qanun.az/framework/56187.

7 Ibidem, 2023.

8 Law of the Republic of Azerbaijan No. 526 “On Anti-Monopoly Activities”. (1993, March). Retrieved from https://wipolex-res.wipo.int/
edocs/lexdocs/laws/az/az/az025az.pdf?last-modified=1305040098&.

? Competition Code of the Republic of Azerbaijan. (2023, December). Retrieved from https://e-qanun.az/framework/56187.
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dominant position, and qualify restrictions on competi-
tion is concentrated within the purview of the antimo-
nopoly authority. In this regard, procedural guarantees
for market participants require further improvement,
including more detailed regulatory codification of deci-
sion-making criteria, unification of investigation proce-
dures, and the development of mechanisms for judicial
review of decisions by the competition regulator. As a
result, the practical application of individual provisions
of the Code will depend on the development of uniform
administrative and judicial practice.

The adoption of the Competition Code of the Re-
public of Azerbaijan is associated with a transition to a
more systemic model of competition regulation and the
expansion of antimonopoly control mechanisms. At the
same time, an analysis of the provisions of the Code and
international competition regulation practices makes it
possible to identify several areas for further improve-
ment of the competition legislation of the Republic of
Azerbaijan. Taking into account the approaches of the
OECD and the European Union, it seems appropri-
ate to develop more detailed criteria for assessing a
dominant position and the permissibility of economic
concentration, including methodologies for analysing
the influence of economic entities on digital markets,
platform infrastructure, and access to user data. Mech-
anisms for monitoring the activities of digital platforms
require additional regulatory oversight, as Azerbaijan’s
current legislation is primarily focused on traditional
commodity markets and does not provide for specific
mechanisms for regulating platform dependence and
algorithmic market governance. A comparative analy-
sis also demonstrates the feasibility of further harmo-
nising the competition legislation of the Republic of
Azerbaijan with the preventive antimonopoly control
mechanisms used in the European Union. In particu-
lar, a prospective direction could be the development
of mechanisms for preliminary assessment of compe-
tition risks in the digital sector, as well as the introduc-
tion of special regulations for entities with significant
infrastructural influence on digital markets. These
measures will allow national competition legislation to
adapt to changes in the structure of economic relations
and increasing digital concentration.

Discussion

The results of the study demonstrate that the modern
international anti-monopoly model is gradually shifting
from a predominantly reactive approach to suppress-
ing competition law violations to the use of preventive
mechanisms for controlling restrictions on competi-
tion. This conclusion aligns with the position of J. Tiro-
le (2023), who noted the transformation of traditional
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notions of market power and the need to adapt com-
petition regulation to new economic conditions. At the
same time, the study also demonstrated that the devel-
opment of international competition protection mech-
anisms is associated not only with the refinement of
tools for controlling individual violations but also with
the expansion of opportunities to prevent competition
restrictions at the early stages of the emergence. This
makes it possible to consider modern antitrust mech-
anisms as an element of ensuring a balanced relation-
ship between freedom of entrepreneurship and public
interests in the protection of competition.

The analysis also revealed that the development of
competition law is characterised by a strengthening of
the role of preventive control and an expansion of the
powers of competition regulators. Similar conclusions
are presented in the work of V.H.S.E. Robertson (2024),
who demonstrates that modern competition regula-
tion mechanisms are aimed at preventing the risks of
restricting competition before significant negative con-
sequences for the market arise. The results of this study
further demonstrate that the expansion of supervisory
powers requires maintaining a balance between the ef-
fectiveness of antitrust regulation and compliance with
the principles of legal certainty, particularly when using
the assessment criteria for determining market power
and restricting competition.

The results of the study indicate that the develop-
ment of the Digital Markets Act! is associated with a
change in the approach to determining the dominant
position of economic entities in the digital economy.
This conclusion partially coincides with the findings of
I. Daems (2022), who concluded that the practical im-
plementation of the new digital regulation of the Euro-
pean Union is highly complex due to the combination
of antitrust and administrative control mechanisms.
The study confirms that the criteria for defining “gate-
keepers”, including the size of the user base, the scale of
digital services, and the sustainability of infrastructural
influence, expand the scope of the category of market
power compared to traditional competition law. At the
same time, the results of the analysis suggest that the
main challenge in applying the Digital Markets Act is
related not only to the technical complexity of imple-
menting new regulatory mechanisms, as emphasised
by I. Daems, but also to the lack of unified international
approaches to assessing digital concentration and the
business entities’ dependence on platforms.

The study demonstrated that the constitution-
al and legal model for regulating competition in the
Republic of Azerbaijan is based on a combination of
freedom of entrepreneurship and the permissibility
of state intervention to prevent monopoly and unfair

Amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) (Text with EEA Relevance)”. (2022, September). Retrieved

I ! Regulation (EU) No. 2022/1925 of the European Parliament and of the Council “On Contestable and Fair Markets in the Digital Sector and

from https://eur-lex.europa.eu/eli/reg/2022/1925/0j.
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competition. An analysis of Article 15 of the Constitution
of the Republic of Azerbaijan! and the provisions of the
Competition Code of the Republic of Azerbaijan? make
it possible to consider the protection of competition as
one of the mechanisms for implementing constitutional
guarantees of economic freedom. The obtained results
are consistent with the findings of U. Aydin (2026), ac-
cording to which, in states undergoing processes of po-
litical and economic transformation, competition law
performs not only a regulatory function, but also helps
to limit the excessive concentration of economic power
and maintain an institutional balance between the state
and business entities.

The results of the study demonstrate that consti-
tutional and legal regulation of competition in the Re-
public of Azerbaijan is gradually shifting from formal
restrictions on monopolistic activity to more compre-
hensive control of market concentration and the influ-
ence of economic entities on the competitive environ-
ment. Similar conclusions are presented in the work
of A. Gawer & C. Bonina (2024), which found that the
development of digital platforms in countries with
transition and developing economies is accompanied
by increasing market infrastructural dependence on a
limited number of large digital intermediaries. At the
same time, the study additionally revealed that for the
Republic of Azerbaijan, the problem lies not only in the
growth of digital concentration but also in the pres-
ervation of the regulatory orientation of competition
law primarily toward traditional product markets. In
contrast to the position of A. Gawer & C. Bonina, which
focused primarily on the economic consequences of
platform dominance, the results of the study also made
it possible to identify constitutional and legal limita-
tions on the adaptation of antitrust regulation to the
digital economy. A comparative analysis revealed that
Azerbaijan’s current competition regulation system
includes certain elements of preventive antimonopoly
control, but maintains a high level of administrative dis-
cretion in determining market power criteria. A similar
trend is also evident in the study by K.J. Cseres (2021),
who substantiated that the interaction between com-
petition regulation and administrative mechanisms for
controlling dominance is accompanied by an expansion
of the discretionary powers of competition oversight
bodies. The study confirmed that the use of evaluative
categories in determining “significant restriction of
competition” or “market influence” can complicate the
development of uniform enforcement practice. Howev-
er, in contrast to the findings of K.J. Cseres, the study
found that in the Republic of Azerbaijan, this problem
is further exacerbated by the lack of detailed method-
ologies for assessing digital market concentration and
business entities’ dependence on platforms.

The study concluded that Azerbaijan’s current com-
petition legislation is partially guided by international
standards for protecting economic freedom, limiting
monopolistic activity, and ensuring fair competition. At
the same time, problems remain related to the level of
legal certainty of individual mechanisms for controlling
economic concentration, determining a dominant po-
sition, and exercising the powers of the antimonopoly
authority. Similar results are presented in the work of
B.N.P. Panda (2025), which establishes that the effective
protection of economic freedom requires the formation
of transparent legal mechanisms for competition regu-
lation and the prevention of excessive concentration of
market power. At the same time, the conducted study
showed that for the Republic of Azerbaijan, the im-
provement of competition legislation is associated not
only with the further harmonisation of national norms
with international approaches, but also with the need
to strengthen institutional guarantees for the protec-
tion of competition in the context of economic trans-
formation. In contrast to the approach of B.N.P. Panda,
which focuses primarily on certain areas of competition
regulation development, the results of the study make
it possible to consider the protection of the competitive
environment as an element of the implementation of
constitutional guarantees of freedom of entrepreneur-
ship and ensuring a balance between the economic
freedom of business entities and the permissible limits
of state intervention in economic relations.

The study’s findings also demonstrate that the ef-
fectiveness of antitrust regulation is determined not
only by the content of specific competition law provi-
sions but also by the compliance with constitutional
guarantees of economic freedom and legal certainty. It
was established that the development of mechanisms
to control economic concentration and dominant posi-
tions should be accompanied by ensuring the predicta-
bility of state regulation and procedural guarantees for
market participants. Similar patterns were identified
by E. Carbonara & E. Santarelli (2023), who concluded
that there is a stable relationship between the level of
constitutional protection of economic rights, the devel-
opment of entrepreneurial activity, and the quality of
the competitive environment. The findings are consist-
ent with those of A. Huseynov et al. (2025), who found
that the development of Azerbaijan’s digital economy is
accompanied by persistent structural limitations to dig-
ital competitiveness and requires further improvement
of state regulation mechanisms. The authors noted the
need to leverage advanced international practices to
improve the effectiveness of the digital transformation
of the economy. E.R. Banalieva & C. Dhanaraj (2019)
argued that the digital economy challenged tradition-
al assumptions of internalisation theory, as digital

I ! Constitution of the Republic of Azerbaijan. (1995, November). Retrieved from https://president.az/en/pages/view/azerbaijan/constitution.
2 Competition Code of the Republic of Azerbaijan. (2023, December). Retrieved from https://e-qanun.az/framework/56187.
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platforms, data flows, and network effects transformed
the way companies organise the international oper-
ations. The authors demonstrated that digitalisation
reduced certain transaction costs but simultaneously
created new strategic challenges related to control, scala-
bility, data ownership, and coordination across markets.

Thus, the results of this study demonstrate the de-
velopment of international and national competition
regulation mechanisms toward strengthening pre-
ventive antimonopoly control, improving mechanisms
for preventing economic concentration, and ensuring
a balance between freedom of entrepreneurship and
public interests in protecting competition. A compar-
ison of the obtained results with scientific research
confirmed the need to further refine the competition
legislation of the Republic of Azerbaijan, enhance the
legal certainty of antimonopoly control mechanisms,
and strengthen constitutional guarantees for protect-
ing the competitive environment.

Conclusions

The study revealed that countering monopolism in
the Republic of Azerbaijan has constitutional and legal
significance and is linked to the implementation of the
principles of freedom of entrepreneurship, fair compe-
tition, and equality of economic participants. An anal-
ysis of the Constitution of the Republic of Azerbaijan
revealed that the protection of competition is viewed
not only as a direction of state economic policy, but also
as a mechanism for ensuring the effective functioning
of a market economy.

It was established that the adoption of the Com-
petition Code of the Republic of Azerbaijan marked a
stage in the modernisation of national competition leg-
islation. Unlike the previously existing regulations, the
Code established a comprehensive system of legal reg-
ulation covering issues of dominance, economic con-
centration, and unfair competition. A comparative-legal
analysis revealed the expansion of mechanisms for pre-
liminary control of economic concentration and the use
of a broader approach to assessing the market power of
business entities.

The results of the study indicate partial imple-
mentation of international standards of competition
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regulation. At the same time, the national model retains
its own characteristics, determined by the specifics of
the legal system and the objectives of economic devel-
opmentin the Republic of Azerbaijan. It was established
that current legislation creates the legal preconditions
for preventing anticompetitive behaviour and limiting
excessive concentration of economic power; however,
certain mechanisms require further improvement.

Prospective areas for the development of compe-
tition law include clarifying the criteria for assessing
dominant positions and economic concentration, im-
proving the regulation of digital markets and platforms,
specifying the assessment categories of competition
law, and strengthening procedural guarantees for busi-
ness entities and mechanisms for judicial review of de-
cisions of the antimonopoly authority. Implementation
of these measures will ensure a more consistent imple-
mentation of the constitutional principles of freedom of
entrepreneurship, fair competition, and the prevention
of monopolistic activity in law enforcement practice in
the Republic of Azerbaijan.

The limitations of the study are related to the regu-
latory nature of the analysis conducted. The study was
based on an analysis of constitutional provisions, na-
tional competition legislation of the Republic of Azer-
baijan, and international legal acts, without conducting
an independent empirical analysis of statistical data on
the state of the competitive environment and market
concentration. Prospects for further research include
studying the practice of applying the Competition Code
of the Republic of Azerbaijan, analysing the formation
of administrative and judicial practice in the field of
competition protection, and assessing the effectiveness
of legal mechanisms for controlling economic concen-
tration and limiting the abuse of market power.
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KOHCTUTYLIIMHO-NPaBOBi aCNeKTU BAOCKOHANIEHHS
MeXaHi3My NpPOoTUAIi MOHOMNOI3MY
Ta HeJO06pPOCOBICHIN KOHKYpPEeHLUii
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AHoTauia

MeToto JjociifykeHHsI O6y/10 BU3HAYEHHSI HANpsAMIB YA0CKOHAJEHHSI KOHCTUTYL[iHHO-NPAaBOBUX MeXaHi3MiB
npoTuAii MoHOMOJI3My Ta HeLoOpOocoBicHIM KoHKypeHIii. Bynu BukopucTaHi ¢opMasbHO-NPABOBI,
MOpPiBHAJIBHO-NIPABOBi, TeMaTHU4HI JOCJHiJKEHHS Ta MeTOAU IPaBOBOro MojestoBaHHA. JocaigpKeHHs
MPO/IEMOHCTPYBAJIO, 110 KOHCTUTYLiHO-ITpaBOBa MO/JeJib PETYJII0BaHHsI KOHKYpeHIil B A3ep6aii/kaHCbKil
Pecny6utinii 6a3yeTbcsl Ha MOEAHAHHI rapaHTi cBOGOAW MiMPUEMHHUITBA Ta JOMYCTUMOCTI Jep>XaBHOTO
BTPY4YaHHS /[Jisg OOMe)XeHHs MOHOIOJIICTUYHOI JAisiibHOCTI. BcTaHOBJIeHO, 10 momepeAHs CcUCTeMa
AHTHMOHOIIOJIbHOTO PEry/II0BaHHs, cTBopeHa Mixk 199311998 pokamy, xapakTepusyBasacs GparMeHTapHUM
[IpaBOBMM pEryJIOBAaHHAM, HeJOCTAaTHbOK KOOPJAMHALIEI0 MeXaHi3MiB KOHTPOJIIO 33 €KOHOMIYHOIO
KOHIIeHTpaLi€l0, JOMiHYIOUMM CTAaHOBHIIEM Ta HEZ06POCOBICHOIO KOHKYPEHIIi€l0, @ TAKOXK OyJ1a CIpsIMOBaHa
Ha TNpPUNMHEHHS HAsiBHUX MOpYyIIeHb. Y JOCai/)keHHI OOIpPYHTOBAHO HEOOXiZHICTh YZ0CKOHAJEHHS
MPaBOBUX MeXaHi3MiB 3ano6iraHHsl aHTUKOHKYPEHTHIN MoBeJiHL, TOCHIeHHS KOHTPOJIIO 32 EKOHOMIYHO0
KOHIIeHTpali€lo Ta aZanTalii KOHKYpeHTHOr 0 3aKOHO/IaBCTBA /10 yMOB 11M$poBoi ekoHOMiKHU. [lopiBHSAIBHO-
MpaBOBUH aHaJi3 YUHHOT0 3aKOHOAaBCTBa A3epbaiikaHcbkol Pecny6J1iky, 3aKoHOJaBCTBa EBPONENCHKOI0
Coro3y Ta Mi>KHapOJHUX MiAX0/IB J10 pery/Jl0BaHHS KOHKYpPeHLii mpoJeMOHCTPpyBaB nepexij Azepbaiipxany
Jl0 CHCTeMHOI Mo/ieJli KOHTPOJIF0 KOHKYPEeHIlii, ika mepe/j6adyae B3aEMOIOB si3aHe PeTry/I0BaHHs €eKOHOMIYHO1
KOHILIeHTpalil, AoMiHyBaHHS Ta HeAO0OPOCOBICHOI KOHKYpeHIil, a TaK0X 4YacTKOBe BIPOBA/KEHHS
CTaHJAApTiB MIDKHApOJHOTO KOHKYPEHTHOTO IpaBa. Y MNOpIBHAJBHOMY KOHTEKCTI BCTAHOBJIEHO, IO
Mi>KHapOJHI aHTHUMOHOIIOJIbHI MeXaHi3MU eBOJIOLLIOHYBA/JIX BiJy MOHITOPUHIY KapTeJliB Ta 3JI0BXXWBAHHA
JIOMiHYIOYMM CTaHOBHUIEM [0 TNPEBEHTUBHOrO pery/aioBaHHA LIUGPOBUX PHHKIB Ta MaTOpMHOI
eKOoHOMiKH. 3’sicoBaHo, 10 EBporeiicbkuil Coo3 po3pobuB cnenudidyHy MoJeb peryaroBaHHA [UPPOBUX
maatdopm y 2020-2025 pokax, NOMKMPUBLIM aHTUMOHOIOJbHUM KOHTPOJIb HAa aJrOPUTMIYHe yIpaBJiHHS,
BUKOPHUCTAHHS JAaHUX KOPHUCTYyBadiB Ta LUdpoBy iHGpacTpykTypy. PesysnbTaTu [JOCHifKeHHSI MOXYTb
O6yTH BUKOPHCTaHi 3aKOHOJAaBYMM opraHoM Asepb6aipkaHcbKoi Pecny6uiky, opraHamy, 1o peasisynTb
Jlep>KaBHY KOHKYPEHTHY MNOJIITUKY Ta aHTHMMOHONOJbHUM KOHTPOJIb, Ta aKaJleMiY4HUMHU YCTaHOBaAMH JJIf
B/IOCKOHAJIEHHSI KOHKYPEHTHOI'0 3aKOHO/]aBCTBa, PO3POOKU MexaHi3MiB perystoBaHHS [[MPPOBUX PUHKIB
Ta NiATOTOBKU MPOMNO3UIiA 1040 rapMoHi3anil HalioHa/JbHOI CUCTEMH aHTUMOHOIIOJBHOIO KOHTPOJIKO 3
MI>KHapOAHUMU CTaHAAPTAMU KOHKYPEHTHOIO IpaBa

Kniouosi cnosa:

eKOHOMIYHa KOHILIeHTpalis; JoMiHyloue CTaHOBHIE; PUHKOBA BJaJa; LUMPpPoBi muaTdopmu; MiXKHapoAHI
CTaHJApTHU
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